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Key Use Cases

As an administrative user, | want to be able to do the following:
1. Data Access Control - | want to be able to restrict user access to data within TQ using TLP and or custom markings so
that | can have proper separation of privileges to certain data in my system that is more sensitive than other data. At
the same time, | still want to allow ease of access and collaboration across various user types.

2. Action Control - | want to restrict access to certain actions within TQ based on user roles.

3. Custom Roles - | want to be able to create additional custom roles within the TQ Ul so that | can more granularly
control RBAC.

4. Custom User Groups - | want to be able to create buckets of users for the purposes of sharing artifacts such as
investigations, dashboards, or data collections.
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Building a Conceptual Framework

RBAC Conceptual Framework

+ Users can only possess a single Role
atatime

+ Users can be members of more

User Teath B than one Team at a time
User Team A
+ Teams can contain multiple users
with differing Roles
Artifacts Other Artifacts

LDAP/SAML Group  -------Mappedif Enabled - - - - - - -

+ If the system has LDAP or SAML
enabled, Admins will be able to map
those User Groups to TQ Roles

T
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Defining Key Concepts & Terminology

Term Definition

User Role A user's role defines what permissions the user has to perform actions in the system or access
data (at the object level) in the system. A user can only have a single Role in the system at a
time.

User Team A bucket of users assembled for the purposes of sharing artifacts such as dashboards,

investigations, and data collections. A user can be a part of multiple Teams in the system.

Artifact A "filtered view" of data, such as a dashboard, data collection, or investigation.

Actions Permissions The various actions that a user is permitted to take in the system, as defined by their role.
Data Access Permissions The object-level data that a user is permitted to see in the system, as defined by their role.
Data Marking A custom data characteristic that can be used to define a user's Data Access Permissions. It's

designation on object data will be configurable in a similar way to TLP, but will be an
object-level characteristic, rather than granular.
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High Fidelity Designs

Custom Roles: Action Controls + Data Access Permissions

* Admins can create custom user Roles defined by Action
permissions and Data Access permissions

« Action Permissions are categorized so that users can enable an
entire category or have more granular controls for each

< Create Role

Role Name

Actions Permissions

Below are the permissions associated with the selected role.

©  Administrative Functions

Create and Manage Exports

Manage Server Administration

Manage System Configurations

OAuth Management

User Management

O  Object Management

O  Data Management

O  Integrations

Data Access Permissions

Users in this role are only permitted to see data based on the following criteria.

Filter Set O NOT @ ONLY

oaramarons (D

Role Assignment

MUST MATCH:

Search users below to assign them to this role. If a user has an existing role, it will be replaced with this role.

Q search to add...

@ sellajones

@ oavid krasik

@ sobricca
@ DoavidRose

R

eassign
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High Fidelity Designs
Custom Roles: Action Controls + Data Access Permissions

Data Access Permissions

Users in this role are only permitted to see data based on the following criteria.

®
DATA MARKING us X UK x MUST MATCH: ANY ALL ®

+ Data Access Permissions will allow users to manage access to data based on TLP, Object Type, or Data Markings

+ Users can define permissions to the data as either restrictive (NOT) or permissive (ONLY)
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Data Controls
DataMarkings  Indicator Expiration  Scoring  TLP  Whitelisted Indicators M a n agi ng D a ta M a r ki ngs

Data Markings Disabled €@ Enabled

Data markings can be used to apply restrictions, permissions, and other guidance for how data can be accessed and shared. Utilize this page to configure your data markings and then apply them to custom roles on the

User Managment page to control access to data in ThreatQ. How it works ° C u Sto m d a ta m a r kl n gs Wl I I b e
O osavaig Object-level designations

B Bl o] e D C— * Admins users will be able to

R A o o configure these much like TLP

O sereccernnce iy [ — 8 + Users can assign by Source, Tag, or
Attribute
[J  United Kingdom Office | selectarier - WITH ATTRIBUTE ® View Al Filters b
T T—— 7] soma R — * These markings will enable sharing
with users based on geographic
region, clearance level, or any other
criteria the customer needs to use
for grouping data access

Save
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High Fidelity Designs
Custom Teams: Artifact Assignment & Sharing

* Admins can create user Teams, or “buckets of users” for sharing

and assigning artifacts such as investigations, dashboards, and
data collections

+ Users with differing Roles can belong to the same Team

* If a user's Role permissions prevent them from seeing some or
all of the data in an artifact:

« The artifact can still be shared with/assigned to them

* When they go to view it, the data that returns will be filtered
according to that user’'s Data Access permissions

< Create Team

Team Members

View and manage members of this team below. Use the search bar to add new members.

Q_ search to add...

@ Tom Ashoff
G Joseph Crawford
@ Dave Krasik

Artifact Assignment

Users on this team will be granted access to the following artifacts.

B il Data Collections (1)

] n~ame ¢

[J  10Cs Scores 8 and Above

[m]

Adversary Campaigns 2020

[J  Open Flagged Network Tasks

]
E

Dashboards (1)

[0 name ¢
[J  Network Traffic

A Investigations (0)

pas

Role: SOC Manager

Role: Network Analyst

Role: Network Analyst

© Add

OWNER $

admin@threatg.com
admin@threatq.com

admin@threatq.com

© Add

OWNER &

admin@threatq.com

© Add | @ Rem:
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High Fidelity Designs
Role Permissions Application

* Users will not be prevented from seeing
artifacts themselves, rather their permissions
will apply when they try to view the data
within an artifact

*  For example, if a user attempts to view a data
collection and their role permissions prevent
them from viewing some or all of the data in
the collection, then they will see a message
notifying them of this limitation

Threat Library  sobsdata colecion ~ @

Q search for keywords

Filter Set 1 O NoT

CREATED AT

© Add Another Filter Set

@ 'ndicators (42,:816)

VALUE = veE =

1P Address

1P Address

1P Address

@ 2231792145 1P Address

@ 22311523085 1P Address

1P Address

1P Address

1P Address

1P Address

ATE CREATED

10/12/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

10112/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

LASTMODIFIED &
10/12/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

10/12/2021 04:41pm

101122021 04:41pm

10/12/2021 04:41pm

1011272021 04:41pm

10/12/2021 04:41pm

Active

Active

Active

Active

Active

Active

Active

Active

8 Share Y Clear Fiters

®

UmibyTLp: EIRed [ Amber [ Green [ Wnite [ NotSpecified

ORE & EXPIRATION DATE TAGS

Your permissions may imit your view of this data collection X

Your permissions may limit your view of this data collection X
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Design Commit Complete

> Project Docs | 2021 Projects 2QBO B | B m Fig. 3 - Data Access Permissions Application Matrix:
RBAC Design Commit

User's Data Access Permission tem Scenario Behavior
Created by Bob Ricca User 1s restricted from seeing TLP=Red, butis  Threat Library - Objects User 1is attempting to view an Object A with an Attribute A that has TLP=Green andan  User 1 is able to view Object A and Attribute A, but unable to view Attribute B
O e e oot om0l ionot ermita 1o se8 ablects win TLPGron it  rt s 8 TLPore
X User 115 attempting to view an Obect A with a Source A that has TLP=Greenanda  User1 Aand Source A, but
Overview Source B that has a TLP=Red
‘This design document describes a project to deliver role based access control (RBAC) to ThreatQ. This project includes the ability for TQ admins to control transactions based on user role (Ex. User 1is attempting to view an Object A with no associated TLP=Red, with a User 1is able to view Object A, but will not be able to see the relationship to
users' ability to either view certain types of data or take actions on that data). relationship to an Object B that has a source/attribute with TLP=Red Obiject B or access Object B
We have some very limited and infrequently used custom RBAC-ike capabilties that are implemented through the CLI and manual coniy file edits, however based on POCs and additional customer User 115 atempting to view an Object 8 that ONLY has sourcesfattributes with User 1is unable to view Object
feedback, this fails to satisfy the production requirements of some key customer prospects. This is of particular importance in the federal space, where RBAC, TLP, and data markings are more TLeRed
widely:adopted aa standard practices. User 1is attempting to utilize TLP=Red as a filter User 1 can only see the TLP filters that they are permitted to view (in this case:
Amber, Green, White, Not Specified), and TLP=Red would be hidden from view
High Level Use Cases i . i it il i llection A, which has objects with ONLY User 1 can be added, but upon sharing/assigning, User 2 will get notification
ol 1 Delivery 1: Custom Roles to include Action Permissions and Data Access Control i
AsaTQ admin, | want to be able to dor i " . i
The existing default roles in the TQ Platform will remain available and permissions will be uneditable : User 1may not have the permissions o be able o see al of the data n this data
1. Data Access Control - | want to be able to restrict user access to data within TQ usin fCokection; ool wish 13 procasdz!
TLP and or custom markings so that | can have proper separation of privileges to certy * Maintenance Ifusert A, the Threat Library will
data in my system that is more sensitive than other data. At the same time, | stll want « Adininistiative they are permitted to see, <0 they will ot be able to see any objects ifthey
allow ease of access and collaboration across various user types. select Data Collection A
# y o Pri
a. Single company with different types of users - E.g. US and International based Primary Contributor e —
MSSP with multiple comp: global TQ - E * Read-Only toindicate pe o viewing at
Customer A and Customer B can access a common set of MSSP-shared data. in the assigned artifacts.
i -1 i rtain actions v For each custom role cre intenance and Admin Users will I
2. Action Control - | want to restrict access to certain actions within TQ based on user or each custom role created, Maintenance and Admin Users will be able to B 5 wich e shfechs wity S rerioint ot e e oy vl il

roles. 5 with TL

e ), with User 1 see all of the objects
3. Custom Roles - | want to be able to create additional custom roles within the TQ Ul s¢ * Name the role

that | can more granularly control RBAC. « Grant or Deny Action Permissions Hection C, which contains obiects. User 1 can be

dded, but if they view Data Collaction C, they will only be able to

i Jith User 1 see the supporting detalls that DO NOT have TLP=Red
4. Data Sharing Groups - 1 want to be able to create buckets of users for the purposes { « Grant or Deny Data Access Permissions
sharing artifacts such as investigations, dashboards, or data collections. i i <, both with  can be assigned to the Team and if User 1 views Data
« Manage which users are assigned to the role ILP=Green detail, with User 1 Collection C, they will oy be able to see the supporting details that DO NOT
have TLP=Red

Concepts & Terminology lard A, which has a widg

. . ; jdget populated by User 1 can be added, but upon sharingfassigning, User 2 wil get notfication
Creating a Custom Role HioleFoge - Coantn Rale NLY TLp=Red dotals, with User 1 message statng

“User 1 may not have the permissions to be able to see al of the data in this

Term Definition dashboard, do you wish to proceed?”
. icks " : i i i i o
Geer Fole A usersrole defines what permissions th user has to When the user clicks "Create Role" they willsee a page with a form with the following ——_—_— e Huser1 the widget A
L perform actions in the svstem or access data (at the. sections in this order: Spnn thars s S isplay it Sty SaLR el S oes Sae-siaing
« "Role Name" Text Input “You do nothave permission to view this data”
« User will be able to name this custom role

Gncn aded. iser 1 wil annar with a limiter accass” barias on the Team nage
T — Create Role Page - Initial Landing
« User will be able to set permissions for what actions the user can take in the
platform
+ Data Access Permissions
« User will be able to set permissions for what data the user can see in the
platform
+ Role Assignment
« User will be able to assign users to the role. If they add a user with an existing =
role in the system, this new role assignment will replace the old one.

< Create Role




