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Key Use Cases

 As an administrative user, I want to be able to do the following:

1. Data Access Control - I want to be able to restrict user access to data within TQ using TLP and or custom markings so 
that I can have proper separation of privileges to certain data in my system that is more sensitive than other data. At 
the same time, I still want to allow ease of access and collaboration across various user types. 

2. Action Control - I want to restrict access to certain actions within TQ based on user roles. 

3. Custom Roles - I want to be able to create additional custom roles within the TQ UI so that I can more granularly 
control RBAC. 

4. Custom User Groups - I want to be able to create buckets of users for the purposes of sharing artifacts such as 
investigations, dashboards, or data collections.
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Building a Conceptual Framework
RBAC Conceptual Framework

 

• Users can only possess a single Role 
at a time

• Users can be members of more 
than one Team at a time

• Teams can contain multiple users 
with differing Roles

• If the system has LDAP or SAML 
enabled, Admins will be able to map 
those User Groups to TQ Roles

ROLE BASED ACCESS CONTROL



Defining Key Concepts & Terminology
Term Definition

User Role A user's role defines what permissions the user has to perform actions in the system or access 
data (at the object level) in the system. A user can only have a single Role in the system at a 
time.

User Team A bucket of users assembled for the purposes of sharing artifacts such as dashboards, 
investigations, and data collections. A user can be a part of multiple Teams in the system.

Artifact A "filtered view" of data, such as a dashboard, data collection, or investigation.

Actions Permissions The various actions that a user is permitted to take in the system, as defined by their role.

Data Access Permissions The object-level data that a user is permitted to see in the system, as defined by their role.

Data Marking A custom data characteristic that can be used to define a user's Data Access Permissions. It's 
designation on object data will be configurable in a similar way to TLP, but will be an 
object-level characteristic, rather than granular.
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High Fidelity Designs

Custom Roles: Action Controls + Data Access Permissions

• Admins can create custom user Roles defined by Action 
permissions and Data Access permissions

• Action Permissions are categorized so that users can enable an 
entire category or have more granular controls for each
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High Fidelity Designs
Custom Roles: Action Controls + Data Access Permissions

• Data Access Permissions will allow users to manage access to data based on TLP, Object Type, or Data Markings

• Users can define permissions to the data as either restrictive (NOT) or permissive (ONLY)
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High Fidelity Designs 
Managing Data Markings

• Custom data markings will be 
Object-level designations 

• Admins users will be able to 
configure these much like TLP

• Users can assign by Source, Tag, or 
Attribute

• These markings will enable sharing 
with users based on geographic 
region, clearance level, or any other 
criteria the customer needs to use 
for grouping data access
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High Fidelity Designs
Custom Teams: Artifact Assignment & Sharing

• Admins can create user Teams, or “buckets of users” for sharing 
and assigning artifacts such as investigations, dashboards, and 
data collections

• Users with differing Roles can belong to the same Team

• If a user’s Role permissions prevent them from seeing some or 
all of the data in an artifact:

• The artifact can still be shared with/assigned to them

• When they go to view it, the data that returns will be filtered 
according to that user’s Data Access permissions

ROLE BASED ACCESS CONTROL



Role Permissions Application

• Users will not be prevented from seeing 
artifacts themselves, rather their permissions 
will apply when they try to view the data 
within an artifact

• For example, if a user attempts to view a data 
collection and their role permissions prevent 
them from viewing some or all of the data in 
the collection, then they will see a message 
notifying them of this limitation
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Design Commit Complete
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