
Let’s 
    Talk 
        SaaS

Let’s 
    Talk 
        SaaS

Let’s 
    Talk 
        SaaS

A Comprehensive Strategy for 
Controlling SaaS Complexity



Need a way to communicate with your team? 
There’s an app for that. 

Help managing tasks or raising productivity? 
Lots of apps for that as well. 

Managing employee information, payroll, and logistics? 
Yup, that too!

Slack, Zoom, Google Workspace, Workday, and 
other SaaS applications are integral parts of 
how employees work every day. SaaS apps are in 

marketing, human resources, and more. Employees 

and security professionals (think data sprawl and 
security vulnerabilities). With employees and teams 

visibility into the company’s entire SaaS stack. And 
without that visibility, it’s impossible to ensure that 
critical data processed by and stored in SaaS apps is 
protected.
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Read on to learn:
• The SaaS challenges IT and security professionals face

• Why SaaS ownership is so complicated

• Ways to adopt effective SaaS ownership practices

• How a modern, comprehensive approach to SaaS management helps 
streamline and improve an organization-wide SaaS strategy

What’s needed is a long-term, collaborative, and 
effective SaaS strategy. One that continues to 

and security a single source of truth into the SaaS 
stack.

with internal stakeholders like human resources, 
sales, and customer support?
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increased dramatically.
 
Right along with it? Increased spending on SaaS.

3



SaaS spend accounts for the largest portion of cloud services 

Service) in businesses, according to Gartner1.

SaaS applications today than a year ago2. 

As adoption rates continue to surge, SaaS apps introduce a slew 

• Understanding which SaaS apps are being used across the 
organizations — and if they’re all properly managed

• Ensuring employees are properly onboarded and offboarded 
from applications 

• Securing sensitive data stored and shared across the company’s 
SaaS app stack

• Monitoring the compliance of SaaS providers against relevant 

• Optimizing SaaS spend, rightsizing SaaS licenses, and 
eliminating redundant applications

 1  
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4  “

Businesses are increasingly looking for easier ways to rein in all this SaaS 

More often than not, this strategy starts with understanding how the SaaS 
apps are owned within the organization.

• $195.2B — Projected end-user SaaS spend in 20233

• 74% — IT and security professionals who report over half of their 
apps are SaaS based4
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For security and IT teams, streamlining SaaS 

Mapping their company’s SaaS application environment 
is just one of these stumbling blocks. But the challenge 
also lies in who’s procuring and managing all of those 
apps internally.
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With the owners of SaaS apps spanning across multiple 

with app owners to ensure the SaaS environment is properly 
managed. 

Solving the issues surrounding SaaS ownership requires 
understanding business goals, reasons, and pain points about 
why teams leverage the SaaS apps in the way they do. 

And then there’s the challenges and risks associated with how 
employees use SaaS apps.
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Human ResourcesHuman ResourcesHuman Resources

Related SaaS risks: 

• Processing plenty of sensitive 
business and employee data, 
such as Social Security numbers, 
employee addresses, and more 
through HR SaaS apps. 

• Spearheading (often) the entire 
employee onboarding and 
offboarding process, where 
bottlenecks can easily happen. 
For example, HR may not have 
the bandwidth to keep up with 
new hires. 

• Forgetting to notify other app 
owners to remove departing user 
accounts from other applications.

and administration, learning 
and development, talent 
acquisition, employee 
engagement, and more.
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FinanceFinance

Related SaaS risks: 

• Finding that “sweet spot” with 
business data — combining 
productivity while being highly 
cautious in how sensitive data, 
such as company bank accounts 
and employee credit card data, is 
handled.

Finance teams may turn 
to all kinds of SaaS tools 
for managing contract 

management, working 

institutions, and more.

Finance
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Sales and MarketingSales and MarketingSales and Marketing

Related SaaS risks: 

• Having unparalleled access to 
sensitive customer data — a 
cornerstone in business — that 
can be shared extensively across 
multiple SaaS applications.

• Lacking full visibility into how the 
data is being used because of the 
integrations and interoperability 
of multiple SaaS apps.

SaaS tools used by sales and 
marketing help companies 
improve the way they target 
accounts, communicate 

outreach.
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R&D or
Customer Support
R&D or 
Customer Support

Related SaaS risks: 

• Leveraging different types of 
SaaS apps that employees 
(unknowingly) may expose 
highly sensitive data, intellectual 
property, or even source code.

• Affecting the whole company’s 
business performance and 
reputation if there are any 
disruptions to operations.

research and development 
or customer support may 
be entirely built on SaaS 
applications.

R&D or
Customer Support
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employees look for other ways to boost their 
productivity. Employees may turn to seamless 
app-to-app integrations, or easy-to-use browser 

inevitably add more sprawl to the SaaS stack.
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Any SaaS management tool is only effective when there 
are collaborative processes in place.
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security teams need to understand why a 

SaaS app owners and admins are able to make 

Without this collaboration, it becomes impossible 

strong security posture, and control SaaS spend.
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Step 1Step 1Step 1

While you’re understanding the use case for 
individual apps, you’ll also want to take steps 
to learn about the broad SaaS usage across the 
company. Whether it’s a survey, roundtable 
discussion, or another format, learn about the 
pros and cons of your company’s actual SaaS 
environment today.

When it’s time to work with stakeholders and SaaS 
administrators, IT and security teams need to ask 
essential questions, like:

• Which apps are essential to your teams?

• Which browser extensions are most commonly used by your 
teams?

• How are you managing user and data access to these apps?

• What service level agreements (SLAs) can you commit to, so 

Initiate SaaS adoption discussions. 
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Step 2Step 2Step 2

Build on what you learned from the stakeholders 
and acknowledge what effect the apps have on 

set of capabilities to increase employee productivity. Even 

protect.

Help your peers understand the big picture of all the SaaS apps 
across your company landscape. 
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Shadow SaaS makes your company vulnerable 

can use, store, or transfer consumer data. 

even if SaaS providers are at fault for a security 
incident and don’t have adequate measures in place.

Here’s a look at the challenges 
of uncontrolled SaaS sprawl:
Here’s a look at the challenges 
of uncontrolled SaaS sprawl:
Here’s a look at the challenges 
of uncontrolled SaaS sprawl:

The spread of shadow SaaS apps

• Employees use SaaS tools without the 

new apps or linking them to their personal 
accounts. Since many SaaS apps offer trials 
or purchase with credit cards, the rate 
of new SaaS apps being brought on has 
skyrocketed.

• attack 
surface by sidestepping security and 
procurement’s typical vetting procedures. 
Many SaaS providers don’t have the 

protect customer data. 

• Employees may become targets — if not 
victims — of threat actors trying to gain 
access to the company’s sensitive data. 

by involuntarily providing access to internal 

calendars, and more. 

Onboarding and offboarding 
gaps created by decentralized IT 
management

Non-compliance

Spend optimization

impacts spend. Various app owners are 
deploying SaaS apps with duplicate 
functionalities, and possibly overspending on 
app licenses, creating a lack of visibility into 
app utilization.

the more the apps affect onboarding and 

have manual processes for onboarding and 
offboarding, meaning many user accounts 
are left active well after employees depart.

These manual processes can create several 
issues, like:

 
New user accounts may be created with 
extraneous permissions, allowing users to 
view, export, and share sensitive data.

 
This is problematic since departed 
employees may still be able to access SaaS 
apps. It’s also money being spent.
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Step 3Step 3Step 3

Establish, review, and enforce company policies around SaaS 
applications.

• Set standards, review SLAs, and develop a foundation for 
how employees use SaaS. For example, they must access 
these apps through single sign-on unless the SaaS apps don’t 
support it. 

• Develop thresholds around user privileges, like each app has 
a limited number of admin users required for the business. 

• Ensure the established standards help adhere to and report 

are critical for your business.

• Establish a clear vetting process for onboarding new SaaS 
applications. Ensure these steps — risk assessment of those 

security features, data handling, and potential exposure 
implications — are all done before the SaaS app is connected 
to your company’s environment. Make the process of 
procuring new apps transparent with the data obtained being 
available to all internal stakeholders.
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Step 4Step 4Step 4

The recurring SaaS app stack reviews (performed 
on at least an annual basis) should primarily focus 
around the following key areas:

• Continuous ability to discover “unknown unknowns”: shadow 
applications and users being added to the environment. 

• Obtaining utilization insights for your most critical SaaS 
apps. A good place to start would always be the SaaS apps 

resources, and research and development teams and handling 
your “crown jewels”: customer and business sensitive data. 
Not only should you review the handling of the data by and 
between those applications, but also evaluate if you have only 
authorized users and devices accessing the SaaS apps.

• 
applications, primarily around user permissions and session 
duration, multi-factor authentication, access to sensitive data 
for guest users, and more.

• Tracking your SaaS spending trends, app licensing versus 
actual utilization data, and any potential applications with 
duplicative functionalities in use across your company.

Build a transparent, collaborative review process to continuously 
evaluate the effectiveness of your SaaS strategy. 
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It’s clear SaaS has tremendous value to companies and 
employees. 

An effective, company-wide SaaS strategy is imperative 
to protecting the attack surface. It’s critical to work 
internally on streamlining the day-to-day SaaS 
operations.
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Different technologies now have emerged to help tackle these 

manage daily SaaS operations, track application usage, improve 

provide some visibility into SaaS licenses.

critical to reduce security risks. 

SaaS environment and  protects the sensitive data stored in and 
shared between multiple apps.
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A comprehensive SaaS management solution 
should address three main areas to solve existing 
SaaS challenges and deliver business value to all 

1.  Detecting both known and unknown SaaS 
applications, with complete and actionable visibility into 
shadow usage, existing app onboarding gaps, and more. 

2.  Uncovering and mitigating various security risks 

password procedures, and more) that put sensitive customer 
and business data at risk.

3.  Offering correlation and valuable data insights 
between the SaaS app environment, cloud services, devices, 
and users, to help control complexity across the company’s IT 
environment.

Tools like Axonius SaaS Management can both tackle 
the security risk and operational challenges of SaaS by:

• Discovering all SaaS applications, including sanctioned, 
unsanctioned, shadow and unmanaged apps

• 
between SaaS apps and third/fourth-party app extensions

• Uncovering and mitigating various security risks, like 
identifying suspicious or malicious behavior

• Obtaining insights on user access and app utilization for better 
IT management and cost optimization across all SaaS apps

stakeholders:
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SEE IT FOR YOURSELF.

330 Madison Ave., 39th Floor
New York, NY 10017

info@axonius.com

response actions, and informing business-level strategy. With 
solutions for both cyber asset attack surface management 

minutes and integrates with hundreds of data sources to 
provide a comprehensive asset inventory, uncover gaps, and 

the fastest-growing cybersecurity startups, with accolades 

assets, including devices and cloud assets, user accounts, and 
SaaS applications, for customers around the world. 

Axonius.com

See how you can gain control and 
manage the sprawl of SaaS apps, identify 

security risks for a single source of truth 
through Axonius SaaS Management. 


