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p ='.There s.an app for that

-Yup, that too’ _

*.
-’

| ,"Need a way to communlcate W|th your team’

o "-Help managlng tasks or ralsmg prodUctlwty"
:Lots of apps for that as Well ' .

| :J._\'.'Managlng employee mformatlon payroII and Ioglstlcs"'."

o ,;.Slack Zoom Google Workspace Workday, and
- other Saa$ applications are integral parts of -
Lo how employees work every day. Saa$ apps are m
Sy -practlcally every. department — finance, sales, .
By . marketing, human resources, and more., Employees '
R 'see a lot of benefits w1th Saa$, hke increased -
SRR product1v1ty, acces51b111ty, and ﬂex1b111ty |

o On the:’ﬂi‘p 'sid-e‘,'-though,'-c‘o.m"e éha,ne;hge_s; for IT | "
-~ and security professionals (think data sprawl and = -

; securlty vulnerabilities). With employees and teams

- often working in silos, IT and security typically lack

' fv1s1b111ty into the company’s entire Saa$S stack. And =~ -

-~ without that Vlslblhty, it’s 1mposs1b1e to ensure that

- critical data processed by and stored in Saa$ apps is

o protected
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T _‘What s needed is a long term collaboratlve and
.. effective SaaS strategy. One that continues to

';.provrde employees with efficiencies, while g1v1ng IT ,' R

. and securrty a smgle source of truth 1nto the SaaS
By stack ' ‘ \ e TR

N But how do IT and securlty get to th1s understandmg g :

| . with 1nternal stakeholders like h_uman resources,
R sales and customer support7 S :

'__J'Read on to Iearn. | FIEEEN | ‘

| .“ . -’Ihe SaaS challenges IT and securzty professzonals face o
. . _'Why SaaS ownershlp lS S0, complzcated | B

e - .. Ways to adopt effectzve SaaS ownershlp practlces

| *-‘-_i‘--"‘__How a modern, comprehenszve approach to SaaS management helps-
S streamlzne and zmprove an organzzatlon Wlde SaaS strategy ' '

*.
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B S

2o Over the last ﬁve years SaaS app consumptlon R g
‘ | mcreased dramatzcally X

ey ':'R.ig_ht' aJlo_ng"With ift?Inl'c_'re_as.ed spehdingon 'SaaS. e

A AXONTUS



l"=SaaS spend accounts for the largest portlon of cloud serv1ces =N |

e spend (like, Infrastructure as a Service and Platform asa

BAY .Servrce) in busrnesses accordlng to Gartner1

= In fact 66% of IT and securlty professmnals spend more on '
| :SaaS appllcatlons today than a year ago2 .

SO _\'_'As adopt1on rates cont1nue to surge, SaaS apps 1ntroduce a slew |
' .of challenges for securlty and IT profess1onals to tackle lrke

.. Understandzng whzch SaaS apps are bezng used across the
- organzzatzons — and if they re aII properly managed

= Ensurzng employees are properly onboarded and ofﬂ)oarded
o from applications - : :

. Securzng sensztzve data stored and shared across. the company S
. Saa$ app stack ' : : :

. -‘Monztorzng the compllance of SaaS prowders agaznst relevant
: frameworks and certzﬁcatzons '

e Optzmzzlng SaaS spend rzghtszzzng SaaS hcenses and
| elzmznatzng redundant applzcatzons

Gartner Forecasts WorldW1de Pubhc Cloud End User Spendlng to Reach Nearly $600 B1lhon in 2023 Gartner
October - 31 2022 . . ;

The Truth About SaaS Secunty and W'hy No One Cares . Yet”. Conducted by'Sayanta on beha-lf of Axonius: 2022. Sy
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| "'-‘-Busmesses are 1ncreasmgly looklng for easier ways to rein in all th1s SaaS
-_complexrty An effectlve collaboratrve SaaS strategy is key

| 'More often than not, th1s strategy starts wrth understandmg how the SaaS
i _apps are owned within the orgamzatlon

o $1 95.2B — ﬁroject_ed en_d—-aser'S_aaS spend in 2023° J

74/ —IT and securlty professzonals who report over halfofthelr R
apps are SaaS based“ : :

As many have Iearned — some in more dlﬂicult ways than others — the cloud” -
is just someone else’s computer. Any strong IT asset management strategy must

e “account for assets that aren’t owned or directly operated by the orgamzatlon itself. -

 This is. especzally true given that many ‘Saas$ providers offer integrations with both
‘SaaS and on-prem services, which may include delegating ongoing access to data
- or systenis to a third party. Ongoing access can become a serious. liability ifan =~
orgamzatlon falls to track materlaI changes that could impact its SaaS provtders ”

- — Daniel Trauner, senior director of security, Axonius.

Gartner Forecasts WorldW1de Pubhc Cloud End User Spendlng to Reach Nearly $600 Bllhon in 2023 Gartner
October 31 2022

The Truth About SaaS Securlty and Why No One Cares .Yet”. Conducted by Savanta on behal.f of Axonius. 2022.- '
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G For securzty and lT teams streamlmmg SaaS
R management is ﬁlled wzth obstacles

= =_Mappmg their company ’s SaaS applzcatlon environment

e s just one of these stumbling blocks. But the challenge

SR ﬁalso lies in who’s procurmg and managmg all of those
L japps mternally - -

.-"*AXONI >



. Wrth the owners of SaaS apps spann1ng across multlple

' J'f'departments securrty and IT professronals need to partner S
s “withapp. owners to ensure the SaaS envrronment 1s properly AESUAEIE
“ *,'_'f"managed SRS S SRR

_ _:- =SolV1ng the 1ssues surroundlng SaaS ownershlp requrres R
e -understandmg busrness goals reasons, and paln polnts about BRI
A why teams leverage the SaaS apps in the way they do

. _' ".--JAnd then there s the challenges and r1sks assomated WIth how e
' '!',employees use SaaS apps - _ : : S

. Let’s look at some common situations. =~

*.
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HR teams use various SaaS

tools to manage benefits

and administration, learning

and development, talent
acquisition, employee
engagement, and more.

AXON]US

»  Processing plenty of sensitive -
N business and employee data, o
S such as Soczal Security. numbers SR
. employee addresses and more ‘
i through HR SaaS apps.

. _'\Spearheadmg (often) the entlre
. employee onboardzng and
i ;-ioﬁ‘hoardlng process, where -
. bottlenecks can easily happen
;e " For example HR may not have -
.- the bandwzdth to keep up W1th
 new hzres

- : Forgettlng to notzfy other app
- owners to remove d_epartmg user
- accounts from other applications.



a-;J:'R'elat.ed»,S'aaS*fﬂskfs:zi.": -
Finance teams may turn "‘ | L
t0 all kinds of Saas tools e Fmdmg that sweet spot wzth
for managing contract B " o buszness data s combmmg
work and invoices, expense productzvzty while being hlghly
management wori<ing SRR cautious in how sensitive data,
R i ,an d financial such as. company bank accounts

e e ~and employge ;reda: card data is
' ;_‘-handled SR

*.
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R ."SaaS tooIs used by sales and-l\l"-‘” N

i :f?,marketlng help compames

B -improve the way they target; 2

~accournts, communicate -
. tocustomers,and expand
- ,-‘.‘-outreach e

#L AXONIUS

Related SaaS rlsks

‘ﬁ'.\"

Having unparalleled access to
_sensitive customer data —a-

AL cornerstone in business — that

can be shared extensively across

. multzple SaaS applzcatzons

i Lackmgfull vzszblllty into how the B

' data is being used because of _the N
.- integrations and interoperability

~of multiple SaaS apps. -
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Leveragmg dszerent types of
" Saa$ apps that employees

’ (unknowmgly) may expose. =~
. hzghly sensitive data, mtellectual_‘ i
' property, or even source code -

| ?';'_f'_',‘Aﬁectmg the whole compa"Y 5

. business performance and
v reputatzon if there are any

e ‘dlsruptzons to operatzons



_‘There sa lot of complex1ty in these drfferent

- scenarios. Yet, compl1cat1ons rise even more when
- employees look for other ways to boost their - -

B product1v1ty Employees may turn to. seamless

app-to-app integrations, or easy-to-use browser

~extensions and services, like Grammarly and - |
B Calendly Though these mtegrat1ons and extens1ons

- may help employees be more efficient, they '

mev1tably add more sprawl to the SaaS stack

B Employees can start us1ng SaaS appllcatlons w1thout any mvolvement of IT and

security teams. As a result; these teams are often unaware that the appllcatlons
are being used and don’t know about the risks associated with them. For example,

they mlght not know that sensitive data is now processed by a SaaS provider and

R ‘cannot associate the appropriate security measures with the app. On their own,

end-users often lack the expertise to conﬁgure the apps ina way conszstent w1th

o ;the organlzatlon s pollaes

B In addltlon, _modern SaaS appllcatlons rarely functlon as data s:loes They often

_' integrate with other software. Such mterdependenaes and data ﬂows are often not
- considered by the individuals who bring Saas into the organlzatlons Late-stage _’

R .dlscovery of such externalltles can put unexpected burdens on IT and security

-teams and might prevent the SaaS appllcatlon from achlevmg its full potentlal ina

L reasonable tlmelme'

' —Lenny Zeltser,"ClS‘O_,AXohiUS and faculty fellow at 'SANS_’ InstitUte o
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Any SaaS management tool is only effectlve When there
are collaboratzve processes zn place - | -



*“"":",’=Internal stakehelders worklng w1th IT and

'."f'securlty teams need to underStand why a .
“specific SaaS tool is necessary. It also rneans that

o ‘Saa$S app owners and admins are able to make

B conﬁguratlon and management changes to reduce

. risk at the d1rect10n of IT and security teams.

"*'=W1thout thls collaboratlon it becomes 1rnp0551b1e RO

" _'for IT and securlty teams to keep up, maintain a
o -strong securlty poSture and control SaaS spend

. Here are four key ways to help everyone comprehend each other’s needs.

*.
.’
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B ‘,'-lnit,iaie SaaS fad‘optidh'- discussions.

e _'Wh11e you re understandmg the use case for
. individual apps, you’ll also want to take steps
. to learn about the broad SaaS usage across the
A company. Whether it’s a survey, roundtable = -~
. discussion, or another format, learn about the
pros and cons of your company S actual SaaS

. _env1ronment today

: 'When it's time to work W|th stakeholders and SaaS ,
‘administrators, IT and security teams need to ask

" *'essentlal questlons like:

e thch apps are essentzal to your teams? .

o «  Which browser extenszons are most commonly used by your

| Qteams? -

e How are you managmg user and data access to these apps?

s What service level agreements (SLAs) can you commlt to, so

- you can address issues and mzsconﬁguratzons that affect your‘
o company s securzty posture and ﬁnance57 '

‘...%_A.)‘( O,-N__I US e
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| ‘fHeIp your peers understand the blg plcture of aII the SaaS apps

S _’across your company Iandscape

. :'Burld on what you learned from the stakeholders S
. and acknowledge what effect the apps have on

AP _.secur1ty and IT.

:_'Yes SaaS is hlghly user~centr1c Each app offers a un1que ‘
set of capablhtles to increase employee product1v1ty Even e
with the benefits to employees, SaaS apps often gain access -

to extraneous company and user data, and integrate into -

B internal IT systems and operations such as mail 1nboxes
. 'calendars and file storage LA :

‘In the end the SaaS tool becomes part of the organlzatlon S

- attack surface that securlty and IT teams need to manage and S |

o '-protect

Be transparent and educate your peers about what S happemng in your |

B _company’s Saas stack. Explam the implications of uncontrolled SaaS sprawl

- andits lmpact on the entlre organlzatlon

34 Axonius



 Hors okt

of uneontrolled Saas sprawl

o

2o, Employees use’SaaS.‘tools Wlthout the
: knowledge of IT and securrty, installlng

new apps or hnkmg them to thelr personal

o ‘or pur“chase with credrt cards, the rate
i of new: Saa$ apps berng brought on has
’ el skyrocketed

Shadow SaaS eXpands the unknown attack 3 oz i

pe surface by srdesteppmg securlty and -
procurement S typ1cal vettmg procedures
Many Saa$ prov1ders don’t have the :

adequate eXpertlse or measures 1n place to i

protect customer data

Employees may become targets — 1f not
V1ct1ms — of threat actors trying to g'aln
~access to the company S sensitive data

Shadow user accounts may expose that data o
by lnvoluntarlly providing access to 1nternal', e

il storage busmess cr1t1ca1 apps emalls
i calendars and more A

Non-compliance

Shadow SaaS makes your company vulnerable
to non-compliance risks. HIPAA, GDPR, and
other regulations define how companies

can use, store, or transfer consumer data.
Customers of SaaS apps (e.g., data controllers)
may get hit with millions of dollars in fines

even if SaaS providers are at fault for a security
incident and don’t have adequate measures in place.

accounts Since many SaaS appS offer trlals g s

Spend optimization

The skyrocketing growth of SaaS adoption
impacts spend. Various app owners are
deploying SaaS apps with duplicate
functionalities, and possibly overspending on
app licenses, creating a lack of visibility into

R These manualprocesses can create severaI
’ "f:o.’ylssues, que.. I U A
151 Users onboarded wrth the wron
-'.°_v.'permlsslon Ievel o

’;:New user accounts may be created wzth R
- extraneous permtssrons a'llowzng users to R

' ‘;vzew export and Share sensztzve data

: 2 Oﬁ‘boarded employees w1th actrve SaaS

- ’useraccounts - e
’ T?ns is problematlc smce departed

' "‘1.’,‘employees may still be able to access SaaS B

) apps It s also money bemg spent
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Set standards review SLAs and develop a foundatzon for
how employees use SaasS. For example, they must access

these apps through smgle szgn on unless the SaaS apps don t :

. support it, .

w Develop thresholds around user przvzleges like each app has
' ‘a lzmzted number of admin users required for the buszness

‘Ensure the establzshed standards help adhere to and report
' on compliance to speczﬁc frameworks and certtﬁcatzons that
R are crztzcal for your buszness :

e Establisha clear vettzng process for onhoardlng new SaaS
" applications. Ensure these steps — risk assessment of those_

applications’ frameworks and certifications adherence,

-~ security features, data handling, and potentzal exposure S
. 71rnplzcatlons — are all done before the SaaS app is connected S '
. toyour company’s environment. Make the process of -
- procuring new apps transparent with the data obtalned belng
' 'avallable to all lnternal stakeholders '

"To start the conversation about your company policies for SaaS apps, think
~about having a messaging channel or tlcketmg system that includes all

i busmess stakeholders to escalate SaaS issues as. they come about

% AxoNIUS



Bmld a transparent coIIaboratlve review process to contmuously
e evaluate the effectlveness of your SaaS strategy

'The recurrmg SaaS app stack rewews (performed

o 'on at least an annual basis) should prlmarlly focus
. around the followmg key areas:. AR . :

, 1@

Contmuous abzlzty to dzscover unknown unknowns sha'dow

W _‘applzcatzons and users bezng added to the envzronment

‘Obtaznlng utlllzatzon ll’lSlghl’S for your most crztzcal SaaS

apps. A good place to start would always be the SaaS apps

' ‘commonly employed by finance, sales, marketing, human -

R resources and research_and development teams and ha_ndlzng e

. your “crown jewels”: customer and business sensitive data.
o Not only should you review the handling ofthe data by and -

between those applications, but also evaluate if you have only

. authorzzed users and devzces accessing the SaaS apps

Optzmlzlng the settlngs and conﬁguratlons of your SaaS :
_applzcatlons primarily around user permlsszons and session -
- duration, multi-factor authentzcatlon access to sensitive data
' for guest users and more.: - : L

. Tracklng your SaaS spendlng trends app llcensmg versus
* actual utilization data, and any potentlal applications with -

‘-”idupll_catzve. functionalities in use across your company.

#L AXONIUS



) | TS clear SaaS has tremendous value to compames and
o ';employees s o |

o An' effec'tive' company’ wide Saas strategy is imperati've-
";_‘_to protecting the attack surface. It’s critical to work

- internally on streamlmmg the day to day SaaS

- __'operatzons - :



','=D1fferent technologles now have emerged to help tackle these

fchallenges but many operate in limited ways. Take SaaS -
-~ Management Platforms (SMPs), for example SMPs help IT

A manage daily Saa$ operations, track. application usage 1mprove

Lo the employee onboardlng and offboardmg experlence and
Oy '-prov1de some v1s1b111ty 1nto Saa$ hcenses

*.
-’

~Although some SMPs have basic security functionality built in,
- they often lack robust details about Saa$S settings data flows,

o mlsconﬁguratlons and user access levels — 1nformat10n that S

L _cr1t1ca1 to reduce securrty rlsks SO | |

| .-There s an alternatrve that both relns in the complex1ty of the :
Saa$S environment and protects the sens1t1ve data stored 1r1 and_-
_-shared between multlple apps ‘ St

AXONIUS



i .'A comprehenswe SaaS management solutlon o
RRERE should address three main areas to solve eX|st|ng : e
e -SaaS chaIIenges and dellver busmess vaIue to aII stakeholders. R

1 Brec Detectlng both known and unknown SaaS
e appllcatlons with cOmpIete and actzonable vzszblllty znto
» shadow usage exzstzng app onboardzng gaps and more

R Depth Uncoverzng and mztlgatzngVarzous sec_

- (like user access poltczes ‘misconfigured SaaS 5'
- password procedures and more) that put sens'
A and buszness data at rlsk '

NS, ‘.Context Offerzng correlatzon and valuable da

" between the SaaS app environment, Cloud serv

. and users to help control complexzty across th '
S ..envzronment = .

Tools Ii'ke"Ax'onius‘Sa'aS‘ Management' can'both'tac.kle 2
the securlty risk and operatlonal chaIIenges of SaaS by |

5 . Dzscoverzng all SaaS appllcatlons lncludlng sanctloned
i unsanctloned shadow and unmanaged apps o

. "Gaznzng actzonable vzszbzlzty into znterconnectzvzty ﬂows - :
o between SaaS apps and thzrd/fourth party app extenszons

e Uncoverzng and mitigating various security rzsks like
1dent1fy1ng suspzczous or malzczous behavzor :

e Obtaznzng 1nszghts on user access and app utllzzatzon for better =~
e IT management and cost optlmzzatzon across all SaaS apps

With a modern, comprehensive approach to SaaS management, IT and
- security teams have the confidence to ejfectlvely control compleXlty across _
the entlre SaaS appllcatlon stack ' : S

#L AXONIUS



o ;l-'See how you can gam control and

'f_;-‘,_'-_jmanage the sprawl of SaaS apps 1dent1fy
o _'.*_‘-“;_‘-;mlsconﬁguratlons, and m1t1gate data
-~ security risks for a single source of truth

_5,}._'}through Axonlus SaaS Management

*.
i

B 7.7 B ;Axonlus glves customers the conﬁdence to contro} SR
. complexity by mitigating threats, navigating risk, automatmg' =

| "1=ﬁ‘_response actions, and 1nform1ng bus1ness level strategy. W1th . DERANY

' solutions for both cyber asset attack surface management -
S (CAASM) and SaaS management Axonius is deployed )3 A
~ minutes and integrates with hundreds of data sources to -
e 'pr0V1de a comprehens1ve asset inventory, uncover gaps, and
. automatically validate and enforce policies. Cited as one of -
- the fastest-growing cybersecurlty startups, with accolades.
" from CNBC Forbes, and Fortune, Axonius covers millions. of R
. assets, 1nc1ud1ng devices and cloud assets, user accounts and‘ AN
B -SaaS apphcatlons for customers around the world '
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