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Abstract 

 

Deepfake technology, powered by artificial intelligence and deep learning, presents a 

growing threat to corporate environments. This study fills a crucial research gap examining 

the risks deepfakes pose to companies, investigating (1) employee and executive 

awareness of deepfake threats, (2) human ability to distinguish between real images and 

deepfake images, (3) the primary risks that deepfakes pose to companies, and (4) 

corporate preparedness and response strategies. A mixed-methods approach was 

employed, combining a quantitative survey of 229 corporate employees with qualitative 

insights from nine cybersecurity professionals. The survey assessed employee’s ability to 

distinguish between real and deepfake images, while interviews provided expert 

perspectives on deepfake threats, corporate vulnerabilities and mitigation strategies. 

Thematic analysis found five key themes, (1) Public Perceptions, (2) Current and Future 

Threats of Deepfakes, (3) Corporate Preparedness and Response Measures, (4) Risks 

Associated with Deepfakes for Companies, and (4) Measures companies have put in place. 

While executives exhibit greater awareness of deepfake risks, this does not affect accuracy 

rates. Corporate preparedness remains low, and many companies still rely on traditional 

cybersecurity frameworks, lacking specialised deepfake detection tools or employee 

training. The research also highlights the rapid advancement of deepfake technology, the 

growing accessibility of deepfake tools, and the increasing financial and reputational risks 

associated. Furthermore, statistical analysis found that employees significantly struggle to 

detect deepfakes, with an average accuracy of 32.36%, far below the 53.16% benchmark 

from previous studies. The study concludes that deepfakes represent an urgent and under-

recognised corporate security threat. To mitigate these risks, the study proposes the 

D.E.T.E.C.T framework to help companies be proactive rather than reactive to deepfake 

threats: Deploy detection tools, Evaluate weaknesses and vulnerabilities across the 

company, Train employees and strengthen company trust, Enforce guidelines ensuring 

crisis response strategies are strong, Communicate ways for employees to report 

suspicious media, and Track the deepfake threat landscape to stay on top of defences. 
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1. Introduction 

 

Imagine joining a video meeting where your CEO announces mass layoffs, admits to 

financial fraud, or declares bankruptcy. Instant panic spreads through the office, messages 

pinging with fear, employees scrambling for answers, and the stock plummeting to 

nothing. Only to realise that it was entirely fabricated by artificial intelligence (AI). This is 

not a dystopian future, it is the reality of deepfake technology (ADL, 2023; Agarwal, et 

al., 2019; Bateman, 2022; Flick & Morehouse, 2011; Miller, 2021; Munk, 2024; Salahdine 

& Kaabouch, 2019; SumSub, 2024). Deepfake technology, powered by AI and deep 

learning, has advanced to a point where it is impossible to tell the difference between real 

and synthetic media (Karras, et al., 2020; Karras, et al., 2024; Karras, et al., 2020). While 

initially a tool for entertainment (Bregler, et al., 2023; Masood, et al., 2023; Tolosana, et 

al., 2020), deepfakes now pose a significant risk to businesses, threatening security, trust 

and reputations. Despite research on deepfakes, studies on the risk for companies remain 

limited. Executives and employees may be unaware of the dangers that deepfake fraud, 

misinformation and social engineering present. This research seeks to bridge that gap by 

exploring four key areas: (1) How aware are employees and executives of deepfake 

threats? (2) How effectively can employees distinguish between real and deepfake images, 

and what factors influence accuracy? (3) What are the primary risks deepfakes pose to 

companies? (4) How prepared are companies to detect and respond to deepfake-related 

threats, and what strategies are most effective?  

 

Using a mixed-method approach combining surveys with employees, and interviews with 

cybersecurity professionals, this study seeks to enhance corporate awareness of deepfake 

risks and inform strategies for mitigation. Chapter One introduces the research problem, 

objectives and methodology. Chapter Two details the methodological framework used, 

including data collection and analysis techniques. Chapter Three reviews existing literature 

on deepfake technology and its implications. Chapter Four presents key findings from 
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primary research, followed by chapter Five which discusses the findings. Finally, chapter 

Six concludes with a D.E.T.E.C.T Framework recommendation. 
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2.  Methodology   

 

This chapter outlines the methodology used to assess the risk of deepfakes in corporate 

environments. This dissertation aims to address a gap in existing research concerning the 

scale, scope, and future implications of this threat. A mixed-methods approach was chosen 

to enhance the analytical depth of the findings and generate actionable insights for 

improving mitigation strategies and preparedness (Bachman, et al., 2021; Denscombe, 

2021). This chapter explores the research design, data collection, ethics, and the 

application of analysis. 

 

Research Questions 

 

This study aimed to develop a theoretical framework in response to four research questions 

(Table 2.1).  

 

 

Table 2.1: Research Questions 

 

This research employs a cross-sectional mixed methods approach, integrating qualitative 

and quantitative data to provide both depth and breadth of analysis. Combining numeric 

data with personal perspectives enhances result clarification, enriches interpretation and 

offers a nuanced understanding of deepfake risks  (Cresswell, 2017; Creswell & 
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Tashakkori, 2007; Waters, 2019). Data was collected through nine interviews with 

cybersecurity professionals and a survey of 229 employees. However, mixed methods 

present challenges when integrating qualitative and quantitative elements with concerns 

over methodological robustness (Doyle, et al., 2009; Halcomb, 2018; Taherdoost, 2022). 

However, this approach was deemed most suitable for addressing critical gaps in deepfake 

research, offering a more comprehensive understanding of the landscape. 

 

Although research is often categorised as either qualitative or quantitative, the distinction 

between the two is not always rigid, as many studies incorporate both (Hanson, 2008; 

Maruna, 2010; Newman & Benz, 1998; Ragin, 1994). In this dissertation, criminological 

and cybersecurity research inherently benefits from a mixed-methods, as both numerical 

data and qualitative insights contribute to a more holistic understanding of deepfake-

related challenges. 

 

Convergent Parallel Design  

 

Triangulation was established in the research community by Webb et al. (1966), arguing 

that multiple methods established validity and confidence in findings. According to 

researchers (Denzin, 1978; Patton, 1999), there are four types of mixed methods research 

designs (Table 2.2). 

 

 

Table 2.2: Research Designs 
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Figure 2.1: Researchers’ Interpretation of Triangulation, adapted from Denzin (1978). 

 
This study utilises triangulation to corroborate existing literature and gain a 

comprehensive understanding of the issue (Almalki, 2016; Doyle, et al., 2009; Driscoll, et 

al., 2007), whilst compensating for the limitations inherent in sole methods, providing a 

more robust framework for analysis (Figure 2.1). This method was obtained to reduce bias 

and increase validity whilst obtaining a wider range of perspectives (ibid.). The mixed-

methods approach ensures a complete analysis of deepfake risks in corporate 

environments (Almalki, 2016; Doyle, et al., 2009; Driscoll, et al., 2007). Additionally, 

secondary research supports primary findings, reinforcing the literature review with 

established theories and empirical studies (Randolph, 2019; Glass, 1976). 
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Research Philosophy 

 

This study adopts an inductive approach, exploring the risks of deepfakes in corporate 

environments through insights from cybersecurity professionals and employee 

perceptions, rather than testing a pre-existing theory (Bucher, 2021; Thomas, 2006; 

Thomas, 2003). It is grounded in a constructivist ontology, recognising that perceptions 

of deepfake risks are shaped by human experiences and evolving technological threats 

(Cupchik, 2001; Lee, 2012; Packer & Goicoechea, 2000). Epistemologically, the research 

aligns with interpretivism, seeking to understand subjective experiences through 

qualitative interviews, while also incorporating positivism elements through a structured 

survey assessing employees’ ability to detect deepfakes (Alharahsheh, 2020; Campbell, 

1988; Junjie & Yingxin, 2022; Ryan, 2018).  

 

Secondary research involves collecting and analysing existing data, relying on previously 

gathered information (Bryman, 2016; Heap & Waters, 2019; Johnston, 2014). It is 

valuable for comparing data, uncovering trends, confirming theories and providing a 

broader understanding of the phenomena (Bookstaver, 2021; Johnston, 2014; Sherif, 

2018). Additionally, it supports triangulation by complementing primary research and 

identifying research gaps (Bryman, 2016; Carter, 2014; Hussein, 2009; Oslen, 2004; 

Walliman, 2021). However, secondary research has limitations, as the data was collected 

for different purposes, potentially reducing its validity due to outdated or insufficient 

quality. However, in this study, secondary data was deemed essential when appropriately 

integrated, enhancing relevance and deepening the understanding of deepfake-related 

issues (Hox & Boeije, 2005; Johnston, 2014; Young, 2022). 

 

Secondary research revealed a clear gap in the literature. While existing studies examine 

deepfake advancements, threats, and human ability to detect deepfakes, none explore 

employees’ ability to detect deepfake images in corporate settings. Therefore, this study 

conducts primary research, analysing employees’ ability to detect deepfake content and 
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how cybersecurity professionals prepare for deepfake threats. Primary research involves 

gathering new data directly from sources rather than relying on existing studies (Bryman, 

2016). This approach provides nuanced insights that can inform companies of the threat, 

reinforcing the study’s inductive and interpretive framework.  

 

However, primary research has limitations. Survey participants may lack deepfake 

awareness, leading to random guesses. The sample size may limit generalisability, and 

the rapid evolution of deepfake technology could outdate findings. Additionally, 

cybersecurity professionals may withhold sensitive information due to confidentiality 

concerns, limiting the depths of responses. However, primary research remains essential 

in addressing this research gap.  

 

Data Collection Methods 

 

A pilot study was conducted on the qualitative and quantitative process. For the survey, a 

small sample (n = 10) of employees tested question clarity and usability, leading to minor 

revisions and the addition of demographics for deeper analysis. For the interviews, a trial 

session with one cybersecurity professional helped adjust question phrasing. The pilot also 

identified technical issues in transcript collection. This process ensured the findings were 

clear and reliable (Van Teijingen & Hundley, 2001). 

 

Survey 

 

The survey was designed using Microsoft Forms and included a mix of images: 18 real 

images, gathered from online free image websites, and 18 deepfake images, taken from 

a website that stores GAN Style2 Images (Figure 2.2) (Karras, et al., 2020; Karras, et al., 

2024).  
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Figure 2.2:Deepfake Images and Real Images Used in the Survey 

 
Participants were shown one image at a time. See Table 2.3 for the required responses. 

Participants were provided with clear instructions and gave informed consent before 

proceeding (Appendix A,B).  
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Table 2.3: Data Collected 

 
Interviews 

 

Nine semi-structured interviews were conducted with cybersecurity professionals to gain 

expert insight into deepfake risks in corporate environments. Interviews were recorded 

and transcribed via Microsoft Teams, with written participant consent. Each interview 

lasted 30-60 minutes, during which 22 open-ended questions were asked (Appendix C). 

Data collection spanned five weeks. Ethical approval was obtained from the university’s 

ethics committee, and all data was anonymised to ensure confidentiality. Semi-structured 

interviews allowed for in-depth exploration of social phenomena, aligning with the 

approach of understanding “the social world from the participant’s perspectives” (Bryman, 

1984, p. 77). Open-ended questions focused on perceptions, experiences, and risks 

related to deepfakes in corporate settings.  

 

Sampling 

 

Survey 
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The survey employed a non-probability purposive sampling method to ensure participation 

from corporate employees, enhancing the relevance of responses (Bachman, et al., 2021). 

This direct alignment between participants and research objectives strengthened validity 

(Etikan, et al., 2016; Stratton, 2024), while maintain empathic neutrality (Given, 2008). 

Initially distributed via LinkedIn, the survey benefitted from a snowballing sampling 

effect (Bryman, 2016; Goodman, 1961; Johnson, 2014). However, this method posed 

limitations. Snowball sampling may have led to homogeneity in perspectives, reducing 

representativeness (ibid.). Additionally, reliance on LinkedIn excluded employees inactive 

on professional networking sites, impacting generalisability. Additionally, with the 

questionnaire being online, this prevented verification of respondent identities, introducing 

potential sampling bias (Andrade, 2020; Menon & Muraleedharan, 2020; Wright, 2005). 

However, this strategy was the most effective for reaching professionals with corporate 

experience. The target sample size was 50 respondents, but 229 responses were collected, 

significantly improving dataset diversity, robustness and analytical depth, leading to 

stronger conclusions (Bryman, 2016; Lakens, 2022). 

 

Interviews 

 

The interviewees were selected through a non-probability purposive sampling technique 

of expert sampling whereby experience and level in the cybersecurity sector were sufficient 

(Etikan & Bala, 2017; Thapa & Rai, 2015). All interviewees are cyber experts and were 

recruited through LinkedIn or researcher’s connections (Table 2.4). Expert Sampling 

allowed for high-quality, in-depth participants, which strengthened the findings. Although 

there is the risk of potential bias with experts having subjective and conflicting opinions, 

expert sampling was deemed suitable for this research to get a deeper understanding of 

the deepfake landscape (ibid.). The initial target number of interviewees was three, but 

nine interviewees were obtained from across the world, generalising validity (Bryman, 

2016; Lakens, 2022).  
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Pseudonymisation will be used to protect participants’ identities in this study. Personally 

identifiable information will be replaced with unique names, ensuring data confidentiality 

while allowing analysis (Bryman, 2016).  

 

 

Table 2.4: Interviewees 

 

Analytical Methods 
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Thematic Analysis 

 

This study employed Braun and Clarke’s (2006) six-phase model of thematic analysis, 

allowing for a rigorous and systematic examination of qualitative data by identifying and 

analysing themes within the dataset. Data analysis being solely inductive was impossible 

but recognised as the researcher brings their own pre-conceptual knowledge to the data 

when analysing. The flexibility of thematic analysis allows exploration of the risk of 

deepfakes in corporate environments, as it enables the extraction of key concerns, 

emerging threats, and corporate responses from the participants’ perspectives (Figure 

2.3) (Braun & Clarke, 2013). To enhance credibility, the accuracy of the findings were 

strengthened through participant validation, where key insights were discussed with 

interviewees to ensure their perspectives were accurately represented (Guba & Lincoln, 

1994). Additionally, triangulation was used by comparing findings with secondary data 

sources, such as cybersecurity reports and existing literature on deepfake threats. 
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Figure 2.3: Researchers Interpretation, Braun and Clarke's Six-Phase Model 

 
 

Statistical Analysis 
 

Statistical Analysis was used to collect data from the Survey.  A combination of descriptive 

and inferential statistical techniques were employed to examine results and compare them 

to existing literature. Descriptive Statistics were used to summarise classification accuracy 

and confidence levels. The mean and standard deviation scores were calculated for correct 

and incorrect classifications. Visual representations including bar charts, scatter plots, and 
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heatmaps were used to identify trends and relationships within the dataset. Inferential 

Statistics were used to determine statistical significance and draw conclusions about the 

employees (Table 2.6). 

 

 

Table 2.5: Inferential Tests Used 

  
 

To ensure rigour, a diverse range of scholarly sources was consulted via Nottingham Trent 

University’s online library and Google Scholar, ensuring credibility (See Table 2.6). Due to 

fake news, multiple news sources were critically evaluated for accuracy. While literature 

exists on deepfake technology, research on its direct impact on companies remains scarce, 

underscoring the need for this study’s primary research.   
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Table 2.6: Frequently Searched Words 

 
 
 
Ethics 

 

Ethics Approval 

 

A professional association’s code of ethical practice from The British Society of Criminology 

was needed for the researcher to conduct the primary research. The researcher was 

required to complete an ethics form that covered all details about the primary research 

and prepare key documents (Table 2.7 and Appendix B, C, D, E, F). These materials were 

submitted to the Ethics Committee for review. The review process took six weeks 

(Appendix G). 
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Table 2.7: Ethics for Documents 

 
 

Informed Consent  

 

Informed Consent was needed from all participants before their involvement in the study. 

For the survey, the first section required the participants to provide a unique code identifier 

and read a Participant Information Sheet and confirm their consent before proceeding. For 

Interview participants, consent forms were distributed in advance, requiring participants 

to agree to take part. At the beginning of the interview, the researcher read out the study’s 

purposes, participants’ rights and the research objectives (Miller, et al., 2012).  

Participants were informed that they had the right to skip any questions that they were 

uncomfortable with answering and could withdraw from the study at any time before 

submission.  

 

 
Anonymity and Confidentiality 

 
 
Ensuring anonymity and confidentiality was a priority in this research. For survey 

participants, anonymity was maintained by requiring them to use a unique identifier code. 

The researcher’s email was provided at the beginning and end of the survey, allowing 

participants to withdraw their responses if desired. However, it was acknowledged that 

complete anonymity could not be fully guaranteed if participants chose to withdraw after 

submission (Bryman, 2016; Clark, et al., 2021). For Interview participants, the consent 
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form also required a unique identifier code, ensuring that no personally identifiable 

information was linked to their responses. Many interviewees were willing to use their 

name and company, although anonymity was decided on. While the researcher and 

participants understood that absolute anonymity could not be guaranteed, confidentiality 

was maintained by storing all data on a password-protected laptop accessible only to the 

researcher.  
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3.  Literature Review 

 

Deepfake technology is advancing at an unprecedented speed, leaving companies ill-

equipped and vulnerable to attacks. This literature review examines existing research on 

the risks associated with deepfakes and their implications for companies. A literature 

review is essential for synthesising prior research, identifying trends, and highlighting 

knowledge gaps (Denney & Tewksbury, 2013; Machi & McEvoy, 2022).  

 

Definitions and Evolution of Deepfakes 

 

Deepfakes are AI-generated synthetic media designed to mimic real individuals in videos, 

images or audio recordings. Deepfakes emerged in 2017 on Reddit and the term was 

coined from “Deep Learning” and “Fakes” (Burkell & Gosse, 2019; Kietzmann, et al., 2020; 

van der Nagel, 2020; Westerlund, 2019), emphasising technology’s ability to create hyper-

realistic, yet entirely fabricated content. Unlike editing techniques, including Photoshop, 

deepfakes leverage artificial neural networks to produce highly detailed, adaptive, and 

realistic outputs (Goodfellow, et al., 2014; Goodfellow, et al., 2020; Karras, et al., 2020; 

Karras, et al., 2024). Deepfake technology can be beneficial in multiple cases (Table 3.1) 

(Chesney & Citron, 2019; Farid, 2022; Westerlund, 2019; Usukhbayar & Homer, 2020). 
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Table 3.1: Benefits of Deepfakes 
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Figure 3.1: Entertainment via Social Media (Also Appendix H) 
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However, the proliferation of deepfake technology has given rise to significant security 

and ethical concerns. Entrust (2024) and SumSub (2024) found that 2023 was the first 

year that deepfakes became a widespread attack vector (Figure 3.2), attacks occur every 

5 minutes and deepfakes overall have increased by 4x (Figure 3.3). Furthermore, 

Schreiber and Schreiber (2024), suggest significant knowledge gaps regarding AI risks 

among employees, with a majority unaware of deepfake threats. 

 

 

 

Figure 3.2: Number of Deepfakes between January 2023 - July 2024 
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Figure 3.3: Average deepfake fraud growth by region, 2024 

 
Deepfake technology has been marked by significant milestones in AI development. Deep 

faking efforts started in the 1990s, where AI-generated media relied on basic vision 

models, which lacked realism and required manual input (Bregler, et al., 2023; Masood, 

et al., 2023; Tolosana, et al., 2020). Early facial animation and voice synthesis tools 

struggled with the “uncanny valley” effect, making faces easily detectable (Tinwell, 2014). 

A groundbreaking discovery was made in 2014 by Ian Goodfellow, unveiling Deep Learning 

and GANs (Goodfellow, et al., 2014; Goodfellow, et al., 2016; Goodfellow, et al., 2020). 

 

The threat of Deepfake technology to companies comes with deep learning technology, 

which simulates a human brain by taking large data sets and learning from them 

(Holdsworth & Scapicchio, 2024; Sze, et al., 2017). Brain-inspired computing, or 

neuromorphic computing, supports this dynamic by creating systems that mimic the 
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brain’s neural architecture (Mehonic, et al., 2020; Mehonic & Kenyon, 2022). Open-source 

AI tools such as ‘StyleGan2’ and ‘DeepFaceLab’ have lowered the barrier for non-experts 

to create realistic deepfake content, with over 95% of deepfake videos created on 

DeepFaceLab (Github, 2024), intensifying concerns over corporate security (Karras, et al., 

2020; Perov, et al., 2020; Widder, et al., 2022). These incidents underscore the 

criminological significance of deepfakes, which enable forms of impersonation, fraud, and 

sabotage that challenge traditional corporate security measures. Analysing deepfake-

related risks from a criminological perspective is crucial in explaining how and why 

offenders exploit this technology and necessary preventative measures. 

 

Overhyped or a Legitimate Threat? 

 

While some scholars argue that deepfake risks are overstated (Acerbi, et al., 2022; Altay, 

et al., 2023; Ecker, et al., 2022; Mercier, 2020; Simon, et al., 2023), rapid advancements 

in AI-driven forgery technology necessitate urgent corporate action. Critics suggest that 

the high costs of generating ultra-realistic deepfakes make them an unlikely tool for mass 

corporate fraud, with some deepfake creators charging £20,000 per minute of synthetic 

video (Figure 3.4) (Kaspersky Daily, 2023; Kaspersky Threat Intelligence Portal, 2024). 

 

 

Figure 3.4: Dark Web Offer 
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Counterarguments highlight that deepfake technology is becoming more accessible and 

difficult to detect, increasing corporate risk (Karras, et al., 2020; Perov, et al., 2020; 

Widder, et al., 2022). A key challenge of deepfake risks lies in corporate complacency. 

Studies show that only 29% of companies have taken action against deepfakes, despite 

evidence that the fraud landscape shows deepfakes having a strong frequency, volume 

and high threat level, and account for 40% of biometric fraud (Entrust, 2024). 

Furthermore, 17% of employees take an action that leads to significant financial loss 

(Breacher.ai, 2025). This discrepancy raises concerns about whether corporations are 

underestimating the technological shift that deepfakes represent. 

 

Deloitte (2024) found 25.9% of executives say their companies have experienced one or 

more deepfake incidents. Deepfake attacks in companies focus on identity fraud, 

impersonating individuals to gain access to data or money (Entrust, 2024; Gordon & Ma, 

2003). Between 2022 and 2024, deepfake-related cybercrime surged by 3000%, 

correlating with increased accessibility of open-source deepfake software and AI-driven 

identity forgery services (Entrust, 2024; Karras, et al., 2020; Perov, et al., 2020; Widder, 

et al., 2022).  

 

Rapidly Evolving Landscape 

 

McLuhan’s (1975) Technological Determinism Theory argues that technology itself shapes 

societal behaviours and institutions. Under deepfake technology, one could argue that the 

rapid development of AI-driven media forces corporations to react rather than proactively 

shape security strategies. With the speed of advancements, corporations may not have 

time to put strategies in place before becoming a target (Chesney & Citron, 2019; Ikenga 

& Nwador, 2024). If companies fail to adapt to AI threats, they are at risk of inevitable 

vulnerabilities as technology drives change regardless of human intervention (Brynjolfsson 

& McAfee, 2014; O'Neil, 2016). This aligns with neuromorphic computing, where AI 
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systems mimic human cognition, enabling autonomous adaptation and reducing the extent 

of human control over digital threats (Mehonic, et al., 2020; Mehonic & Kenyon, 2022).  

 

This perspective assumes that corporate executives lack preparation in shaping security 

policies, which may not be the case (Borrett, et al., 2014; Wilshusen & Powner, 2009). 

Companies may prioritise other cyber risks over deepfake threats, dedicating fewer 

resources to deepfake-specific policies while focusing on higher-risk areas (Eling, et al., 

2021; Entrust, 2024). This aligns with Ulrich Beck’s (1992) Risk Society Theory in 

suggesting that modern societies are increasingly governed by risk management 

strategies. In this context, corporations must integrate AI-driven threat mitigation into 

their security policies, ensuring cyber-risk prevention becomes a core business function 

rather than merely an IT concern (Bojanc & Jerman-Blažič, 2008). 

 

Alternatively, corporations are not merely passive responders to technological change but 

can actively shape the trajectory of deepfake risks (Benaroch, 2018; Sun, et al., 2023; 

Wang, et al., 2015; Spears & Barki, 2010). By investing in cybersecurity and advocacy for 

AI regulation, companies can influence how deepfake threats evolve, demonstrating that 

while technology drives change, human intervention remains a critical factor in shaping its 

impact (ibid.).  

 

Deepfake Generation 

 

So how do Deepfakes work? Deepfakes operate by leveraging sophisticated deep-learning 

models to manipulate and synthesise hyper-realistic content. These systems rely on neural 

networks trained on extensive datasets of a target individual’s facial expressions, voice 

patterns, and mannerisms (Güera & Delp, 2018; Rana, et al., 2022; Seow, et al., 2022; 

Zhang, 2022). By analysing and mapping intricate facial movements, deepfake algorithms 

can seamlessly superimpose a subject’s likeness onto another person’s face, creating 

convincing yet synthetic representations.  
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Advanced facial landmark tracking and motion synthesis techniques ensure deepfake 

content remains realistic, aligning with head movements, lighting, and micro-expressions, 

making detection difficult (Karras, et al., 2020; Kietzmann, et al., 2020; Whittaker, et al., 

2023). While these advancements drive innovation, they pose serious risks, particularly in 

misinformation, identity fraud, and manipulation (Korarkar & Sakarkar, 2023). As 

detection struggles to keep pace, researchers are developing forensic tools to analyse 

inconsistencies in pixel distribution, temporal coherence and biological signals 

distinguishing real footage from synthetic fabrications (Demir & Ciftci, 2021; Güera & Delp, 

2018; Rombach, et al., 2022; Seow, et al., 2022; Van Den Oord, et al., 2016; Zheng, et 

al., 2021). There are three general deepfake creation models (Table 3.2).  

 

 

Table 3.2: Main Deepfake Models 

 

Generative Adversarial Networks (GANs) 
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While easily accessible deepfake generators may not always achieve the highest level of 

realism, their increasing availability still raises significant concerns. At the core of deepfake 

generators lies GANs, a powerful machine learning framework that has significantly 

advanced the realism and sophistication of synthetic media. This dissertation assumes 

GANs as the primary enabler of deepfake technology, supported by primary research 

involving the use of deepfake images using GAN-based software. GANs operate through a 

dual-network system and once trained, GANs can produce convincing synthetic images 

from randomly sampled latent spaces (Table 3.3 and Figure 3.5) (Creswell, et al., 2018; 

Goodfellow, et al., 2014; Goodfellow, et al., 2016; Goodfellow, et al., 2020; Gui, et al., 

2021; Hermosilla, et al., 2021; Karras, et al., 2019; Karras, et al., 2020). 

 

 

Table 3.3: The generator and the discriminator 
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Figure 3.5: GAN Diagram 

 
(Karras, et al., 2024; Tolosana, et al., 2020), developed by Nvidia researchers, represents 

the most efficient synthetic images (Figure 3.6 and Table 3.4). StyleGAN generates high-

resolution synthetic images with remarkable photorealism (Karras, et al., 2020; Karras, 

et al., 2024; Karras, et al., 2020). 

 

 

Table 3.4: How GANs work 
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Figure 3.6: Types of Facial Manipulation 

 

Past Studies 

 

Studies on human deepfake detection abilities (images) are scarce (Lyu, 2020). Over 56 

studies have been conducted to understand the human ability to detect deepfakes, 

including image, video and audio experiments (Diel, et al., 2024a). To the researcher’s 

knowledge, there are no studies that assess how well employees in companies can detect 

deepfakes, but there are 12 studies on the human ability to detect deepfake images (Table 

3.5), which is the closest correlation to this study’s research. These studies report accuracy 

rates between 44% and 75%, suggesting that humans struggle to identify deepfakes. 

While some findings indicate that training and AI assistance can improve accuracy (Boyd, 

et al., 2023; Cartella, et al., 2024; Diel, et al., 2024b; Hulzebosch, et al., 2020; Kramer 

& Cartledge, 2024; Robertson, et al., 2018), others highlight persistent overconfidence 
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(Bray, et al., 2023; Nichols, et al., 2022; Tucciarelli, et al., 2022). The limited reliability 

of human detection underscores the potential risks for businesses. Looking at all studies 

on deepfake detection (image/ video/ audio), Ahmed and Chua (2023) found that ethnicity 

did not affect detection ability, but accuracy improves when participant demographics align 

with those of the deepfake images (Khan, et al., 2023). El Mokamem (2023) and Tahir et 

al. (2021) found that training assisted in detection accuracy.   

 

 

Table 3.5: Past studies on human deepfake detection abilities (Images) 

 

Theoretical Framework 

 

Rational Choice Theory (RCT) provides a useful lens to examine the decision-making 

processes of both deepfake perpetrators and corporate entities responding to these 
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threats. As originally formulated by Becker (1968), RCT posits that individuals use a cost-

benefit analysis when making decisions, weighing potential rewards against associated 

risks. Recent studies have extended this framework to cybercrime, illustrating that 

cybercriminals assess the likelihood of detection, legal repercussions, and financial gain 

before executing the attack (Holt & Bossler, 2015). Applying this to deepfakes, Mandelcorn 

et al. (2013) and Brewer et al. (2019) suggest that malicious actors exploit technological 

advancements and regulatory gaps to optimise their strategies, thereby maximising profit 

while minimising exposure (Figure 3.7). Computer crime can be seen as profitable and low 

risk. Motivations can be determined by financial gains, including fund theft, selling stolen 

data or leveraging trade secrets, or non-financial gains, including revenge, hate crime, 

challenge and blackmail (ibid.).  

 

 

Figure 3.7: Motivations for Cyberattacks 
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Opportunity suggests cyberattacks can be planned or random (Figure 3.8).  In corporate 

settings however, the application of RCT suggests that organisations may fail to prioritise 

deepfake mitigation due to a perceived low probability of risks, including immediate 

financial loss or reputational damage (Alahmari & Duncan, 2020; Eling, et al., 2021; 

Entrust, 2024).  

 

 

 

 

Figure 3.8: Opportunity for cybercriminals to attack 
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Risks and Threats of Deepfakes to Corporations 

 

Deepfake technology poses a threat to corporate environments through deception and 

manipulation (Table 3.6) (ADL, 2023; Agarwal, et al., 2019; Bateman, 2022; Flick & 

Morehouse, 2011; Miller, 2021; Munk, 2024; Salahdine & Kaabouch, 2019; SumSub, 

2024). Fraudulent AI-generated videos and audio have been used to deceive executives 

and employees into transferring millions through video meetings. Fraudsters used 

deepfakes to impersonate Arup’s Chief Financial Officer and other employees during a 

video call.  As a result, an unsuspecting staff member executed 15 financial transactions, 

transferring nearly $26 million to fraudulent bank accounts in Hong Kong (Leng & Ho-him, 

2024; Magramo, 2024; Milmo, 2024; Noto, 2024; Smith, 2024; World Economic Forum, 

2024). Between March 2024 and 2025, 7 deepfake attacks have been reported by 

companies (Appendix I), and 198 total deepfake reports in total across the world 

(Resemble.AI, 2025) (Appendix J). With the rise of remote working, cybercriminals are 

using deepfake technology to bypass online interviews (Figure 3.9). This incident 

highlights the urgent need for robust deepfake detection mechanisms and heightened 

cybersecurity measures. 

 

 

Table 3.6: Researchers' adaptation the European Parliaments (2021) outline of 

deepfake risks to companies 
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Figure 3.9: Real Interviews with individuals using deepfake technology (Liporazzi, 2025; 

Moczadlo, 2025). 

 
This rapid expansion has transformed deepfakes from a niche innovation into a global 

security and misinformation crisis. Deepfakes are now widely exploited for fraud, 

disinformation, and cybercrime, posing significant geopolitical, economic, and social 

threats (Entrust, 2024; Miller, 2021; Sharma & Kaur, 2022; Westerlund, 2019). In China, 

a cybercriminal employed real-time deepfake video technology to impersonate a victim’s 

acquaintance during a live video call. As a result, the victim was deceived into transferring 

over $600,000, demonstrating the capabilities of deepfake technology  (Global Times, 

2023; Samson, 2023; Saxena, 2023; Simonchik, 2025; Zekun, 2023). 



 44 

 

Cybercrime-as-a-service has evolved into a complex, highly organised service, where 

sophisticated tools and malicious services are readily available to a broad range of users 

through online marketplaces (Manky, 2013). Deepfakes have emerged as critical 

cybersecurity, enabling fraud, social engineering, identity theft, and reputational 

manipulation. As AI advances, deepfakes-as-a-service are becoming more advanced, 

posing significant risks to individuals, corporations and national security (Europol, 2022; 

Gamage, et al., 2022). Criminals sell tools, technology and knowledge to facilitate 

cybercrimes, outpacing law enforcement in executing and adapting new tools (Europol, 

2022).  

 

Identity Theft Fraud 

 

The increasing sophistication of deepfake technology has introduced unprecedented 

security vulnerabilities, particularly in biometric authentication and multi-factor 

identification verification. Traditionally, biometric security has been considered a highly 

secure safeguard against unauthorised access (Ghilom & Latifi, 2024; Jain & Kumar, 2012; 

Millett & Pato, 2010). However, synthetic media advancements have significantly 

undermined these security measures, allowing cybercriminals to impersonate individuals 

with alarming precision, leading to unauthorised transactions, corporate espionage, and 

data breaches (Flick & Morehouse, 2011). With just one photo and three seconds of audio, 

a deepfake can be generated (Bontcheva, et al., 2024; Kietzmann, et al., 2020; Microsoft, 

2025a; Wang, et al., 2023). Images can be made easily on applications (Castillo Camancho 

& Wang , 2021; Tolosana, et al., 2020), such as the AI App ‘Zao’ (Antoniou, 2019; 

Coleman, 2019; De Seta, 2021; Doffman, 2019; France-Presse, 2019). Furthermore, 

‘Krea.ai’ allows users to generate images depicting someone’s identity by taking a selfie 

alongside a synthetic driver’s license (Figure 3.10), further escalating biometric risk. As 

multi-factor authentication (MFA) becomes standard, incorporating passwords, PINs, 

secondary devices, facial and fingerprint recognition (Bhargav-Spantzel, et al., 2006; Kim 
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& Hong, 2011; Microsoft, 2025b; Ometov, et al., 2018), companies must critically reassess 

the conventional identity verification systems to mitigate deepfake-driven fraud. 

 

 

 

Figure 3.10: ‘Krea.ai’ allows users to create synthetic images with ID photos – Prompt: 

“Create an image of a human holding an ID card” (Krea.AI, 2025). 

 

A study by Entrust (2024) highlighted that deepfakes are the new face of Video Biometric 

Fraud, accounting for 40.8% of attacking mechanisms (Figure 3.11). Furthermore, 

deepfake videos have also been used to subvert ‘Know Your Customer (KYC)’ identification 

verification procedures, which are widely employed in financial sectors and cryptocurrency 

exchanges (ibid.) 
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Figure 3.11: Deepfakes account for 40.7% of Biometric Fraud 

 

These instances highlight the weaknesses of biometric security against deepfake-driven 

deception. While MFA was developed to enhance security (Bhargav-Spantzel, et al., 2006; 

Kim & Hong, 2011; Microsoft, 2025b; Ometov, et al., 2018),  deepfake technology enables 

cybercriminals to circumvent advanced verification protocols. Vulnerabilities lies in the 

reliance on static authentication. Standard facial recognition systems, lacking liveness, 

can be fooled by deepfake images and videos (Agarwal & Farid, 2021; Entrust, 2024). 

Similarly, voice authentication systems fail to distinguish between real and synthetic 

speech patterns, rendering them susceptible to deepfake-generated manipulations 

(Almutairi & Elgibreen, 2022; Lim, et al., 2022; Wang, et al., 2020). AI-powered deepfake 

detection tools’ effectiveness remains limited as adversaries continue to refine their 

techniques to evade detection (Yu, et al., 2021; Wang, et al., 2024, p. 25). Agarwal et al. 

(2020) advocates for a more robust approach to address vulnerabilities and deter 

cybercriminals. However, Bhargav-Spantzel et al. (2006) argue that MFA remains an 
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adequate safeguard when biometric security is supplemented with additional verification 

layers. 

 

While some companies are actively investing in AI-driven deepfake detection and security 

frameworks, the pace at which deepfake technology is evolving often exceeds the ability 

of companies to implement countermeasures effectively (Entrust, 2024). This raises 

concerns about the long-term sustainability of biometric authentication and a viable 

security solution (Karras, et al., 2020; Perov, et al., 2020; Widder, et al., 2022). 

 

Social Engineering 

 

 Social engineering Attacks (SEAs) constitute a significant cybersecurity risk, as they 

exploit human psychology to manipulate individuals into divulging sensitive information or 

granting unauthorised access (Dsouza, et al., 2024; Peltier, 2006, p13; Syaritri, et al., 

2022). Despite advancements in cybersecurity, human vulnerability remains a 

fundamental weakness as humans find it difficult distinguishing between true and false 

information (Marsh, et al., 2016; Ncubukezi, 2022; O'Connor & Weatherall, 2019; 

Salahdine & Kaabouch, 2019; Sanders, et al., 2019). As Schultz (2005) posits, security 

threats are inherent to human-managed systems, as they are susceptible to errors and 

manipulation. The introduction of deepfake technology has exacerbated these risks, 

facilitating highly realistic impersonation techniques that increase the effectiveness of 

SEAs.  

 

SEAs typically follow a four-phrase process: research, trust-building, exploitation and exit 

(Dsouza, et al., 2024; Krombholz, et al., 2015). Traditionally attackers relied on deceptive 

emails, phone calls or physical impersonation. However, deepfakes have revolutionised 

social engineering by enabling cybercriminals to fabricate highly convincing video and 

audio content. Flick & Morehouse (2011) outline methods in which deepfakes enhance 
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SEAs (Table 3.7). These strategies capitalise on trust and urgency, both of which are 

psychological levers frequently exploited in SEAs.  

 

 

Table 3.7: SEA methods 

 

The effectiveness of deepfake-enhanced SEAs lies in their ability to subvert traditional 

verification methods. As Geddes (2020) and Tahir et al. (2021) observe, the phrase 

“seeing is believing” is no longer a reliable standard for authentication, necessitating a 

paradigm shift in cybersecurity strategies, despite mundane visual communication (Costa, 

et al., 2020). Furthermore, the debate persists as to whether deepfake risks stem primarily 

from technological advancements or human susceptibility to manipulation (Ncubukezi, 

2022). A particularly salient real-world example is the case of KnowBe4 (2024), where a 

North Korean spy used AI-enhanced deepfake technology to fabricate an identity and 

successfully pass the hiring process at a cybersecurity firm. This incident underscores the 

emergence of deepfake-driven insider threats, demonstrating that even companies 

specialising in cybersecurity are at risk. 

 

Reputational Damage 

 

Unlike conventional reputational crises, deepfake-related attacks blur the boundary 

between fact and fiction, making it difficult for companies to control their public image 

(Geddes, 2020; Tahir, et al., 2021). Given the rapid dissemination of misinformation via 

social media and news platforms, deepfake-induced crises can destabilise investor 
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confidence, influence stock prices, and erode brand credibility by fabricating damaging 

content (Al-Khazraji, et al., 2023; Bateman, 2022; de Rancourt-Raymond & Smaili, 2023; 

Kalaiarasu, et al., 2024; Petratos, 2021; Singh & Dhiman, 2023; Vosoughi, et al., 2018). 

 

Attribution Theory suggests individuals assign responsibility for negative events, shaping 

their perception of corporate credibility (Heider, 1958; Jones, et al., 1972; Weiner, 1974; 

Weiner, 1986). Deepfake misinformation can have immediate and measurable 

consequences (Vâlsan, et al., 2022), as seen in 2024, when a deepfake video of 

Ashishumar Chauhan, CEO of the National Stock Exchange (NSE), recommending stocks 

went viral (National Stock Exchange of India, 2024). Although NSE debunked the video, 

the incident exposed investor vulnerability. Gwebu et al. (2018) warn that corporate 

silence can worsen stock price fluctuations, regulatory scrutiny, and reputational damage. 

Say and Vasudeva (2020) reported that firms remain vulnerable due to internal systemic 

issues, while Foerderer and Schuetz (2022) found stock markets relatively unresponsive.  

Shim and Yang (2016) and Sjovall and Talk (2004) argue that delayed or concealed 

responses lead to greater reputational consequences. Once consumer trust is 

compromised, customer loyalty declines (Ahmad, et al., 2023; Ahmed & Chua, 2023; 

Huang & Maracic, 2024; Whittaker, et al., 2021). Furthermore, public scepticism towards 

corporate statements is rising (Grier & Forehand, 2003; Walker, 2005). The case of Arup 

illustrates the effectiveness of transparent crisis management, reinforcing Vecchietti et 

al.’s (2025) argument that companies must proactively manage deepfake crises whilst 

ensuring prompt, clear communication (Knight & Nurse, 2020). This proactive crisis 

management enabled Arup to control the narrative, dispel misinformation, and maintain 

stakeholder trust (Wahyu, 2023). 

 

Despite examples of effective crisis response, deepfake-related incidents often go 

unreported (Gregory, 2025). Lydon (2021) and Sikra et al. (2023) suggest corporations 

may conceal deepfake-driven fraud to protect reputation. While this may offer short-term 

risk mitigation, unaddressed deepfake threats erode digital trust and expose organisations 
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to future cyberattacks. Companies are often reactive, rather than proactive. Kwon and 

Johnson (2014) suggest security investments are made after an attack reinforcing a 

reactive security reaction, rather than proactive. Say and Vasudeva (2020) argue that 

signs of attacks may suggest underlying vulnerabilities in the company’s security systems. 

Borrett et al. (2014) and Wilshusen and Powner (2009) support this in stating that 

organisations are falling behind in the fast-paced threat environment.  

 

 

Corporate Preparedness and Response Strategies 

 

Regulatory Compliance and Legal Limitations 

 

Currently, there is no comprehensive legislation in the United Kingdom (UK) specifically 

focused on deepfakes attacking companies. While existing laws such as the Fraud Act 

(2006), Data Protection Act (2018), Defamation Act (2013), and Intellectual Property Act 

(2014) could potentially be adapted to address deepfake-related threats, their 

effectiveness remains inadequate. GDPR offers some protection for victims (Moreno, 

2024), but UK laws currently focus primarily on sexually explicit deepfakes under the 

Sexual Offences Act 2003, following amendments to the Online Safety Act 2023 (Ministry 

of Justice & Davis-Jones MP, 2025), leaving gaps in protection for corporate entities 

affected by deepfakes.   

 

A key challenge in relying on legal measures is that identifying and prosecuting deepfake 

cybercriminals is difficult, (Brenner, 2012; Das & Nayak, 2013; Hartono, et al., 2024). 

Some corporations have implemented their own proactive measures rather than relying 

solely on legislative protections. Both public and private companies can employ risk 

assessment frameworks to evaluate their exposure to deepfake threats. Public companies 

may be more likely to invest in AI-driven detection technologies due to greater financial 

resources and regulatory expectations (Table 3.8). Furthermore, deepfake detection 
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companies have appeared in the last couple of years (Table 3.9). Despite advancements, 

detection remains a persistent challenge. The continuous development of GANs allows 

deepfake creators to evade existing detection algorithms (Yu, et al., 2021; Wang, et al., 

2024, p. 25). Additionally, dataset manipulation and video compression techniques make 

it more difficult to identify fraudulent content (Europol, 2022). 

 

 

Table 3.8: Detection Software 
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Table 3.9: Upcoming Deepfake Detection Companies 
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While deepfake technology poses a growing risk, policymakers have avoided implementing 

overly restrictive regulations that could withhold AI advancements (GOV.UK, 2023; Kyle, 

2025). This approach reflects a broader strategy to position the UK as a global leader in 

AI development, highlighting a preference for supporting AI-driven solutions to counter 

deepfakes, rather than reinforcing restrictive measures. Public Companies are more likely 

to engage in collaborations with government agencies and technology firms to address the 

deepfake threat. The UK Government Certified Programme (IASME, 2025), and the 

National Cyber Security Centre’s Framework (NCSC, 2025) provide structured approaches 

for managing security risks, detecting cyber threats and minimising impacts. Furthermore, 

the AI Safety Institute is allocating a total of £8.5 million in grants to researchers working 

on AI-based security measures, promoting the development of corporate defence 

strategies against deepfake threats (Kyle, et al., 2024). However, some countries seem 

to be more prepared (Table 3.10). 
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Table 3.10: Deepfake Legislation in other countries 

 

Training and Awareness 

 

Training and awareness programmes provide companies with the necessary expertise and 

abilities to recognise and mitigate cyber risks (Munk, 2015).  Private companies still seek 

to mitigate risks through education and training. This includes raising awareness among 

clients and employees to help them recognise credible information sources (Mustak, et al., 

2023). Some researchers argue that resistance employee training programmes can 
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significantly mitigate SEAs, suggesting that the human factor remains the most critical 

point of intervention (Aldawood & Skinner, 2019, p. 73; Ghafir, et al., 2016; Salahdine & 

Kaabouch, 2019). Furthermore, studies have suggested training and education methods 

to reduce likelihood of a deepfake attack (Chi, et al., 2020; Naffi, et al., 2025; Solo, 2025), 

and although focused predominantly on youths, these strategies can be applied to 

employees. Bhalli et al (2024) found that training students significantly improved deepfake 

detection.  
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4.  Findings 

 

Descriptive Statistics - Survey 

 

This section outlines the descriptive statistics of the study. The research sample comprised 

229 participants (90 Female, 137 Male, and 2 Prefer not to say) through Microsoft Forms, 

using a non-purposive sampling strategy. Although LinkedIn users’ average age is 

between 25-34 (Bondar, 2023; Dixon, 2024), this study managed to target a range of 

ages between 20-70 (Mage = 42.79, SDage = 14.34). Furthermore, demographics of 

Ethnicity, Education Level, Job Hierarchy and Industry were collected to observe whether 

there was any correlation between demographics and ability to detect deepfakes (Table 

4.1 and Figure 4.1).  
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Table 4.1: Statistics by Demographics 
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Figure 4.1: Industry of Participants 

 

Statistical Analysis 

 

This section of research sets out the findings of the survey on deepfake detection accuracy 

among employees and executives in response to Research Question 2 (Table 4.2). 

 

 

Table 4.2: Research Question 2 

 

 

The data is explored in five key areas: overall accuracy rates, demographic rates, common 

errors, confidence levels, and comparison to expectations using SPSS software. The survey 

took on average 10.51 minutes to complete (SD=15.56 minutes). 

 

The participants were first asked to fill in details about their demographics of age, gender, 

ethnicity, education, job hierarchy and industry. The participants were shown one image 
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at a time, and were asked whether they believed the image was real, deepfake, not sure, 

or do not want to answer. After each image, they rated their confidence in their answer 

on a Likert scale of 0 (not at all confident) to 10 (very confident). This allowed us to 

measure confidence per image.  

 

A one-sample t-test was conducted to compare employees’ deepfake detection accuracy 

to a hypothesised population mean of 53.16, derived from 56 previous studies (Diel, et 

al., 2024a). This benchmark was selected as it represents the expected level of 

performance observed in multiple studies, providing a valid comparison for assessing 

participants’ ability to distinguish between real and deepfake content. The test examined 

whether participants’ accuracy in this study was significantly different from the established 

standards. Results showed that the mean accuracy in this sample (M=32.36%, SD=11.33, 

N=229) was significantly lower than the hypothesised benchmark, t(228) = -27.77, 

p<.001. The mean difference of -20.80% (95% CI: -22.27, -19.32) indicates a substantial 

decline in detection performance. The effect size was large (Cohen’s D =1.83), suggesting 

a major difference between corporate employees’ detection ability and prior benchmarks, 

highlighting a critical vulnerability in deepfake recognition within corporate settings 

(Appendix K). 

 

Analysing the videos individually reveals that, for only 2 out of the 36 images, participants’ 

guesses were more accurate than in previous studies (Figure 4.2).  
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Figure 4.2: Accuracy by Video Number 

The blue line indicates the average hypothesised mean (Diel, et al., 2024a). 

 

Looking at detection accuracy by fake vs. real provides a deeper insight into how well 

participants guessed. For real and deepfake images, only one image correctly identified 

more than the average hypothesised mean (Figure 4.3). Participants’ accuracy in correctly 

identifying deepfake images was 30.16% (SD = 16.95), while their accuracy in correctly 

identifying real images was 34.57% (SD = 17.32). A paired-samples t-test showed that 

participants were significantly more accurate in identifying deepfake images (M= 34.57%, 

SD=17.32%) compared to real images (M=30.16%, SD=16.95%), t(228)=2.60, p=.010. 

The mean difference was 4.41% (95% CI: 1.07, 7.76), indicating that the observed 

difference is statistically different (Appendix L). Furthermore, there was a difference of 

52% accuracy rates between the highest and lowest correctly identified deepfake images 

(Figure 4.4).   
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Figure 4.3: Accuracy scores between real and deepfake images. 

 

 

Figure 4.4: Highest and Lowest Correctly Guessed Deepfake Images. 

 

Analysis of the self-reported confidence to detect deepfakes revealed an average 

confidence level of 6.35 (SD = 0.214) on the 10-point scale. A Pearson’s correlation 

analysis was conducted to examine the relationship between confidence levels and 

deepfake detection accuracy. The results showed a very weak negative correlation, r(229) 

= -0.101, p = .129. This suggests that confidence levels were not significantly associated 
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with accuracy in deepfake detection. Since the correlation was non-significant, there is no 

strong evidence that individuals with higher confidence performed better or worse in 

detecting deepfakes (Figure 4.5 and Table 4.3). 

 

 

Figure 4.5: Pearsons Scatter Plot of Accuracy by Confidence 

 

 

Table 4.3: Pearsons Correlation 
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A Factorial ANOVA was conducted to examine the effects of age, ethnicity, education, rob 

level, industry and gender on deepfake detection accuracy. Levene’s test for homogeneity 

of variance was non-significant, F(178,50)= 0.684, p=.962, indicating that the assumption 

of equal variances was met. This suggests that the differences between group variances 

are unlikely to affect the interpretation of the ANOVA results. The analysis revealed no 

significant main effects for any of the independent variables, suggesting employee 

demographics did not significantly influence deepfake detection ability (Table 4.4). 

 

 

Table 4.4: Factorial ANOVA 

 

A heatmap was generated to visualise the mean deepfake detection accuracy across 

different demographics, as some participants did better than others (Figure 4.6).  
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Figure 4.6: Heatmap showing average accuracy at detecting deepfakes by category. 

 
 
Interviews 

 

This section sets out the findings and themes found through thematic analysis of the 

Interviews conducted on Cybersecurity professionals. Following Braun and Clarke’s Six-

Phase Model, five themes appeared in line with the research questions (Table 4.5). 
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Table 4.5: Research Questions 1, 3 and 4 

 

Theme 1: Public Perceptions of Deepfakes 

 

The findings indicate that while awareness of deepfakes exists among employees and 

executives, this awareness is often superficial and primarily associated with social media 

or entertainment, rather than corporate security risk (Table 4.6). 
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Table 4.6: Deepfakes as entertainment 

 

Alternatively, Interviewee 9, a deepfake artist, mentioned the positives of deepfakes for 

entertainment (Table 4.7). 

 

 

Table 4.7: Positives of Deepfakes  

 

Executives and cybersecurity professionals usually have a higher level of awareness, 

whereas general employees are less informed about the risks deepfakes pose in corporate 

environments (Table 4.8).  
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Table 4.8: Executives are more aware of the risk 

 

Despite growing awareness, employees often overestimate their ability to detect 

deepfakes. Employees do not understand how big the threat is (Table 4.9):  

 

 

Table 4.9: Employees overestimate the threat 
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Furthermore, larger organisations with dedicated security teams and bigger budgets tend 

to have more knowledge surrounding deepfakes, while smaller organisations often lack 

formal training on deepfake threats (Table 4.10). 

 

 

Table 4.10: Company size affects preparedness 

 

Finally, deepfakes exploit human trust in visual and audio information, making individuals 

inherently vulnerable (Table 4.11).  

 

 

Table 4.11: Human exploitation 

 

Theme 2: Current and Future Threats of Deepfakes 

 

One of the biggest concerns of deepfakes is fraud, where deepfake technology is used to 

impersonate senior executives and authorise fraudulent transactions (Table 4.12). 
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Table 4.12: The risk of Deepfake Fraud 

 

The rise in remote working has further increased this risk, as employees may have never 

met executives in person and are therefore more susceptible to impersonation attacks 

(Table 4.13). 

 

 

Table 4.13: Risk of remote working 

 

A key concern raised was how accessible and sophisticated deepfake technology is 

becoming, making it easier for attackers to launch highly realistic scams (Table 4.14).   
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Table 4.14: Accessibility and Sophistication of Deepfakes 

 

 

Theme 3: Corporate Preparedness and Response Measures 

 

Most interviewees acknowledged that corporate preparedness is extremely low (Table 

4.15).  
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Table 4.15: Companies are unprepared 

 

Existing detection technology is still limited, with few tools able to detect deepfakes with 

the rapidly evolving landscape (Table 4.16). 

 

 

Table 4.16: Limited detection frameworks 

 

Due to challenges in digital verification, some companies are shifting to psychical 

verification methods such as multi-factor authentication and in-person verification (Table 

4.17). 
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Table 4.17: Digital verification is untrustworthy 

 

Despite increasing awareness of deepfakes, employee awareness and training 

programmes remain scarce (Table 4.18). 

 

 

Table 4.18: Limited training and awareness programmes 

 

Theme 4: Risks Associated with Deepfakes for Companies 

 

The financial risk posed by deepfakes was repeatedly emphasised, with deepfake-enabled 

fraud considered a high-reward strategy for attackers (Table 4.19). 
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Table 4.19: High financial risk 

 

Furthermore, the potential for reputational damage was another key concern (Table 4.20). 

 

 

Table 4.20: Risk of reputational damage 

 

Furthermore, deepfakes can erode trust in the company (Table 4.21). 
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Table 4.21: Erosion of trust 

 

Employees were highlighted as being prime targets of social engineering attacks, although 

this depends on digital literacy (Table 4.22). 

 

 

Table 4.22: Social Engineering Attacks 

 

The quickly evolving deepfake threat landscape was noted as a high risk (Table 4.23). 

 

 

Table 4.23: Fast pace deepfake threat landscape 

 

Theme 5: Measures Companies have put in place 
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Findings indicate that few companies have implemented specialised deepfake detection 

tools, with most relying on existing cybersecurity frameworks rather than deepfake-

specific defences (Table 4.24). 

 

 

Table 4.24: Reliance on pre-existing frameworks 

 

Some companies are exploring AI tools, but adoption remains limited due to cost and 

uncertainty around effectiveness. Others are implementing training awareness (Table 

4.25).  
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Table 4.25: Adoption is happening, but slowly 

 

The findings indicate that although deepfake awareness exists among employees and 

executives, it remains inconsistent. Employees often associate deepfakes with 

entertainment, rather than recognising them as corporate security threats. In contrast, 

executives and cybersecurity professionals demonstrate higher awareness, yet this 

knowledge is not always effectively communicated across organisations. This gap affects 

corporate security strategies, as many companies focus on traditional cybersecurity 

measures while underestimating the unique challenges that deepfakes pose. 

 

Deepfakes present significant security, financial, and reputational risks to corporations. 

Financial fraud, particularly deepfake-enabled impersonation scams, is already occurring. 

Beyond financial threats, deepfakes erode trust in corporate communication, with 

individuals questioning the authenticity of digital interactions. The potential for 

reputational damage is substantial, as deepfakes could be used to misrepresent 

employees, executives and companies. 

 

Despite risks, corporate preparedness remains limited. While some companies have begun 

exploring detection tools and training, deepfake-specific countermeasures are not yet 

widely adopted. Many organisations rely on employees’ accuracy to detect deepfakes, 

placing pressure on human judgement and the risk of social engineering. Overconfidence 

in existing security controls further exacerbates the issue. 
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These findings highlight the need for structured strategies, including greater awareness, 

the integration of detection tools, and stronger verification processes. The implications of 

these findings are explored in the discussion chapter. 
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5.  Discussion  

 

While deepfakes will become beneficial for the entertainment industry, the threat by 

criminals outweighs the benefits. This section discusses the implications of the findings 

from both statistical and thematic analysis. This study aimed to assess the risks of 

deepfakes in corporate environments by combining a quantitative survey, measuring 

employees’ detection abilities, with qualitative insights from cybersecurity professionals. 

A mixed methods approach was essential to fill the research gap by bridging numerical 

evidence with expert viewpoints  (Cresswell, 2017; Creswell & Tashakkori, 2007; Waters, 

2019). The findings indicate that employees’ ability to detect deepfake images accurately 

remains low (M=32.40%, SD= 14.2), far below the benchmark (M=53.16%). 

Furthermore, the findings many companies remain unprepared. Public perception 

associates deepfakes with entertainment rather than corporate risk. Attacks use deepfakes 

for fraud, posing security and reputational threats. Some organisations are implementing 

deepfake detection tools, but responses are reactive rather than proactive. Employees 

falling for deepfakes face severe consequences, highlighting the need for preventive 

strategies.  

 

Scholars highlight the opportunities deepfakes present for the entertainment sector 

(Figure 3.1). Olivia described feeling proud of generating a deepfake of Elvis Presley 

performing a German song (Raziel, 2021). However, Amelia noted that employees often 

see deepfakes as ‘funny’, which is supported by public engagement in AI-generated 

content (Appendix A). Nico added this ‘trivialises the threat’ as deepfakes are categorised 

for celebrities rather than companies, aligning with Schreiber and Schreiber’s (2024) 

argument that employees lack awareness about deepfake risks. Additionally, Amber 

emphasises that 17% of employees take actions that lead to financial loss (Breacher.ai, 

2025). Amelia added that executives should be more aware of deepfakes than employees, 

considering 25.9% of executives say their companies have experienced deepfake incidents 

(Deloitte, 2024). However, a Factorial ANOVA found no significant differences in accuracy 
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between job levels, or any other demographics. This is supported by Ahmed and Chua 

(20203), finding no correlation between accuracy and demographics. Furthermore, a one-

sample t -test revealed mean accuracy (32.36%) was significantly lower than the 

hypothesised benchmark, with large effect size (Cohen’s D = 1.81). However, some of 

these studies incorporated incentives (Diel, et al., 2024a), in which Rathje et al. (2023) 

suggest that financial incentives motivate judgements of misinformation. Thus, while 

participants underperformed, these results may more accurately reflect real-world 

detection abilities (Abdelazeem, et al., 2022). This challenges Munk’s (2015) argument 

that awareness increases the ability to recognise and mitigate cyber risks. Therefore, 

further large-scale research is needed to test these assumptions and explore the real-

world applicability of these findings, providing a more comprehensive basis for future 

arguments. 

 

Attribution Theory (Heider, 1958; Jones, et al., 1972; Weiner, 1974; Weiner, 1986) 

explains how individuals assign responsibility, with delayed on hidden responses often 

worsening consequences (Shim & Yang, 2016; Sjovall & Talk, 2004). Amelia noted that 

when well-established brands contradict their values, the impact can be long-lasting. 

Vâlsan et al. (2022) emphasise that misinformation has immediate effects, reinforcing 

findings by Grier and Forehand (2003) and Walker (2005) on its role in eroding trust and 

fostering public scepticism. Clara noted that customer loyalty may decline if deepfakes 

associate a company with a divisive public figure with opposing views, impacting 

employees. Clara adds that a lack of trust in video calls can weaken executive influence, 

supported by Vince stating it disrupts internal communication, a concern echoed by the 

European Parliament (2021) regarding deepfake-related psychological harm. Nico 

suggests we are wired to trust authority, therefore companies must respond swiftly 

(Vecchietti, et al., 2025) and maintain transparency (Knight & Nurse, 2020), failure to do 

so allows misinformation to spread unchecked, further blurring the line between truth and 

deception (Geddes, 2020; Tahir, et al., 2021), resulting in a lack of employee confidence 

in the whole fabric of humanity, says Amelia. However, a paired-samples t-test found that 
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participants were significantly more accurate in identifying real images that deepfake 

images (M=4.41%), suggesting real images might have clearer distinguishing features. 

Scholars support this in suggesting deepfake risks are exaggerated (Acerbi, et al., 2022; 

Altay, et al., 2023; Ecker, et al., 2022; Mercier, 2020; Simon, et al., 2023). 

 

Clara stated that organisations are not even close to being ready for deepfakes, simply 

because we do not understand it. This is supported by McLuhan’s (1975) Technological 

Determinism Theory suggesting the development of deepfakes forces corporations to 

react, as the deepfake algorithms constantly evolve, Clara adds. This is supported by 

neuromorphic computing as deepfake systems mimic human cognition (Mehonic, et al., 

2020; Mehonic & Kenyon, 2022), intensifying security concerns (Karras, et al., 2020; 

Perov, et al., 2020; Widder, et al., 2022), as the technology used to launch an attack is 

more powerful than the technology used to detect it, a concern echoed by Nico. There are 

currently a limited number of deepfake detection companies and legislation across the 

world (Table 3.9,3.10). Amelia adds there is a lack of software that has a 95% efficacy 

rate of detecting deepfakes, despite increasing accessibility and high-resolution deepfakes, 

further increasing risks (Karras, et al., 2020; Perov, et al., 2020; Widder, et al., 2022). 

Furthermore, Irené comments that there is low adoption of deepfake measures, as 

companies prioritise other cyber risks (Eling, et al., 2021; Entrust, 2024) Amber added 

that most organisations are not prepared and suggested that companies may be 

overconfident with their current cybersecurity. This supports Beck’s (1992) Risk Society 

Theory, suggesting that societies underestimate emerging technological risks. However, 

Rubén performs workshops for C-level management, and Clara has deepfake training as 

part of an upcoming awareness campaign. Multiple researchers support this, suggesting 

that training programmes reduce risks, as human error remains the biggest risk (Aldawood 

& Skinner, 2019, p. 73; Ghafir, et al., 2016; Salahdine & Kaabouch, 2019). Additionally, 

past studies on human detection accuracy found that training and assistance improves 

accuracy (Boyd, et al., 2023; Cartella, et al., 2024; Diel, et al., 2024b; Hulzebosch, et al., 

2020; Kramer & Cartledge, 2024; Robertson, et al., 2018). However, a Pearson’s 
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correlation suggested that employees with high confidence were not necessarily more 

accurate. Vince argues that the onus is on the user, which is supported by Schultz (2005), 

arguing that security threats are inherent to human-managed systems. Irené emphasises 

that employees need to develop a mental blocker to validate the individual, as the phrase 

“seeing is believing” is no longer reliable (Geddes, 2020; Tahir, et al., 2021). However, 

despite mundane visual communication (Costa, et al., 2020), Clara suggests the uncanny 

valley that you get with deepfakes is enough to allow humans to judge whether it is right 

or not. However, the introduction of deep learning has made detection difficult 

(Goodfellow, et al., 2014; Goodfellow, et al., 2016; Goodfellow, et al., 2020). Amelia 

states that there is no debate that deepfakes are the largest growing threat vector, with 

deepfake-related crime surging by 3000% (Entrust, 2024; Karras, et al., 2020; Perov, et 

al., 2020; Widder, et al., 2022). The rise of Open-source AI tools has lowered the barrier 

to creating deepfakes (Github, 2024). Olivia mentioned that getting their hands on the 

required footage means being able to create pretty much whatever, with over 95% of 

deepfake videos created on DeepFaceLab, intensifying security concerns. Critics suggest 

the high costs of ultra-realistic deepfakes make them unlikely for corporate fraud 

(Kaspersky Daily, 2023; Kaspersky Threat Intelligence Portal, 2024). However, for $20 a 

month, you can get very good tools that allow you to create some of these artefacts. 

Furthermore, this is supported by Becker’s (1968) Theory of Rational Choice as deepfakes-

as-a-service optimise profitability and low risk, therefore increasing the likelihood of 

attacks (Europol, 2022), as Irené states “due to someone taking a path of least 

resistance”. 

 

Despite biometric security traditionally being a secure method of MFA, deepfakes can 

recreate images with a small amount of content (Bontcheva, et al., 2024; Kietzmann, et 

al., 2020; Microsoft, 2025a; Wang, et al., 2023). However, Bhargav-Spantzel et al. (2006) 

argue that multiple layers of verification are adequate, supported by India “they establish 

trust”, although Vince mentions that sending money to fraudulent accounts could take 90 

days before anyone realises. This raises concerns about the long-term sustainability of 
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biometric authentication (Karras, et al., 2020; Perov, et al., 2020; Widder, et al., 2022), 

as Clara mentions, financial fraud is prominent with criminals pretending to be suppliers 

or customers demanding transactions. Amelia believes eventually individuals may have to 

verify confidential information in person. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 83 

6.  Conclusion and Recommendations 

 

This conclusion follows Trzeciak and Mackay’s (1994) guidelines for a conclusion. The 

research explored the risks deepfake technology pose in corporate environments by 

addressing four questions: RQ1: How aware are employees and exes of deepfake threats? 

RQ2: How effectively can individuals distinguish between real and deepfake images, and 

what factors influence detection accuracy? RQ3: what are the primary risks deepfakes 

pose to corporations? RQ4: How prepared are companies to detect and respond to 

deepfake-related threats, and what strategies are most effective? The findings suggest 

that deepfake technology is a risk that many companies remain unprepared to handle. 

Employees often overestimate their ability to detect deepfakes, and corporate policies lack 

formal measures to counteract the increasing sophistication of deepfakes. 

 

Each chapter of this dissertation has contributed to building a comprehensive 

understanding of deepfake risks. The introduction established the context and significance 

of deepfake threats, outlining the study’s objectives. The methodology chapter detailed 

the mixed-methods approach, combining quantitative data (employee surveys) and 

qualitative insights (cybersecurity professionals). The literature review explored the 

evolution of deepfakes, corporate vulnerabilities and existing cybersecurity responses, 

identifying a significant research gap concerning corporate preparedness. The findings 

chapter revealed employee deepfake detection averaged 32.4% accuracy, below the 

53.16% benchmark. Additionally, the study revealed that deepfakes are being exploited 

for financial fraud, reputational damage and social engineering, yet corporate responses 

remain largely reactive. This study has real world benefits in the corporate environment 

and an indication that the issue has become systemic and an epidemic. Therefore, adding 

a valuable gap in the research and providing a justification for the completion of a larger 

scale study. The discussion chapter critically analysed these findings in relation to existing 

research, emphasising the disconnect between perceived and actual deepfake detection 

abilities, alongside the psychological implications of deepfakes.  
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A key deduction is that corporate vulnerabilities to deepfake attacks is increasing more 

rapidly than mitigation strategies. Despite rising concerns over AI-driven deception, many 

businesses remain unprepared. This research highlights an urgent need for companies to 

adopt AI-driven detection tools, integrate awareness training into cybersecurity protocols, 

and establish clear response policies. Without such measures, organisations risk falling 

victim to sophisticated fraud, misinformation and reputational damage.  

 

To address these vulnerabilities, this dissertation proposes the D.E.T.E.C.T Framework, a 

structured model integrating technology, policy and training into cybersecurity strategies. 

Companies should deploy AI-powered tools capable of analysing pixel inconsistencies and 

facial distortions. Evaluation processes should be strengthened through robust verification 

methods, ensuing that sensitive communications are secure. Employee training should be 

mandatory, incorporating interactive deepfake recognition workshops to improve 

awareness. Additionally, employees much enforce clear deepfake policies, embedding 

them within existing protocols and crisis response strategies. A well-defined reporting 

system should be implemented, allowing employees to flag suspicious content. Finally, 

businesses must track and adapt to evolving deepfake threats to ensure a proactive 

response. By integrating D.E.T.E.C.T, organisations can move from reactive security 

measures to a proactive defence strategy against deepfakes. 
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Figure 6.1: Authors Own, D.E.T.E.C.T Deepfake Prevention Framework 

 

There are limitations to this research. The study relied on self-reported accuracy rates and 

subjective confidence measures, which may not fully capture real-world deepfake 

detection abilities. The sample for cybersecurity professionals was limited to nine 

participants, offering expert insights but not necessarily representing industry-wide 

perspectives. The study focused on static image-based deepfakes, excluding video and 

audio deepfakes which pose distinct challenges. Furthermore, participants prior knowledge 

of deepfakes was not assessed, nor was a control group included. Future studies should 

incorporate video and audio formats, evaluate and assess training methods, assessing 

accuracy over time. 

 

This dissertation underscores the urgent need for businesses to recognise deepfakes as a 

legitimate threat. Without effective tools, policies and employee training, organisations 

remain highly vulnerable to deepfake technology. The rapid advancement demands a 
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proactive response, where companies, cybersecurity professionals and policymakers work 

together to safeguard digital communications. Future research and innovation in AI 

security will be critical in ensuring that companies remain resilient against the evolving 

landscape of deepfakes. 
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Appendix A: Full Survey Layout and Questions 
 

 
 
The Risk of Deepfakes in Corporate Environments 
 

Tallulah O'Hanlon- Nottingham Trent University 

This survey is conducted by Tallulah O'Hanlon at Nottingham Trent University as 

part of the Summative assessment for Research Projects Module. The aim of this 

Survey is to understand how well employees in companies can detect Deepfakes. 

Deepfakes are images, videos, or audio which are edited or generated using 

artificial intelligence tools, and which may depict real or non-existent people.  

You will be presented with 36 images, where you have to decide whether you think 

the image is of a real person, or whether the image is a deepfake. The survey 

should not take more than 20 minutes to complete. 

The information gathered will only be used by Tallulah O'Hanlon and may be 

requested by the module team. Data will be stored anonymously and securely as 

electric files on the NTU system and destroyed after the successful completion of 

the module. Results will be summarised in a dissertation and no individual involved 

in the survey will be identified. This survey is for individuals aged 18 and over. 

Participation in this survey is voluntary. By completing and submitting this survey, 

you confirm that you have read and understood the above information and agree 

to participate in this research. If you wish to proceed,  

* Required please tick the box below. 

If you have any questions or concerns, please contact: 

Tallulah O'Hanlon - n1021149@my.ntu.ac.uk 

Tine Munk - tine.munk@ntu.ac.uk (Personal Tutor) 
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1 

I agree that I have read and understood the information and am happy to 

proceed *  

  I agree 

2 

I am over 18. *  

  Yes  
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Characteristics 

3 

Unique Code Identifier *  

To maintain anonymity throughout this study, please generate a unique code 

identifier. This code will allow you to withdraw your response at any point, if 

needed. For example: TLO2093 

 

4 

How old are you? 

 

5 

What would you consider your hierarchy level within your job? 

Entry Level Employee 

General Employee 

Manager 

Director 

Executive 

Board of Directors 

Other 

6 

What Industry do you work in? 

 

7 

What is your Gender 
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Woman 

Man 

Non-binary 

Prefer not to say 

Other 

8 

What is your Ethnicity?  

 

9 

What is your Highest Level of Education? 

 

 

Survey 

Thank you for agreeing to take part in my study of the Risk of Deepfakes in 

Corporate Environments. As you know this questionnaire will present various 

audios, videos and pictures – some real and some deepfakes- and you will be 

asked to identify which are genuine and which are fake. This will help explore key 

themes such as employee perception of deepfakes, the effectiveness of identifying 

them, potential risks for businesses and how organisations are preparing to 

counter these threats. 

You do not have to answer all of the questions.  
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10 

Is this  

image real  

or is it a  

deepfake?  

 

 

 

 

 

 

 

 

• Real 

 

• Deepfake 

 

• Not sure 

 

• Don't want to answer 

 

 

 

 

11 

How confident are you with your answer? 

 

 Not at all Confident Very Confident  

0 1 2 3 4 5 6 7 8 9 10 
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Is this  
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How confident are you with your answer? 
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0 1 2 3 4 5 6 7 8 9 10 
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Is this  
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Is this  
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Is this  
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Is this  
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Is this  
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Is this  
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Is this  
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Is this  
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Is this  
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Is this  
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Is this  
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Debrief 
 
Thank you for taking the time to participate in this study. This document provides 

background about the research and more information on why I am conducting this 

study.  

 

You have just participated in a research study conducted by Tallulah O’Hanlon my 

contact information can be found below: 

Email:  

N1021149@my.ntu.ac.uk  

 

I am an undergraduate student on the BA (Hons) Criminology course in the School of 

Social Sciences.   The purpose of this study was to explore the risks of deepfakes in 

corporate environments through analysing well employees can detect deepfakes.  As 

you are aware from the information document, your participation in this study is 

voluntary. If you wish you may withdraw your data at any time up to 3 weeks after 

taking part in this study, at which point all records of your involvement in the research 

will be deleted. Please make sure you have made a note of your unique identifier in 

case you need to contact us. If you wish to withdraw you do not need to provide 

reasoning.   To withdraw you will need to contact either me, Tallulah 

(N1021149@my.ntu.ac.uk)  or my project supervisor Tine (Tine.Munk@ntu.ac.uk) 

Please note that you may lose anonymity if you contact me via an email address that 

exposes your identity, or if your correspondence reveals your identity in any way. 

Nevertheless, any requests of withdrawal will remain private and confidential, and any 

data held will be destroyed securely. Please also be aware that confidentiality will be 

broken if you disclose anything of a criminal nature or anything that puts you or 

anyone else in danger.  All retained data will be kept in raw form until processed for 

analysis before being destroyed. Only I will have access to the raw data. My supervisor 

and I will have access to the processed anonymised data Please keep a copy of 

this debrief form for your records 

 

This content is neither created nor endorsed by Microsoft. The data you submit will be 

sent to the form owner. 

 Microsoft Forms 

 

mailto:N1021149@my.ntu.ac.uk
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Appendix B: Consent Form 
 

 
 
 
 
 

Agreement To Consent  
 
My Unique ID is:……………………………………………. 
(please avoid any self-identifying information e.g., real names or birthdates) 

                                                           
 

                                Tick box to confirm.   

I confirm that I have read and understood the purpose of this research what the 
experiment entails and what my role in this research includes.  

 

I confirm that I am aged 18 years or older  

I confirm that I understand what will happen with all my data once they have 
been recorded 

 

I confirm that I understand how my data will be stored and handled  

I give consent for my interview to be recorded and transcribed.  

I confirm that I will provide a unique identification number in case I need to 
contact the researchers about my participation 

 

I confirm that I understand how to contact the researchers to ask 
questions, raise concern or withdraw my data, using my unique 
identification number and what will happen if I do 

 

I confirm that I understand that I have the right to withdraw my data at any 
point during or after taking part up until two weeks after today’s date 

 

I confirm that having read and confirmed the above I freely volunteer to take 

part in this study 
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Appendix C: Interview Schedule  

 

Interview Schedule   

  

Semi-structured Interview Schedule for the study of Risks of Deepfakes in 

Corporate Environments  

  

Introduction  

Thank you for agreeing to take part in my study of the Risk of Deepfakes in 

Corporate Environments. As you know we will be discussing concepts such as 

public perception, current and future threats of deepfakes, corporate 

preparedness and response measures, and measures put in place for companies. If 

you wish to stop the interview at any time, please do let the researcher know.  

  

  

• How aware do you think employees and executives are of the potential risks 

deepfakes pose to the company?  

• Do you think public awareness of deepfakes has any impact on corporate 

security? Why or why not?  

• Have you encountered any misconceptions about deepfakes that could 

affect how seriously companies take the threat?  

• How do you think public perception of deepfakes influences policymaking 

or regulations for corporate cybersecurity?  

• Have you observed a change in how clients or customers view deepfake 

risks over the last few years?   
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• What are some current examples of deepfake use that you think companies 

should be aware of?  

• In what ways do you anticipate deepfake technology being used to target 

employees or company executives?  

• Are there particular departments or functions within companies that are 

more vulnerable to deepfake attacks?  

• Are there emerging signs or trends that point to how deepfakes could 

become more prevalent in social engineering attacks?  

• What is your opinion on the level of corporate preparedness across 

industries when it comes to deepfakes?  

• Do you think there are any gaps in current corporate response strategies 

for deepfake threats?  

• How well do corporate response plans for deepfakes align with those for 

other cybersecurity threats, like phishing or ransomware?  

• What factors do you think drive the level of preparedness a company has 

for deepfake-related threats?  

• What risks do deepfakes pose to the internal culture or employee morale 

within a company?  

• How do you think company image can be impacted by deepfakes?  

• How do you think deepfakes could affect relationships with investors or 

stakeholders?  

• What are the potential legal implications for companies impacted by 

deepfake incidents?  

• In what ways could deepfakes be used to manipulate or disrupt the supply 

chain within an industry?  
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• How frequently do you think companies should be updating their technology 

to stay on top of deepfake threats?  

• Are there any innovative technologies or tools you have found particularly 

effective against deepfakes?  

• How can companies balance the cost of implementing deepfake 

countermeasures with the potential risks?   

• What kind of training or awareness programs do you believe are essential 

for employees to recognise and respond to deepfake threats?  

  

  

Thank you for taking time to be a part of this study. If you need any support after 

this interview, please see the debrief form. The debrief document also expresses 

how you can request to withdraw from the research if you no longer feel 

comfortable taking part in this study.   

  

If you do have any questions or queries about the research, please do not hesitate 

to get in touch via the details below.  

Researchers Email: N1021149@my.ntu.ac.uk  

Supervisor Email: tine.munk@ntu.ac.uk  

 

School of Social Sciences   

Nottingham Trent University   

50 Shakespeare Street   

Nottingham NG1 4FQ  

 
 

 

mailto:N1021149@my.ntu.ac.uk
mailto:tine.munk@ntu.ac.uk
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Appendix D: Participant Information Sheet 

 

Informed Consent Form to Participate in Criminological Research 

 

The purpose of this study is to explore the risks of deepfakes in corporate 

environments through analysing how companies are preventing deepfakes, the 

current and future extents of deepfakes and public perceptions. This study is part 

of a third-year research project at the Nottingham Trent University, in the 

Criminology and Criminal Justice Department. 

 

Procedure  

 

You will take part in a semi-structured interview to discuss your experience of 

working in the Cybersecurity field and how learning about the evolving landscape 

has shaped the way you think. At the start, you'll be asked to share some 

background information, including your role and level of experience with deepfake 

threats. The interview will explore several key themes to guide our conversation: 

public perception of deepfakes, current and future deepfake threats, how 

companies are preparing for these risks and response measures, potential risks 

for businesses, and the specific measures organisations are using to counter these 

risks. If you need to pause or withdraw from the interview at any time, please 

inform the researcher. 
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These interviews will take place online Via Microsoft Teams and will last 

approximately 45 minutes. The interview will be recorded and transcribed via the 

sound recorder on I, the researcher’s laptop. 

 

Anonymity 

 

The laptop used for recording the interviews is password protected therefore 

ensuring all raw data is secure and all data will be stored according to GDPR and 

UK Data Protection Act 2018 regulations in an anonymised format. Once analysis 

has taken place and completed the recordings will be destroyed. Only I, the 

researcher and my supervisor will have access to the data. 

Every effort will be made to maintain your anonymity when collecting and 

representing the data from the interviews. The analysed and processed data will 

appear in any submissions or publications. However please be aware if anything 

of a criminal nature or anything that puts you in danger or anyone else in danger 

is disclosed this will have to be reported to the relevant individuals and therefore 

confidentiality will be broken.  

 

Withdrawal from the research 

 

In order to protect your identity, you will be given a unique identifier and all 

identifiable/revealing information regarding any incidents will be changed or 

retracted from the study. If you wish to withdraw your data from the study, you 

will have to provide your unique identifier and you have the right to do this up 

until 3 weeks after today's date without any reason or explanation. 
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If you should wish to withdraw, please contact the researcher and my supervisor 

and ask for your data to be withdrawn. Please be aware that you risk losing your 

anonymity if the method of contact or correspondence reveals your identity. 

However, only the researcher and supervisor will have access to this withdrawal 

request, and this will be deleted along with all requested data. 

 

All participation in this research is completely voluntary, please make sure you 

understand the nature of this research prior to the interview process. If you wish 

to proceed with this research your participation is greatly appreciated. Please 

complete the following consent form. If you have any questions or concerns 

before, during or after the research has been conducted then please find my 

contact details and those of my supervisor at the bottom of this form. 

Thank you for agreeing to consider participation in this research project. 

 

Investigators Contact Details: 

 

Tallulah O’Hanlon (BA (Hons) Criminology) 

Email: N1021149@my.ntu.ac.uk  

 

Supervisor: Tine Munk  

Email: tine.munk@ntu.ac.uk 

Tel: +44 115 84 85544 

School of Social Sciences 

Nottingham Trent University 

50 Shakespeare Street 

Nottingham NG1 4FQ 

mailto:N1021149@my.ntu.ac.uk
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Appendix E: Debrief Form 

 

Debrief Form for Participants 

 

Thank you for taking the time to participate in this study. This document provides 

background about the research and more information on why I am conducting this 

study. 

You have just participated in a research study conducted by Tallulah O’Hanlon 

my contact information can be found below: 

Email: N1021149@my.ntu.ac.uk 

I am an undergraduate student on the BA (Hons) Criminology course in the School 

of Social Sciences.  

The purpose of this study was to explore the risks of deepfakes in corporate 

environments through analysing how companies are preventing deepfakes, the 

current and future extents of deepfakes and public perceptions. 

As you are aware from the information document, your participation in this study 

is voluntary. If you wish you may withdraw your data at any time up to 3 weeks 

after taking part in this study, at which point all records of your involvement in 

the research will be deleted. Please make sure you have made a note of your 

unique identifier in case you need to contact us. If you wish to withdraw you do 

not need to provide reasoning.  

To withdraw you will need to contact either me, Tallulah 

(N1021149@my.ntu.ac.uk)  or my project supervisor Tine (Tine.Munk@ntu.ac.uk) 

mailto:N1021149@my.ntu.ac.uk
mailto:Tine.Munk@ntu.ac.uk
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Please note that you may lose anonymity if you contact me via an email address 

that exposes your identity, or if your correspondence reveals your identity in any 

way. Nevertheless, any requests of withdrawal will remain private and 

confidential, and any data held will be destroyed securely. Please also be aware 

that confidentiality will be broken if you disclose anything of a criminal nature or 

anything that puts you or anyone else in danger. 

All retained data will be kept in raw form until processed for analysis before being 

destroyed. Only I will have access to the raw data. My supervisor and I will have 

access to the processed anonymised data.  

Please keep a copy of this debrief form for your records and in case of any further 

questions or concerns. If you do have any questions or queries about the research, 

please do not hesitate to get in touch via the details below. 

Researchers Email: N1021149@my.ntu.ac.uk 

Supervisor Email: tine.munk@ntu.ac.uk 

School of Social Sciences  

Nottingham Trent University  

50 Shakespeare Street  

Nottingham NG1 4FQ 

Should you require any additional support before, during or after this study 

please contact:  

 

• Nottingham Women’s Centre - Nottingham Women's Centre - Run by 

women for women (nottinghamwomenscentre.com) 

 

mailto:N1021149@my.ntu.ac.uk
mailto:tine.munk@ntu.ac.uk
https://www.nottinghamwomenscentre.com/
https://www.nottinghamwomenscentre.com/
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• The Samaritans - Samaritans | Every life lost to suicide is a tragedy | 

Here to listen  

Call: 116 123 for free 

Email:  jo@samaritans.org  

 

• Mind – Blue Light Infoline  

Call: 0300 303 5999  

Email: Bluelightinfo@mind.org.uk  

Text: 84999  

Website: Home - Mind 

 

• Nottingham Mental Health Helpline  

Call: 0808 196 3779  

Website: Nottingham Mental Health Helpline | Turning Point 

(turning-point.co.uk)  

 

 

 

 

 

 

 

 

 

 

 

 

https://www.samaritans.org/
https://www.samaritans.org/
mailto:jo@samaritans.org
mailto:Bluelightinfo@mind.org.uk
https://www.mind.org.uk/
https://www.turning-point.co.uk/services/nottingham-helpline
https://www.turning-point.co.uk/services/nottingham-helpline
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Appendix F: Survey Images 

 

MS Forms Questionnaire for the study of Risks of Deepfakes in Corporate 

Environments 

 

Introduction 

Thank you for agreeing to take part in my study of the Risk of Deepfakes in Corporate 

Environments. As you know this questionnaire will present various audios, videos and 

pictures – some real and some deepfakes- and you will be asked to identify which are 

genuine and which are fake. This will help explore key themes such as employee 

perception of deepfakes, the effectiveness of identifying them, potential risks for 

businesses and how organisations are preparing to counter these threats. 

 

Link to form Below 

 

https://forms.office.com/e/eZ4N02P7y1  

 

 

Pictures 

 

White Male - Deepfakes 

 

1. (Karras, et al., 2024) 

2. (Karras, et al., 2024) 

https://forms.office.com/e/eZ4N02P7y1
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3. (Karras, et al., 2024) 

White Male - Real 

 

a. (Izusek, 2023) 

b. (Deagreez, 2020) 

c. (Southerlycourse, 2018) 

White Female – Deepfakes 

 

1. (Karras, et al., 2024) 

2. (Karras, et al., 2024) 

3. (Karras, et al., 2024) 

 

 

White Female – Real 
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a. (Alvarez, 2024) 

b. (Photique, 2014) 

c. (Magann, 2019) 

 

Black Male – Deepfakes 

 

1, (Karras, et al., 2024) 

2. (Karras, et al., 2024) 

3. (Karras, et al., 2024) 

Black Male - Real 
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1. (Lemon Photo, 2024) 

2. (moneybusinessimages, 2024) 

3. (Vorona, 2023) 

Black Female – Deepfakes 

 

1.  (Generated Photos, 2024) 

2. (Generated Photos, 2024) 

3. (Generated Photos, 2024) 

 

Black Female - Real 

 

 

1. (leezsnow, 2005) 

2. (Cecillie_Arcurs, 2017) 

3. (moneybusinessimages, 2015) 

 

Asian Male – Deepfakes 
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1. (Karras, et al., 2024) 

2. (Karras, et al., 2024) 

3. (Generated Photos, 2024) 

 

 

Asian Male - Real 

 

 

1. (Ranta Images, 2017c) 

2. (Ranta Images, 2017b) 

3. (leungchopan, 2016) 

 

Asian Female – Deepfakes 
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1. (Karras, et al., 2024) 

2. (Karras, et al., 2024) 

3. (Karras, et al., 2024) 

 

Asian Female – Real 

 

1. (feellife, 2013) 

2. (Ranta Images, 2017a) 

3. (PacoRomero, 2012) 
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Appendix G: Ethics Approval  
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Appendix H: User Comments on TikTok 

 

Username Comment Date 

Carl Christian                                     06-01-2025  

🇨🇦 🇨🇦 Right down to the diapers! Priceless!! 10-02-2025  

joevera120 

                                    this is too much for me, 

hahaha..., can you make a video of me 

slapping Trump on the face 

10-02-2025  

CinePark-AI                                     24-01-2025  

Annette Engström                                     29-12-2024  

Noah Ingham This is funny as hell                       23-01-2025  

Nezig101 Hahahah nice 26-12-2024  

Lucyp537 
This is equal parts terrifying and hilarious 

                      

 30-01-2025  

clownplonk please I need AI movies like this                       30-01-2025  

Fun Pop very funny edition                        25-02-2025  

Milton Freire Sport                                     19-01-2025  

OliviaC99                                     31-01-2025  

franka_28_5                                      02-01-2025  

Ibrahim                                      21-01-2025  

x5WOLK This is the best                       21-01-2025  

Doug the hand 

puppet 

lol         

 03-01-2025  

zoppetti_cristian                                     17-12-2024  

BellaAzuqueltaplace                                     19-12-2024  

Bettina Branch. moki                                     15-11-2024  

RebelG143                                     17-11-2024  
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Funny Videos World                                     30-12-2024  

Mr T                       30-01-2025  

Raven Claw I'm dying                       30-01-2025  

stuffsoreon WTF????                               30-01-2025  

Ri  I am cackling                                     30-01-2025  

DarthVader'sDaughter best thing I've ever seen                       18-11-2024  

Edna Thompson                                     18-11-2024 
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Appendix I: Reported Company Deepfake Incidents from 2024-2025, Researchers own 

adapted from Resemble.AI (Resemble.AI, 2025) 
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Appendix J: Countries where Deepfakes were reported March 2024- March 2025 

(Resemble.AI, 2025) 

 

 
 

 
 

 

 

 

 

 

 

 

 

Appendix K: One-sided T-Test 
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Appendix L: Paired Samples T-Test 
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