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Using this Comparison
Document

Start here to most quickly and efficiently use and apply the information in this comparison document.
Briefly, this section describes this document’s audience, terminology, product changes, approach, purpose
and added value, and objectives, providing you with its scope and intent.

Also, at the end of this section is the Quick Start section, where you can see the Document Structure and
Quick Start Table, so that you can immediately get the information you need, when you need it.
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Audience and Terminology

Audience

The audience for this document is internal Microsoft only. The raw content in this document might take
other forms and formats and can be made available to the M365 Product Marketing Group.

Terminology

From this point forward in this document, the Microsoft product will be referred to as Microsoft ATP (or
simply ATP). The Proofpoint products are Proofpoint Email Protection (PRO) and Proofpoint Targeted
Attack Protection (TAP) and will be referred to as Proofpoint PRO+TAP (or simply PRO+TAP).

Microsoft Proprietary and Confidential Information 5
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Product Changes and Approach

Product Changes

During the time period that this document was drafted, there were changes to the products, specifically,
to the Proofpoint product. The main shift impacting this document was the shift in what products were
paired with one another. Initially, the focus of this document was Proofpoint TAP, but in the final draft,
you'll see multiple references to Proofpoint PRO and Proofpoint TAP (Proofpoint PRO+TAP). See both the
Terminology and Proofpoint PRO+TAP sections for further details.

Approach

Sources

Content for this document was sourced from:
e Initiating an information gathering process for both products.
e Initiating an evaluation download, installation, and configuration process.

e Based on CELA, logistics, and purchase requirements. Also used available specification
information to complete the information needed as described in the Purpose and Objectives
sections.

Note: Products and technology change and evolve over time, and these two products are
no exception. As of this writing, Microsoft had not planned any major changes to the
Microsoft ATP product, though the timeline is unknown for changes in the Proofpoint TAP
product.

Comparisons and User Scenarios

In the Comparisons and User Scenarios section, there are three subsections for each element of the
comparison criteria:

e Comparison Table: A table with star ratings (0 to 5) and notes about those specific ratings.

e Office 365 ATP Plan 2: Detailed comparison information about the Office 365 ATP Plan 2
product.

e Proofpoint PRO+TAP: Detailed comparison information about the Proofpoint TAP product.

Microsoft Proprietary and Confidential Information 6
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Purpose, Added Value, and Objectives
Purpose and Added Value

Supporting Materials

While the main purpose for this document is to compare the two products, a secondary purpose quickly
surfaced that is equal to (and possibly even greater than) the comparisons.

The supporting materials for this document (including a recorded product demonstration, an SLA, a
detailed administration guide, and much more information for both products) are a considerable library of
information for the intended audience and further support the objectives of this document. All of the
supporting materials are listed (and where possible, linked to) in the References section.

Comparisons

The main purpose of this document is to compare the Office 365 ATP Plan 2 and Proofpoint Targeted
Attack Protection (TAP) advanced threat protection (ATP) products.

The following categories, usage scenarios, and considerations will be compared and evaluated:

Comparison Categories and Comparison Considerations
Usage Scenarios
Pricing o What are the pricing plans or approaches for each product?

o How does pricing differ between the products?
Evaluation Experience o How easy is it to evaluate the product?

o There is a significant difference between the processes for
evaluating each product.

Dashboards and Reporting o Dashboards
= How do the dashboards compare?

= What tools/reports are available for automated investigation
and hunting. What does that process look like?

o Reporting

= How can customers see if it's working and effective? What
reports are available, how often are they delivered?

= What tools/reports are available for manual investigation and
hunting? What does that process look like?

= How can users and admins report suspicious content?

Default Settings o How does each product's approach to advanced threat protection
default settings compare?

o How (where comparable) to the settings themselves compare?

Quarantine Experience o How does the quarantine experience differ between the two
products?

Microsoft Proprietary and Confidential Information 7
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Objectives

The objectives of this comparison document are:
e Provide any identified product gap information to the engineering team.

e Document information for the M365 Product Marketing Group to communicate with the
customers around perceptions. (To better position ourselves.)

e Producing follow-on materials using this document as the baseline source content.

e Optionally: Best practice end-user guidance.
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Quick Start

Document Structure

The following diagram shows the structure of this document, to help you understand where to go to get
the information you need from it.

Using thi
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Quick Start Table

Use the following table to quickly go to the information you need.

Figure 1: Comparison document structure

Topic

Using this Comparison Document

Key Fundamentals of Both Products

Executive Summary

Comparisons and User Scenarios

FAQ

References

Appendix
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Subtopic

Section overview

Audience and Terminology

Product Changes and Approach

Purpose, Added Value, and
Objectives

Quick Start

Section overview

Microsoft ATP

Proofpoint TAP

System Requirements
Section overview
Comparison Table Summary

Key Product differences

Pros/Cons

Section overview
About the Change of Focus for
this Document

Pricing

Evaluation Experience

Dashboards and Reporting
Default Settings

Quarantine Experience

Comparison Document

Description and Notes

Comparison document introduction (context and
setting the stage).

Describes the audience and how the product
names are used.

About the products in motion during document
development and the approach to the
comparisons and evaluation.

Purpose and intent of this document, added
value beyond the comparisons and evaluations,
and the objectives.

Documentation structure and quick start.
Introduction to the Key Fundamentals of Both
Products.

Microsoft ATP product, plan, design, and
approach.

Proofpoint TAP product, plan, design, and
approach.

System requirements for both products.
Introduction to the Executive Summary.
Compilation of all of the comparison and rating
tables from each section in the Comparisons and
User Scenarios section.

Details the important differences between the
products.

The strengths and the challenges with both
products.

Side-by-side comparison across multiple features.
How the focus changed for this document, and
why. Also, what was removed and what was
added, as a result.

Pricing plans and comparison between the two
products.

Comparing how easy or hard it is to evaluate
each product.

Comparing the dashboards and reporting.
Comparing each product’s default settings, how
easy it is to change them, and the effectiveness of
the defaults.

Comparing how each product applies
quarantining.

Responses to frequently asked questions.
Sources used in developing this document and
references for further information.

Detailed imbedded email attachments used for
the Evaluation Experience section.
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Key Fundamentals of Both
Products

The purpose of this section is to share product, plan, design, and approach information about both
Microsoft Office 365 Advanced Threat Protection (ATP) and Proofpoint Email Protection (PRO) plus
Targeted Attack Protection (TAP). This includes details about the fundamental differences and (in the case
of system requirements) similarities.

Understanding that information is critical to providing the context you need to consume comparisons
between ATP and PRO+TAP. There are significant differences in the approach, product design, and
business model, which result in corresponding differences in the elements compared in this document
(such as the evaluation process, setup experience, and performance).

Microsoft Proprietary and Confidential Information 11
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Microsoft Office 365 Advanced Threat
Protection (ATP)

Microsoft Office 365 Advanced Threat Protection (ATP), which is referred through the rest of this
document as Microsoft ATP, is built on top of Office 365. Before describing the two plans to select from,
first, here is a little bit of background about prior product offerings.

Products and Plans

Prior to Microsoft Office 365 ATP, there were two separate products:
e The original Microsoft ATP: Formerly, the ATP standalone product.
e Office 365 Threat Intelligence (TI): Formerly, the Tl standalone product.

Those two products are shown in the Feature availability across Advanced Threat Protection (ATP) plans
page on docs.microsoft.com.

In short, there are three plans to select from:
e Plan 1: Original ATP
e Plan 2: Plan 1 plus Tl

e Plan 3: Office 365 Enterprise E5 (includes all Office 365 ATP Plan 2 benefits and more).

Microsoft Proprietary and Confidential Information 12
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Design and Approach

Plan 1 and Plan 2 are designed to be added to your existing Office 365 subscription plan. Plan 3 is the
Office 365 Enterprise E5 plan, which is an Office 365 subscription that includes the Office 365 ATP Plan 2
benefits and more.

See them compared, with the corresponding features on the Get the right Office 365 Advanced Threat
Protection table.

This plan used for this comparison document is the Office 365 Advanced Threat Protection (Plan 2) plan.

Microsoft Proprietary and Confidential Information 13
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Proofpoint PRO+TAP

Proofpoint PRO+TAP is shorthand in this document for a combination of two third-party products among
several related Proofpoint products. As described in the Product Changes and Terminology sections, those
two products are Proofpoint Email Protection (PRO) and Proofpoint Targeted Attack Protection (TAP).

Products and Plans

Proofpoint products are listed on their partner sites (such as what's listed on the AdvancedThreatWorks
site, a Proofpoint authorized online reseller whose page was the first (as an ad) to appear in an Internet
search for Proofpoint Products). Comparing that list with what's listed on the Proofpoint site, on their
product line card, the two lists are different. What we list here is from the Proofpoint product line card.

Their suite of solutions spans email, social media, web, network and cloud—including Microsoft Office
365. The Proofpoint TAP product (that is the focus of this document) is one of the Advanced Threat
Protection products in the Proofpoint product suite.

Table 1: Proofpoint product table

Category Product

Email Protection

Email Fraud Defense 360

Internal Mail Defense

Essentials for Small Business

Targeted Attack Protection in Email

TAP lIsolation Personal Browsing Defense
TAP Isolation Personal Webmail Defense
TAP SaaS Defense

Advanced Threat Protection Threat Response

Threat Response Auto-Pull

Emerging Threats Intelligence

Emerging Threats Pro Ruleset

Premium Threat Information Service
Cloud Account Defense

Cloud App Security Broker

Data Discover

Email Protection

Cloud App Security

Information Protection Email DLP
Email Encryption

User Protection Phishing Simulation and Security Awareness
Training from Wombat Security

Digital Risk Protection Digital Risk Protection

Enterprise Archive

Enterprise Collaboration Archive
Archiving and Compliance E-Discovery and Analytics
Intelligent Supervision

Social Media Compliance

Microsoft Proprietary and Confidential Information 14
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Design and Approach

As the Proofpoint suite is a third-party product, it is not built on top of the Microsoft Office 365, nor can it
be added to your existing Office 365 plan. Proofpoint PRO+TAP is a gateway that is built and configured
for a customer organization based on specific information provided by the customer. Examples of that
customer information are:

e Number of email users: Need the number of email users (not the number of mailboxes).

e Mail volume report: Minimum of 30-day day-to-day mail volume report (can be pulled by an
Office 365 administrator).

(For more information, go to Details: Evaluating Proofpoint PRO+TAP and Details: Setting Up Office 365
ATP Plan 2.)

Microsoft Proprietary and Confidential Information 15
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System Requirements

Both products use a Software as a Service (SaaS) model. So, there are not hardware or software
requirements like there would be for desktop or mobile applications. Though neither company specifies
system requirements for the typical users or for admin users, all that is needed is simply an operating
system, browser, and Internet connection.

Microsoft Proprietary and Confidential Information 16



Microsoft Office 365 ATP and Proofpoint TAP Comparison Document

Executive Summary

This section briefly and concisely summarizes the results of the System Requirements, Comparisons and
User Scenarios, and other information in the following subsections:

e Comparison Table Summary: All of the comparison tables listed together, to see the full picture all
at once.

e Key Product Differences: The main product differences.

e Pros/Cons: The advantages and disadvantages of both products.

Microsoft Proprietary and Confidential Information 17
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Comparison Document

Comparison Table Summary

This section lists the comparison tables from all of the sections in the Comparisons and User Scenario
section (Pricing, Evaluation Experience, Dashboards and Reporting, Default Settings, and Quarantine

Experience) to see the full picture at a high level.
Pricing

Table 2: Pricing comparison table

Office 365 ATP Plan 2 Proofpoint PRO+TAP

Notes

FHRWKW | WRRKW

Microsoft: Though higher, the pricing is comparable
to the Proofpoint product. Microsoft does include
support, but not Premier support. The benefit of the
product is developed and supported by the same
company, the added benefit (that would otherwise be
a hidden cost) is theoretically, less back-and-forth
between companies in a support scenario.

But Microsoft pricing actually edges out Proofpoint for
233 or fewer users (see the next paragraphs about
Proofpoint).

Proofpoint: For 250 users, Proofpoint edges out
Microsoft by roughly $.33/user/month, which for a
large enterprise, over a longer period of time, could
make a significant difference.

But there is more to the story. In the first Proofpoint
pricing bracket (1-250), at 233 users, the Proofpoint
and Microsoft price are the same ($5.00/user/month).
For fewer than 233 users, the Microsoft price is less
than that of Proofpoint.

Evaluation Experience

Table 3: Ease of Evaluation table

Office 365 ATP Plan 2 Proofpoint PRO+TAP

Notes

FORWORW | WRRWW

Microsoft: Microsoft Office ATP Plan 2 design and
business model is quite different, and Currently, there
is no evaluation mode for Office 365 ATP where it
doesn’'t impact real users. With no Office 365 ATP
evaluation mode, there is nothing to compare to the
Proofpoint product.

Proofpoint: Due to the Proofpoint product design
and business model, their evaluation process is very
detailed, requiring extensive information from the
customer or client company. For details, go to
Evaluating Proofpoint TAP.

Microsoft Proprietary and Confidential Information
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Dashboards and Reporting

Table 4: Dashboards and Reporting comparison table

Comparison Document

Proofpoint Targeted Attack

Office 365 ATP Plan 2 Protection (TAP)

Notes

Ease of Access and Use Ease of Access and Use

) g  pAQXeke FRIKYT

Effectiveness of Dashboards Effectiveness of Dashboards
and Reporting and Reporting

FORIOIN FORHKT

There are two main elements to this
comparison: the ease of accessing and using
the dashboards and reporting and the
effectiveness of the dashboards and
reporting. These are examined separately
here and are given separate star ratings.
Ease of Access and Use:

e Microsoft: The Microsoft Ul uses a
completely different approach (see
Different Dashboard and Reporting
Approach) than Proofpoint, making
access and use more difficult. The
approach does not have the uniformity
and ease of their Proofpoint
counterparts, requiring the user to go to
an entirely different report when with
Proofpoint, it's a drill-down or different
view of tab of the same report.

e Proofpoint: The dashboard and reports
are thoughtfully designed and organized,
making deep analysis within a report just
a few clicks into the dashboard.

Effectiveness of dashboards and

reporting:

e Microsoft: While Microsoft has a longer
list of reports, Proofpoint includes report
data akin to Microsoft, just organized
differently (see prior ratings for ease of
access and use). Microsoft does provide
custom reports, but they lack an
Effectiveness Report and other key
reports that Proofpoint includes. (See
Dashboards and Reporting for Both
Products.)

e Proofpoint: Proofpoint is more effective
as a result of both dashboards and
reports design and because they provide
reports and views that Microsoft does
not. However, they do not include
custom reporting.

Microsoft Proprietary and Confidential Information
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Default Settings

Comparison Document

Table 5: Advanced threat protection default settings comparison table

Office 365 ATP Plan 2

Proofpoint Targeted Attack
Protection (TAP)

Notes

Ease of Changing Settings

FRRKR

Effectiveness of Default
Settings

) 97 0~ koA

Ease of Changing Settings

) 97 koA gks

Effectiveness of Default
Settings

TR

There are two main elements to this
comparison: the ease of changing settings
and the effectiveness of the default settings.
These are examined separately here and are
given separate star ratings.

Ease of Changing Settings:

e Microsoft: The Microsoft policy setting
Ul design is very easy to reach and get to
each policy, but once within each policy,
the approach differs from policy to
policy. There's an opportunity for
Microsoft to make the Ul across all of the
policies much more uniform.

e Proofpoint: Distributed throughout the
Proofpoint product, and the difficulty in
finding, enabling, or configuring the
settings, makes the process much more
difficult for the administrator.

Effectiveness of default settings:

e Microsoft: Microsoft errs on the side of
caution, putting phishing and spam
emails into the Junk Email folder by
default. While this is good for false
positives, it does create undue exposure
from true positives. Proofpoint defaults
don't seem to create enough of a
negative user experience for them to
change their approach (read on for more
about Proofpoint).

¢ Proofpoint: The Proofpoint approach to
defaults and quarantining (see the
Quarantine Experience section and the
quarantine settings for both products
throughout that section) are more
extreme than Microsoft. For example,
while Microsoft puts email in the Junk
Email folders (for phishing and spam),
Proofpoint puts them in a Quarantine
subfolder.

Microsoft Proprietary and Confidential Information
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Quarantine Experience

Table 6: Quarantine Experience comparison table

Comparison Document

Proofpoint Targeted Attack

Office 365 ATP Plan 2 Protection (TAP)

Notes

WKW FORAKT

Microsoft: The default behavior of ATP
makes it easier for a user to access false
positive emails and content (emails identified
as threats that are not threats). But, that ease
has a downside: real threats going to the
user's Junk Email folder, too. Effectiveness
outweighs ease of use in this case, since the
purpose of the product is to provide security.

Proofpoint: The default behavior of TAP errs
on the side of caution, putting all emails that
are a potential threat (including false
positives) in quarantine. While that makes
getting harmless emails from quarantine
more difficult, that does not seem to be an
issue as a use case, as Proofpoint provides
the user with a view and access to what is in
quarantine (depending on how restrictive the
security administrator makes the Quarantine
settings and Spam Detection Module
settings).

Microsoft Proprietary and Confidential Information
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Key Product Differences

This section focuses on the main differences in the products.

Comparison Document

The fundamental differences with the products, plans, design, and approach are in the Key Fundamentals
of Both Products section. The focus of this section is different, in that the key product differences detailed

here are the result of surfacing differences from comparing the two products.

As a result, the focus is on the comparisons and user scenarios: pricing, evaluation experience, dashboards
and reporting, default settings, and quarantine experience.

Table 7: Key product differences

Comparison
Pricing

Evaluation
Experience

Dashboards
and
Reporting

Office 365 ATP Plan 2
Cost tipping point: The prices for both products
are comparable. For less than 233 users, Microsoft
product is less expensive.

Price visibility: Microsoft is transparent with their
pricing, posting it clearly on their site (on the See

Pricing page).

Evaluation process: Microsoft does not have an
evaluation process that uses journaling (to
mitigate impact to a production environment).

Alternative: They do have a free trial for their
Office 365 E5 plan which contains Office 365 ATP
Plan 2, but that would need to be either set up
with the production environment or with a
separate domain and multiple accounts and an
Exchange infrastructure would need to be created
(like a test environment).

What they do not have that Proofpoint does:
They do have customer reports and Proofpoint
does not.

What they have that Proofpoint does not:
Microsoft has quite a few reports, but they do not
have some key reports that Proofpoint does (such
as effectiveness reports and login location
reports).

Usability: As described in Organizing and
Grouping Reports and Ease of Accessing
Dashboards and Reporting, the Microsoft design
and approach adds complexity and clicks for
accessing the dashboard and each report.

Microsoft Proprietary and Confidential Information

Proofpoint PRO+TAP
Cost tipping point: The prices for both
products are comparable. For more than 233
users, the Proofpoint product is less expensive.

Price visibility: Proofpoint is not transparent
with their pricing. It is not available on their site
and can only be estimated from one of their
account executives or partners.

Evaluation process: Proofpoint has an
evaluation process, but it is very detailed with
many steps (see Evaluating Proofpoint
PRO+TAP).

Requirements: It requires that they obtain
information from the prospective customer
(number of email users and a 30-day email
volume report) and they need the customer’s
Exchange administrator set up the Journal Rule
and associated Send Connector in the Office
365 Exchange Admin Console.

What they do not have that Microsoft does:
They do not have custom reports.

What they have the Microsoft does not:
Effectiveness reports and login location reports.

Usability: As described in Organizing and
Grouping Reports and Ease of Accessing
Dashboards and Reporting, the Proofpoint
design and approach simplifies access and
reduces the number of clicks for accessing the
dashboard and each report.
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Comparison
Default
Settings

Quarantine
Experience

Office 365 ATP Plan 2
Ease of Changing Settings: This is much easier
with ATP than with TAP. Microsoft does have
some improvement opportunities for making the
settings interface within each policy more uniform
across their six policy pages.

Effectiveness of default settings: One major
difficulty with the Microsoft default settings is that
they err on the side of making it easier on the user
to access false positive emails, but as a result, put
true positive emails (malicious emails) into the
Junk Email folder when they should be moved to
quarantine.

Quarantine default behavior: The default
behavior of ATP makes it easier for a user to
access false positive emails and content (emails
identified as threats that are not threats). But, that
ease has a downside: real threats going to the
user's Junk Email folder, too. Effectiveness
outweighs ease of use in this case, since the
purpose of the product is to provide security.
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Proofpoint PRO+TAP
Ease of Changing Settings: This is more
difficult with TAP than with ATP. Microsoft puts
their six policies and settings together in one
page. Finding and changing settings for ATP is
not as centralized.

Effectiveness of default settings: The
Proofpoint defaults err on the side of caution.
They quarantine by default. How difficult it is
for a user to remove an email from quarantine
depends on how restrictive the security
administrator makes the Quarantine settings
and Spam Detection Module settings).
Quarantine default behavior: The default
behavior of TAP errs on the side of caution,
putting all emails that are a potential threat
(including false positives) in quarantine. (See
the Quarantine Experience section and the
quarantine settings for both products
throughout that section.)

While that makes getting harmless emails from
quarantine more difficult, that does not seem
to be an issue as a use case, as Proofpoint
provides the user with a view and access to
what is in quarantine (depending on how
restrictive the security administrator makes the
Quarantine settings and Spam Detection
Module settings).
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Pros/Cons

This section ladders up all of the detailed comparisons and user scenarios, comparison tables, and key
product differences, to highlight the pros and cons (strengths and challenges) of both products.

Office 365 ATP Plan 2

Pros

o Documentation: Critical, but not analyzed deeply in this document, is the difference in product
documentation. The Microsoft product information is extensive at https://docs.microsoft.com,
which we link to throughout this comparison document. The Microsoft site is much easier to
search and to quickly find what you're looking for.

e Pricing: The pricing is competitive with Proofpoint PRO+TAP. Plus, Microsoft is very transparent
with their pricing.

o Dashboards and Reporting: Microsoft includes custom reporting and Proofpoint does not.

o Default Settings: Ease of changing settings: The Microsoft policy setting Ul design is very easy
to reach and get to each policy, but once within each policy, the approach differs from policy to

policy.

Microsoft Proprietary and Confidential Information
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Cons

Evaluation Experience: Microsoft does not have an evaluation process that uses journaling (to
mitigate impact to a production environment).

Dashboards and Reporting: While Microsoft has a longer list of reports, Proofpoint includes
report data akin to Microsoft, just organized differently (see prior ratings for ease of access and
use). Microsoft does provide custom reports, but they lack an Effectiveness Report and other key
reports that Proofpoint includes. (See Dashboards and Reporting for Both Products.)

o Proofpoint gathers reports in the dashboard with a drill-down and ladder-up approach,
putting a lot of useful information in a single dashboard report, with the ability to click
each element for more details.

o The Microsoft tile approach (while showing an active thumbnail of the reports, requires
clicking the tile to get to the actual report.

Default Settings: Ease of changing settings: There's an opportunity for Microsoft to make the
Ul across all of the policies much more uniform. The following are a few examples:

o Default ATP Anti-Phishing policy settings: A default policy is active/enabled, but not
visible. You must click Default policy to view the default policy. (See Default ATP Anti-
Phishing Settings for details.)

o Default ATP Safe Attachments policy settings: There is no hidden enabled default
policy. There is no protection enabled by default. Plus, if you want to create a policy, the
Ul is completely different (a plus sign instead of clicking Create). The user must create a
policy. (See Default ATP Safe Attachments Settings for details.)

o Default ATP Safe Links policy settings: For this policy, there is a default policy, and it's
listed for Policies that apply to the entire organization. There is no default policy for
specific recipients. (See Default ATP Safe Links Settings for details.)

o Default Anti-Spam policy settings: For this policy, there is a default policy, but not in a
list of policies. (See Default Anti-Spam Settings for details.)

o Default DKIM policy settings: For this policy, there is a default policy in a list, but it is
empty. (See Default DKIM (DomainKeys Identified Mail) Settings for details.)

o Default Anti-Malware policy settings: For this policy, the default policy is listed and
shown as enabled in a list, and to the right, that policy’'s settings are shown. (See Default
Anti-Malware Settings for more details.)

Default Settings: Effectiveness of default settings: One major difficulty with the Microsoft
default settings is that they err on the side of making it easier on the user to access false positive
emails, but as a result, put true positive emails (malicious emails) into the Junk Email folder when
they should be moved to quarantine.

Quarantine default behavior: The default behavior of ATP makes it easier for a user to access
false positive emails and content (emails identified as threats that are not threats). But, that ease
has a downside: real threats going to the user's Junk Email folder, too. Effectiveness outweighs
ease of use in this case, since the purpose of the product is to provide security.
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Proofpoint PRO+TAP

Pros

Cons

Pricing: The pricing is competitive with Proofpoint PRO+TAP.

Evaluation Experience: This is listed as a Pro for Proofpoint, because they do have an evaluation
process. Though, due to the Proofpoint product design and business model, their evaluation
process is very detailed, requiring extensive information from the customer or client company. For
details, go to Evaluating Proofpoint TAP.

Dashboards and Reporting: The dashboard and report are thoughtfully designed and organized,
making deep analysis within a report just a few clicks into the dashboard. Proofpoint is more
effective as a result of both dashboards and reports design and because they provide reports and
views that Microsoft does not.

Proofpoint gathers reports in the dashboard with a drill-down and ladder-up approach, putting a
lot of useful information in a single dashboard report, with the ability to click each element for
more details.

Default Settings: Effectiveness of default settings: The Proofpoint defaults err on the side of
caution. They quarantine by default. How difficult it is for a user to remove an email from
quarantine depends on how restrictive the security administrator makes the Quarantine settings
and Spam Detection Module settings).

Quarantine default behavior: The default behavior of TAP errs on the side of caution, putting all
emails that are a potential threat (including false positives) in quarantine. (See the Quarantine
Experience section and the quarantine settings for both products throughout that section.)

While that makes getting harmless emails from quarantine more difficult, that does not seem to
be an issue as a use case, as Proofpoint provides the user with a view and access to what is in
quarantine (depending on how restrictive the security administrator makes the Quarantine
settings and Spam Detection Module settings).

Documentation: Critical, but not analyzed deeply in this document, is the difference in product
documentation. Proofpoint documentation has some limitations.

o Communication and engagement model: The Proofpoint communication model starts
with contacting them for information or for a trial/POC product version (see Evaluation
Experience for more details). While it is fairly easy and relatively quick to request
information from the Proofpoint account executive, it is sometimes several days before
you receive a response.

o Areas of their site: Their site contains a combination of the following areas: Resource
Library, Blogs, Webinars, and their Threat Center.
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o Resource Library: Of those four, you can access product information from the Resource
Library by using their search boxes, where you can perform a text search, narrow the
results down by solution, and/or narrow them down by type. While the results are a

variety of item types, such as the following:

All Resource Types
Analyst Report
Awareness Material

White Paper

Data Sheet
Infographic
Podcast
Solution Brief
Threat Report
Training Module
Video

Webinar

o The Microsoft site is much easier to search and to quickly find what you're looking for.

o The Microsoft product information is extensive at https://docs.microsoft.com, which we

link to throughout this comparison document.

e Pricing: Proofpoint is not transparent with their pricing. It is not available on their site and can

only be estimated from one of their account executives or partners.

o Dashboards and Reporting: Proofpoint does not include custom reporting.

o Default Settings: Ease of Changing Settings: This is more difficult with TAP than with ATP.
Microsoft puts their six policies and settings together in one page. Finding and changing settings

for ATP is not as centralized.
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Comparisons and User
SCenarios

This section contains side-by-side comparisons of both products across the following features and user
scenarios:

e Pricing

e Evaluation Experience

e Dashboards and Reporting
e Default Settings

e Quarantine Experience
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About the Change in Focus for this
Document

For completeness, this brief section describes the original scope and intent for this document, and how it
organically changed. Originally, the document focus included Evaluation Experience, Setup Experience,
Performance, Default Settings, Dashboards, and Reporting.

The factors in this organic change were:

e Needs for testing and evaluation
e Increased depth of product information discovery
e Issues with trial product availability and implementation

All of these factors led to the need to add some evaluation and comparison criteria, combine some, and
remove others.

What was added:

e Pricing
e Quarantine Experience

What was combined:

e Dashboards
e Reporting

What was removed:

e Setup Experience
e Performance
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Pricing
Comparison Table

Table 8: Pricing comparison table

Comparison Document

Office 365 ATP Plan 2 Proofpoint PRO+TAP

Notes

KRKHW | WKW

Microsoft: Though higher, the pricing is comparable
to the Proofpoint product. Microsoft does include
support, but not Premier support. The benefit of the
product is developed and supported by the same
company, the added benefit (that would otherwise be
a hidden cost) is theoretically, less back-and-forth
between companies in a support scenario.

But Microsoft pricing actually edges out Proofpoint for
233 or fewer users (see the next paragraphs about
Proofpoint).

Proofpoint: For 250 users, Proofpoint edges out
Microsoft by roughly $.33/user/month, which for a
large enterprise, over a longer period of time, could
make a significant difference.

But there is more to the story. In the first Proofpoint
pricing bracket (1-250), at 233 users, the Proofpoint
and Microsoft price are the same ($5.00/user/month).
For fewer than 233 users, the Microsoft price is less
than that of Proofpoint.

Office 365 ATP Plan 2

The pricing for all of the Microsoft products are on the See Pricing page. Specifically, the price for Office

365 ATP Plan 2 is in the following table.

Microsoft can make price discounts/reductions in competitive situations.

Support is included (can open a support ticket with desktop support), but not Premier support.

Table 9: Microsoft Office 365 ATP Plan 2 pricing

Price Notes

$5.00/user/month

(annual commitment) Includes:

Includes all Office 365 ATP Plan 1 benefits and more.

e Configuration, protection, and detection
e Automation, investigation, remediation, and education
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Proofpoint PRO+TAP

They do have other tiers than are listed here, but those tiers and pricing were not available to the author
as of this writing. They are able to get pretty aggressive when it comes to discounts when more solutions

are being added.

The pricing for Proofpoint PRO+TAP is listed in the following table.

Table 10: Proofpoint PRO+TAP pricing

Price Notes

$14,000 (estimated, For the 1-250 user price bracket. Is for a one-year contract.
after tax) Support is included. Unclear if updates are included.
$22,000 (estimated, For the 250+ user price bracket. Is for a one-year contract.
after tax) Support is included. Unclear if updates are included.

Note: Calculating from the Proofpoint price brackets to match the Microsoft pricing

approach, the two products’ pricing align very closely:

Proofpoint $14,000 for 1-250 users = $4.67/user/month (minimum; for fewer users, it
® increases)

The upper end of the next price bracket was not available, so it us unknown how much the
$/user/month would be for that bracket.

Microsoft Proprietary and Confidential Information 31



Microsoft Office 365 ATP and Proofpoint TAP

Evaluation Experience

This section compares how easy it is to evaluate each product.

Comparison Table

Table 11: Ease of Evaluation table

Comparison Document

Office 365 ATP Plan 2 Proofpoint PRO+TAP

Notes

PO | RO

Microsoft: Microsoft Office ATP Plan 2 design and
business model is quite different, and Currently, there
is no evaluation mode for Office 365 ATP where it
doesn’'t impact real users. With no Office 365 ATP
evaluation mode, there is nothing to compare to the
Proofpoint product.

Proofpoint: Due to the Proofpoint product design
and business model, their evaluation process is very
detailed, requiring extensive information from the
customer or client company. For details, go to
Evaluating Proofpoint TAP.
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Evaluating Office 365 ATP Plan 2

Currently, there is no evaluation mode for Office 365 ATP where it doesn’t impact real users. (Proofpoint
uses a journaling approach.) With no Office 365 ATP evaluation mode, there is nothing to compare to the
Proofpoint product.

Evaluating Proofpoint PRO+TAP

The evaluation process for Proofpoint TAP required the following steps. There are multiple ways of
initiating contact with Proofpoint, and regardless of the approach, you achieve the same result. For
completeness, both initial processes are listed, followed by how the process continues.

Note: In the Appendix, there is a copy of the main steps in this section, but instead of the
screen captures, the actual emails are imbedded.

Initiating contact with Proofpoint: Approach 1 of 2
Table 12: Evaluation steps (approach 1 of 2) table
Step Details

1. Go to the Proofpoint Targeted
Attack Protection page of the
Proofpoint site.

2. In the lower right-hand corner

of the browser window, click
the bot icon.

3. The bot will ask, Welcome to
Proofpoint! How can we help
you today?

Click Product Information.

4. The bot will state, Please
provide your email below to
allow us to better assist you.

Enter your email address.
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Initiating contact with Proofpoint: Approach 2 of 2

Table 13: Evaluation steps (approach 2 of 2) table

Step

1. Go to the Proofpoint Targeted

Attack Protection page of the
Proofpoint site.

2. Near the bottom of the page,
click GET PROTECTED to start
a free trial.

3. Enter the required (fields with
asterisks) information, then.

4. Click SUBMIT.
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Start with a Free Proofpoint Trial

You'll get a full report outlining your security vulnerabilities 1o help you lake immediate action to better
protect your company agains! cyber atlacks

Our cybersecurity experts will meet with you to assess your environment and identify your threat risk
axposure. Then, within 24 hours and minimal configuration, we'll deploy our solutions for 30 days so
you can experience our lechnology in action

Qur solutions are specifically designed to give you

+ Industry-leading efficacy against malware and non-malware threats
+ Prevention against email fraud and ransomware
- An enterprise security platform for email, social and mobile communications

Fill out this form to request a mesting with our cybersecurity experts.

First Name *

Last Name *

Business Email *

Company Name *

Job Title *

Phone Number *

Country *

jou can opl-oult of sl marketiog

SUBMIT

i you prefer
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Communicating with Proofpoint: The process continues

Regardless of which of the two methods you use, the process continues with the following steps.

Table 14: Evaluation steps (continued process) table

Step

5. You will receive an email from
a Proofpoint contact.

6. Respond, describing your
request to evaluate Proofpoint
TAP.

7. The account rep will respond
to you with a list of questions
so that they can route you to
the appropriate account rep
for your region and industry.

8. The Proofpoint contact might
follow up with additional
questions (such as the those
listed in the Details column).
Respond to the questions.

Microsoft Proprietary and Confidential Information

Details

7 - Message (HTML)
fle  Message Help  Acrobat @ Tell me what you want to do
T = = Mt 0 o 1 EE xHh POrnd 3| 0O
O &5 53=- g M B Mm% N Q
- - D @ onehiote [ Related -
Pyrrs Archive | Reply Reply Fomeard Protect | Move Categorize Follow | Transiate Read | Zoom
Al B2 Mare » - + [BActions - - Up~ = [ Sebect Aloud
Deiete Respond Protecion Mo Tos 5 Eating speeen | Zoom
Re: Welcome to Proofpoint! How can we help you today?
€ Reply | Reply Al —3 Forward
Mo
. . a o
Hellol Thanks for contacting Proofpointl What product info can | help you with today?
. W from Proofpaint
On Mon, May 20, 2018 at 04:17 PM, "Operator” 1t Bafcsed13af1.intercom-mail com> wrote
Please provide your email below to allow us o better assist you.
Thanks! A member of our team will be with you as soon as possible.
©On Mon, May 20, 2019 at 04:17 PM, "l i— —— S— - wrole
Product Information
On Mon, May 20, 2019 at 04:17 PM, "Operator” gagceed13aH in il.com> wrote:
Welcome to Proofpoint! How can we help you today?

File Message  Help  Acrobat Q' Tell me what you want to do

b= - Y ol

Delete Respond Piotedtion Quidk Steps al Mow Tags nl o Edit

Re: Welcome to Proofpoint! How can we help you today?

€ Reply | %) Reply il

P Srararn ‘ T ? RIS WA Cowme

Thanks for that reply/info. | can have one of our account reps that cover your region/industry contact you back ta discuss our solutions, help you set up a demo,
talk pricing, and answer any questions you have.

Please provide answers 1o the following questions 5o | can determine the account rep that covers your region/industry (bare minimum we need answers to the
BOLD items listed below):

+ Whats your full name?

+ Whatis your phone number?

«  How many usersimailboxes do you have?

+  Which solution(s) are you interested in? - email protection, archiving, social protection, security awareness (phishing simulated) training, etc

« What is your companylorganization name?

+ Where is the company headquarters located?

« What is your current solution(s)?

« What is your ime frame for evaluation?

. W from Proofpoint

Are you wanting to evaluate to be able to understand it for resell?
Or are you wanting to purchase internally?
Are you an MSP ?
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Step

9. The Proofpoint contact will
then respond to you, and then
they will create a separate
email thread, introducing you
to the account rep.
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Deiete Respona rotection move g 5 Eaiting speeen | zoom

Proofpoint Follow Up
€ Reply | % ReplyAl 3 Forward
eplied o this message on S21/2018 105 PAL
: 2 3 . P - . , [ o [

Thanks again for taking the time to reply with your informatian. | have reached out to the rep best suited for your company, and passed along the details you provided

Your rep's name Is. I have ec'd him on this email, and have also included his contact info below. He should be reaching oul te you shortly

@proofpoint.com
Please advise if you need anything further from me.
Thanks,

-
Marketing Response/Business Development
o

E @gproofpoint com
proofpoint
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Step

10. The account rep will email you
to ask about scheduling a brief
30-minute discovery call and
to schedule a 60-minute
demonstration.

11. If you respond that you'd like
to have both a discovery call
and a demonstration, the
account rep will schedule the
discovery call.
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From: @proofpoint.com»
Sent: Tuesday, May 21, 2019 1:17 PM
To:

Subject: RE: Proofpaint Follow Up
Importance: High

Thank you for the introduction, Whitney.
Hi
Pleasure to meet you via email.

Let me know what days and times will work best for you ta hop on a quick call.

Best,
| Account Executive
Proafpoint, Inc
o
I
EM oroapoint com

proofpoint.
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From:
Sent: Tussday, May 21, 2019 3:01 PM
To:

Subject: RE: Proafpaint Fallow up
Importance: High

understood.

1 can hop n a quick call with you and I today at 4pm. Shouldn't take more than 15 minutes.
In regards to a demo call - The earliest avalability my SE and | have this week would be Thursday at 10am PST.
Wil that work for you?

1 Account Execulive

Proafpoint, inc.

o

M

EW \@prontpaint com

proofpoint.
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12.

13.

Then, the account rep will
schedule and send you an
invitation to the
demonstration, using Zoom.
The demonstration will include
you, the account rep, and a
Proofpoint SE.

In the discovery call, the
account rep will answer your
questions and will also ask you
for some very specific
information. Without that
information, they will not
create a proof of concept
(POC) environment for you to
try out and evaluate their
product. The information they
need is:

Number of email users: Need
the number of the customer
company'’s email users (not the
number of mailboxes).

Mail volume report:
Minimum of 30-day day-to-
day mail volume report (can be
pulled by an Office 365
administrator).

Action request: They usually
ask this later in the process,
but they will ask that the
customer’s Exchange
administrator be prepared to
set up the Journal Rule and
associated Send Connector in
the Office 365 Exchange
Admin Console.

If you ask about pricing, they will
ask if you have a preferred reseller.
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- PROfTAP Demo

Joinfram PE, Mase, 05 or Androi: itps: peretpaint 5

O join by phcee:

w

O Mobike Brone coe-tap:

From:

Sent: Tuesday, May 21, 2019 5:00 PM

To:

‘Subject: Proofpoint Targeted Attack Protection (TAP) Evaluation

H
1 wanted to send you a quick recap of the session | had with , the account executive at Proofpoint. The short story Is that even getting a proof of concept (POC)

of the solution for me to perform an eval alot dlicki d installing. We knew that from what d learned from my initial research of
their product, and what 'd said to you and emaled to about, but | was able to shed some more light on it.

They don't provide a production solution to us, because we'd need to go through a partner for that, and it would be a full-on gateway implementation which would be
‘examining real production email traffic.

That said, this is what they need to bring us forward with a POC of the solution for the evaluation:
+ What Proofpoint needs from us:
& Number of email users: Need the number of ‘email users (not the number of mailboxes).
© Mail volume report: Minimum of 30-day day-to-day mail volume report (can be pulled by an Office 365 administrator).
* Proof of concept (POC): After they receive the number of users and the mail volume report, they begin the process for spinning up a cluster for the POC.
o Takes the SE 3-5 business days to get the cluster spun up.
©  Whenit's spun up, then they can do the implement the POC for the evaluation.

+ Demo: The demo can occur at any time, regardiess of the prior information. (It's currently scheduled for Thursday 05/23 at 10:00 AM PDT.)

d very much fike to sync with you tomorrow morning about this, because of what | learned from
our Proofpoint Check-In session with tomorrow afteroon.

and what they need. | look forward to discussing this with you prior to

Appreciatively,

000

Fie  Message Help  Acobat @ Tell me what you want to do
= = = Meetin M & 1 BE xk Ofind )
5§ 4 Ejm. 8 O WOnetiote - 2o A
Rk Archive | Reply Reply Forward Protect | Move Categorize Follow | Translate Read | Zoom
S Al ) More - z « [BActions- ST I Seect= | Adoud
Deiete Respend Pratection. Wore Tgs " Editing speech | Zoom ~

RE: Proofpoint Targeted Attack Protection (TAP) Evaluation

€3 Reply | %) Reply AN

zage was sent with High impartance.

¥'m marking this 35 urgent, so that it pops out In your inbax, because 'd like to sync with you today about my recap, If you're able. Just a few other thoughts.
* Reseller; also asked if we had a reseller and a specific contact with a reseller, for if/when this becomes a purchase. | said that | didn't know, and that 'd reach out
to you. | tald him that my scope was entirely an evaluation. Based on the recap in my original post to this thread, I'm concerned about the direction it's going and the
corresponding timeline.

*  Ease of evaluation in the evaluation: Part of the evaluation is how easy each product i to evaluate, and for that saction, the Proofpoint process thus far is making clear
wehat that information will look like for their Targeted Attack Protection (TAP) product.
Ve like to sync up with you before we sync with this afternaon. | might text you on your cell phone to find out when you'd be available.

Appreciatively,

38



Microsoft Office 365 ATP and Proofpoint TAP

Step

14. Then (typically the next day),
you'll receive an email offering
you the opportunity to
download their 2018 User Risk
Report.
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Microsoft Office 365 ATP and Proofpoint TAP

Step

15. In this instance, we sent them
questions prior to the
demonstration, which they
gleefully accepted. (as well as
anytime later). You can ask
them to record the
demonstration and share the
recording. Also ask them for
their SLA.

16. They performed the
demonstration, introduced by
the account rep, then the SE
demonstrated the product and
responded to the emailed
questions, then the account
rep finished up the session.
They were diligent about
answering all of the questions
and invited us to send more or
reach out to them, if needed.
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Details

Comparison Document

Fraend
St Wy, May 2, 2648 337 P
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. o schion lans o vou have?
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Damonsirasions:
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Reparting upuard sed outvard,
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i dasraand, o matric 1o st e s
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© s prdcsity st
Wt o wrpainnce ook et
5 e s o ks?

e —

7 What i your rocess for ti, and wht the SUA s arcund amall defirery?

Acrobat  Q Tellm

Fle  Message  Help

confirming that you'll record t, ©
Have a great evening!
Appreciatively,
From:
sent: wednesday, May 22, 2019 3:52 P
To:
subject: RE: -PRO/TAP Demo
Afternoon
Thank you for the st
Weell be sure to take alock at it and address all of your questions on o
Hope you have a great rest of your day.
Best,

1 Accouet Execuve

Proofpomt, inc.
o

"
e

proofpoint.

=iE=E B )| Q
o | S e A Resd | Zoom
R R B Actions o
et o spereh | zoom R
RE - PRO/TAP Demo
Reply | 4 Reply st | > Fomard

You're more than welame, and thank you for your quick response and the quick phane call just moments aga. We're loaking forward to the dem, and thank you for

ur call tomorrem,

See the Proofpoint PRO+TAP References section for the link to the

Recorded Proofpoint Demon

stration and other supporting materials.)
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Step

17. The account rep will send you
a recording of the
demonstration if you
requested it. In this instance,
we requested their SLA, which
they also sent. All files that the
account rep sends to you will
be through their secure portal.
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Details

- PRO/TAP Demo - Message (HTML)

File Message  Help  Acrobat @ Tell me what you want to do

wowe [ 5 |55 [ B | ) |9 B20e (2 B M

OneNote
R dunk= Archive | Reply Reply Forward Protect | Move 2 8 Categorize Follow
Al T More » - - [BActions - Up~
Delete Respand Protection Move Tags w
- PRO/TAP Demo
I via Proofpoint <SecureShareAdmin@proofpoint.com>
To
(D You repled to this message on 5/23/2018 12:16 P,
R R e R s [ 7
FILE(S) MB DAY'S UNTIL
59.4%. 180w

has invited you to a new Secure Share

Message from

You have been invited to share files with

Hey .

It was great speaking with you today and thanks
again for joining the call.

I7ve attached the recording of our demo to this
cmail as well as the anonymized PoC zesults against
Microsoft ATP and a copy of our SLA. I had to send
it through our Secure Share solution because the
video file was too lazge.

I look forward to getting setup
with the evaluation and I’11 keep an eye out for
the information we need from your end to get it up
and running.

If any questions come up feel free to reach out as
I’m more than happy to answer them for you.

Best,

Shared Files:

-PRO TAP

POC Results- 400 users-Microsoft PNG
Demo zip

POC Results 400 users.ATP. PG PTOOIDOINt SLA - General Terms Hosted

Services.PDF
Go to Secure Share

rowered Bv proofpoint”

Comparison Document

k% S Find A))

ARelated -

Translate Read
[> Select~ Aloud
Editing speesn

S Reply | 4 ReplyAll

Zoom

Zoom

— Forward

Thu 5/23/2019 11:50 AM

'E

pdf

Proofpoint SLA -
General Terms Hoste
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Step

Office 365 ATP and Proofpoint TAP

18. In the demonstration, the

account manager will offer to
send you the following
information. If you say yes,
they will send these two items
with anything else you might
have requested:

= Advanced Threat
Detection Summary:
Their data sheet of the
difference between what
Proofpoint captured that
Microsoft ATP did not.

= Message Quarantine
Results: Their data sheet
of the difference between
what Proofpoint
quarantined that Microsoft
ATP did not.

19. The account rep will follow up
after the demonstration,
asking if they can reach out to
a reseller on your behalf, to
get you pricing information.
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Details

Advanced Threat Results

Advanced Threat Detection Summary

Advanced Threat Results

Message Quarantine

Comparison Document

Threst Messariss
Mozssiges with Malicionss URLs
(phishing & malwase)

Messiages with Maliios Atiachments.
(presning & matware)

Total Messages.

= Data representing January 26 to February 20, 2018
= Messages that passed Micrasoft and identified malicious by Procfpaint

= 1.518 (93.2%) were proactively detected and would be blocked in production

= 73 had URL's that would have been rewritten and delivered

= 24 contained attachments that would have been delivered. but cleaned up by TRAP

Annualized

[ 25 Day Results

Matwara + Phish

‘Spam + Aduft

Bulk (Grey Mail)

Total Messagss

= Data representing January 26 to February 20, 2018
= Messages that passed Microsoft and identified as unwanted by Proofpoint

= Separate quarantine folders allow for granular policy control

proofpoint

Proofpoint, Inc.
o

M
En

Subject: RE:

Hi

File  Message
] & @@Mgw

A hone Rk Fort

You're very welcome,

We try to be as quick as possible!

S| Account Executive

proofpoint.

From: . [ro——
Sent: Thursday, May 23, 2019 12:16 PM
To: -

Wow, that was fast! Thank you and
the my evaluation, which 'm stillin the early stages of drafting. Thank you ﬁxywv patmand support while | gather
draft my document.

Appreciatively,

. 000

Acrobst Q) Tell me what you want to do

~ B8 x$H Pfind )
a Ek‘ mow. [5=] A Related - A)l
Protect Categorize Follow | Transiste Read
&4 Mo . Em - Up+ « I3 Select~ Aloud
Respond Protedion Move Toas n Editing Speeeh
- PRO/TAP Demo
© Reply | € Repiyan

(D s message was sent wan High importance

Would you like for me to connect you with a reseller so we can work on some pricing?

- -

- PRO/TAP Demo

files you'd

50 much for

> Forwsrd

Tha /23/2019 1223

0

the demo. Al of this will definitely be helpful with

™

Before | responded to you, | wanted to make sure that | could successfully download and open allof the files, and | sure could. Your secure portal is fast!

There was a lot for me to consume from the demo, so after | look through my notes, the recording, and the files some more (like we'd talked about this morning) Il likely have
more questions from my original list, and might even have a few more. Thank you for being a resource for me as | work through some of those detalls; | ook forward to
following up with you about them when 1 get to that point.
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Microsoft Office 365 ATP and Proofpoint TAP Comparison Document

Dashboards and Reporting

This section compares the dashboards and reporting of each product.
e How do the dashboards and reports compare between the two products?

e What tools/reports are available for automated and manual threat investigation? What does that
process look like?

e How can customers see if the product is working and effective? What reports are available, how
often are they delivered?

e How can users and security administrators report suspicious content?
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Comparison Table

Table 15: Dashboards and Reporting comparison table

Comparison Document

Office 365 ATP Plan 2

Proofpoint Targeted Attack
Protection (TAP)

Notes

Ease of Access and Use

)9  gAQA QXS

Effectiveness of Dashboards
and Reporting

FORIOIN

Ease of Access and Use

FORRKW

Effectiveness of Dashboards
and Reporting

TR KKK

There are two main elements to this
comparison: the ease of accessing and using
the dashboards and reporting and the
effectiveness of the dashboards and
reporting. These are examined separately
here and are given separate star ratings.
Ease of Access and Use:

e Microsoft: The Microsoft Ul uses a
completely different approach (see
Different Dashboard and Reporting
Approach) than Proofpoint, making
access and use more difficult. The
approach does not have the uniformity
and ease of their Proofpoint
counterparts, requiring the user to go to
an entirely different report when with
Proofpoint, it's a drill-down or different
view of tab of the same report.

e Proofpoint: The dashboard and reports
are thoughtfully designed and organized,
making deep analysis within a report just
a few clicks into the dashboard.

Effectiveness of dashboards and

reporting:

e Microsoft: While Microsoft has a longer
list of reports, Proofpoint includes report
data akin to Microsoft, just organized
differently (see prior ratings for ease of
access and use). Microsoft does provide
custom reports, but they lack an
Effectiveness Report and other key
reports that Proofpoint includes. (See
Dashboards and Reporting for Both
Products.)

e Proofpoint: Proofpoint is more effective
as a result of both dashboards and
reports design and because they provide
reports and views that Microsoft does
not. However, they do not include
custom reporting.

Microsoft Proprietary and Confidential Information
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Microsoft Office 365 ATP and Proofpoint TAP Comparison Document

Different Dashboard and Reporting Approach

The two products have vastly different approaches to their dashboards and reporting, which is detailed
further in this section. In short, Microsoft uses a provides fewer initial selections (Dashboard and
Explorer) so the user must click down further to find data that's available higher up in the Proofpoint Ul
These differences and more are detailed further in this section.

Organizing and Grouping Reports
Office 365 ATP: The Microsoft tile approach (while showing an active thumbnail of the reports, requires
clicking the tile to get to the actual report.

Proofpoint TAP: Proofpoint gathers reports in the dashboard with a drill-down and ladder-up approach,
putting a lot of useful information in a single dashboard report, with the ability to click each element for
more details. In some cases (as shown in Dashboards and Reporting for Both Products) one Proofpoint
TAP report shows what's in four Microsoft reports.

Microsoft Proprietary and Confidential Information 45



Microsoft Office 365 ATP and Proofpoint TAP

Ease of Accessing Dashboards and Reporting

Comparison Document

Here you can clearly see the difference in the first two clicks, and how the two products structure and

group the reporting, and present the data.

Table 16: Accessing and using the reports for both products

No Clicks First Click

Second Click

Microsoft Microsoft

A& Threat management

Dashboard

Investigations

Explorer

Attack simulator

Review

Policy

Threat tracker

Proofpoint Proofpoint
Already in the Already in a report (Threat list).
dashboard. - ;

Microsoft Proprietary and Confidential Information

Microsoft

Not yet viewing an actual report.

Proofpoint

Inside the next level of report, able to do deeper
analysis, or filtering for further details.
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Dashboards and Reporting for Both Products

The dashboard and reporting are extensive for both products, so the following table lists both dashboards
and reports for both products, to help highlight the similarities and differences. Each type of dashboard or
report type is listed, along with the ones provided by each product, to show which ones align with which,
and where there are no reports that align. For further details, go to the Threats, Effectiveness Report,
Login Locations, People-Centric Report, and Custom Reports sections.

Comparison Document

Table 17: Dashboards and reports for both products

Type of Report or Office 365 ATP Plan 2 Proofpoint PRO+TAP Notes

Dashboard
Threat Protection Status Microsoft offers multiple
report separate threat reports,
ATP File Types report while Proofpoint provides
ATP Message Disposition the ability to see multiple

Threats report Threats (Threat list and views and different

Effectiveness Report

Login Locations

Threat Explorer (and Forensic Report)
real-time detections)

Email security reports

None. Custom Reports
only.

Effectiveness Report

None Login Locations

Microsoft Proprietary and Confidential Information

information within the
same reports (Threat list
and Forensic Report). See
further detail in the Threats
section.

As of this writing, there are
no Microsoft ATP
effectiveness reports. The
custom reports (created by
the user using PowerShell)
are a start at effectiveness
reports.

There appears to be no
Microsoft analog to the
Proofpoint Login Locations
report.
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Type of Report or Office 365 ATP Plan 2

Dashboard

Proofpoint PRO+TAP Notes

Microsoft: The Microsoft
Top Senders and Recipients
report gives the ability to
use the Show data for list
to select whether to view
data for top senders,
receivers, spam recipients,
and malware recipients.
You can also see who
received malware that was
detected by Exchange

Top Senders and
Recipients report

People report

People-Centric Report
(Opportunity for Security
and Awareness Training)

Custom Reports

ATP Safe Links URL
trace (This is a report
you generate by using
PowerShell.)

EOP and ATP results
(This is a custom report
you generate by using
PowerShell.)

EOP and ATP
detections (This is a
custom report you
generate by using
PowerShell.)

Microsoft Proprietary and Confidential Information

No custom report, but the
Effectiveness Report
contains this kind of
information.

No custom report, but the
Effectiveness Report
contains this information.

No custom report, but the
Effectiveness Report
contains this information.

Online Protection.
Proofpoint: The
Proofpoint People report of
All Users, All Threats, and
Any Exposure details
specific learning
opportunities for users and
user groups.

Microsoft: In the
combination of these three
custom reports, Microsoft
assembles something akin
to an effectiveness report
(like the Proofpoint
Effectiveness Report).
Proofpoint: As of this
writing, there is no
capability for generating
custom reports. However,
the Proofpoint TAP product
has this kind of information
in the Effectiveness Report.
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Automated and Manual Threat Investigation

Within dashboards and reporting, what automated and
manual threat investigation tools do both products have?
Neither product identifies threats before they occur, though
Proofpoint does have a separate product, Threat Response
Auto-Pull (TRAP) to contain, quarantine, and clean up
malicious email before users have a chance to open it.

So, starting with the existence of the threat, threat
investigation (as approached by these products) is part of a
cyclic process.

The following table details this functionality for both
products.

Comparison Document

Security

Awareness el
L Threats
Training
Analyze Address
Effectiveness Threats

Table 18: Automated and manual threat investigation and hunting

Stage in the | Office 365 ATP Plan 2 Proofpoint PRO+TAP Notes
Cycle
Identify e Threat Protection e Login Locations Automatic / Manual: Both product dashboards and
Threats Status report e Threat reporting gather threat data in real time, automatically.
e ATP File Types report | e Forensic Report Microsoft: A variety of reports to view specific threat
e ATP Message types.
Disposition report Proofpoint: Small number of reports providing the ability
e Threat Explorer (and to view multiple alert types at once and can click down
real-time detections) into more detail.
e Email security reports
Address e Pulsing e Pulsing Automatic / Manual: Both product dashboards provide
Threats e Sandboxing e Sandboxing threat information, with settings that automatically
e Quarantining e Quarantining address known threats based on the product settings (see
Default Settings).
Microsoft: Ability to use the existing reports to take
action on specific threats. Sandboxing and quarantining
are used, but differently than Proofpoint. See Quarantine
Experience for more details.
Proofpoint: Using the reports to identify and take action
on pulsing URL threats and uses sandboxing and
quarantining. See Quarantine Experience for more details.
Analyze None Effectiveness Reports Automatic / Manual: Both product dashboards provide

Effectiveness

Microsoft Proprietary and Confidential Information

threat information, with settings that automatically
address known threats based on the product settings (see
Default Settings), while also providing the capability to
manually address threats.

Microsoft: As mentioned, Microsoft has no pre-built
effectiveness reports, but has custom reports that are a
start at them.

Proofpoint: Using Proofpoint’s Effectiveness reports, you
can validate the impact of the product. For further
information, see Effectiveness Reports.
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Threats
The following is a side-by-side comparison table of the threat reports for both products.

Microsoft offers multiple separate threat reports, while Proofpoint provides the ability to see multiple
views and different information within the same reports (Threat list and Forensic Report).

Table 19: Threat dashboards and reports for both products

Office 365 ATP Plan 2 Proofpoint PRO+TAP
Threat Protection Status report Threats (Threat list and Forensic Report)
Home > Dashboard » SeportViewsr - Security & Complsnc The first view in Proofpoint TAP is the THREATS tab,
Threat protection status listing all the threats discovered by TAP. Within that
rodsnorl sy s o e R e A A tab are four other tabs or views:

 Fiers

e ALL THREATS
Totd O Emel mabware Emasl ghish O Comtent mabware [ ] HIGHLIGHTED

e AT RISK
: A e IMPACTED
o/—o—_o_o\o//o————o
‘ Inside and to the left of each tab label is the number

of items in each category.

Threat List

ATP File Types report

Advanced Threat Protection File Types Report

+ Cremte schedule & Request repont [ View detaits table 7 Fiters
Totd O Mabciows URLs ) Malicious Execstables atiachments O Malbcious Word sttachments O Mabcious Excel attachments
© Matcious PowerPosot ttachments ) Malcssus POF astachments  © Mabcous Flash amachments. Others

ATP Message Disposition report

Dastiboard > Report Viewss - Secuity & Complisnce
Advanced Threat Protection Message Disposition Report

* Request repon 1Z View dennibs able 'V Filters

I Block Acees Meisages Replaced B Messages Mosissred [ Replaced By Dymamic Email Delavery
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Office 365 ATP Plan 2

Comparison Document

Proofpoint PRO+TAP

Threat Explorer (and real-time detections)

Email security reports

There are nine email security reports:

e Encryption report (NEW!)

e Threat Protection Status report

e Malware Detections report

e Top Malware report

e Top Senders and Recipients report
e Spoof Detections report

e Spam Detections report

e Sent and received email report

e User-reported messages report

Microsoft Proprietary and Confidential Information
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Forensic Report (image 2 of 3)
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Effectiveness Report
The following table shows and describes the effectiveness reports for both products.
Table 20: Effectiveness reporting

Microsoft Office 365 ATP Proofpoint TAP
As of this writing, there are no Office 365 ATP Effectiveness Reports tabs: EFFECTIVENESS, LANDSCAPE,
effectiveness reports. There are Custom Reports and PEOPLE.
(see Custom Reports section). In the combination Examples:
of the three custom reports, Microsoft o EFFECTIVENESS

assembles something akin to an effectiveness
report (like the Proofpoint Effectiveness
Report).

Includes data and charts for information including (but not
limited to) messages blocked and clicks blocked and URL
messages rewritten. Also includes effectiveness by week.

> Procpom Auiamn Ee——) )

Effectivenass Reports 2019/04/24 - 2019/05/23

aaaaa

Messages Bocked
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Login Locations

The following table shows and describes the login locations reports for both products.

Table 21: Login locations reporting

Microsoft Office 365 ATP Proofpoint TAP
As of this writing, there are no Office 365 ATP Login locations: Shows unusual login locations, too-fast-to-
Login locations reports. travel instances, excessive login attempts and failures, and

too many connections from unknown or unusual IP
addresses. For further details and context, see this Proofpoint
blog entry titled Cyber Attacks: Visibility, Insight & Action -
Part 3 of 3.
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People-Centric Report (Opportunity for Security and Awareness Training)
The following table shows and describes the people-centric reports for both products.
Table 22: People-centric reporting (Opportunity for Security and Awareness Training)
Microsoft Office 365 ATP Proofpoint TAP
The Microsoft Top Senders and The Proofpoint People report of All Users, All Threats, and
Recipients report gives the ability to use Any Exposure details information showing security and
the Show data for list to select whether to = awareness learning opportunities for users and user

view data for top senders, receivers, spam | groups.
recipients, and malware recipients. You

can also see who received malware that = " ®
was detected by Exchange Online
Protection.
Top Senders and Recipients
L Top Senders And Recipients "
|
T B
Show data for list
Home > Dashboard > Report Viewer - Security & Compliance
Top senders and recipients
Show data for . Top Spam Recipients v
Top Mail Senders
Top Mail Recipients "
Top Spam Recipients p
Top Malware Recipients "/
Top Malware Recipients (ATP)
Custom Reports
The following table shows and describes the custom reports for both products.
Table 23: Custom reporting
Microsoft Office 365 ATP Proofpoint TAP
ATP Safe Links URL trace (This is a report you No custom report, but the Effectiveness Report
generate by using PowerShell.) contains this information.

EOP and ATP results (This is a custom report you
generate by using PowerShell.)

EOP and ATP detections (This is a custom report
you generate by using PowerShell.)
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Pulsing and Sandboxing

Pulsing and sandboxing are two concepts that are helpful to understand about security and threat
detection, as well as how both products use them. First here is what those two terms mean:

e Pulsing: Pulsing a type of attack in which a malicious email is sent with a URL, but that URL itself
is harmless. Typically, that URL would pass threat detection. What happens next (and why it's
called pulsing) is that the attacker takes a second step and weaponizes the site that the URL
points to.

e Sandboxing: Often used in combination with detonation (sandboxing and detonation), this term
refers to taking malicious content (such as email and/or attachments) and putting them in a safe
location (the sandbox) where they can be observed and analyzed, and even opened. Opening or
using the malicious content in the sandbox is called detonation.

The following table contracts the pulsing and sandboxing behavior of both products.

Pulsing and | Microsoft | Proofpoint PRO+TAP

Sandboxing Office 365
ATP Plan 2

Pulsing Resolution | Example:
of pulsing | 1. A pulsing email is found on the Threats page.
attacks is iy e~ ‘
available to
all
Exchange
Online
Protection
(EOP)
customers.
They call
the feature
Zero Hour
Auto Purge
(ZAP). For
more
details view
the
Microsoft
Zero-hour

auto purge

2. The security administrator opens the email from the entry on
the Threats page.

@ e tmmons

protection
against

spam and
malware

article.
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Sandboxing
and
Detonation

Microsoft
uses
sandboxing
and
detonation
to isolate
and
analyze
malicious
content.

Comparison Document

3. The admin clicks the link on the pulsing email hyperlink,
which is blocked.

proofpoint”

Proofpoint TAP sandboxes and allows detonation in both the
prior pulsing example, and also in the following example of a
malicious website.

Proofpoint sandboxes the content of web sites. Not many
products are doing that (as stated by their SE in a product
demo).
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Dashboards and Reporting of Office 365 ATP Plan 2

The Office 365 ATP dashboards and reporting (as you will also see with Proofpoint PRO+TAP) are rolled
into the same user interface (Ul). They are discussed in some detail at View reports for Office 365
Advanced Threat Protection.

The dashboards and reporting are available through the Threat Management selections in the left
navigation pane.

& Threat management

Dashboard

Investigations

Explorer

Attack simulator

Review

Palicy

Threat tracker

The reports included in Office 365 ATP Plan 2 are listed in the following table and are accessed from the
Dashboard and Explorer selections under Threat Management.

Table 24: Dashboards and reporting for Office 365 ATP Plan 2

Report Details

Threat Protection Status report The Threat Protection Status report is a single view that brings
together information about malicious content and malicious email
detected and blocked by Exchange Online Protection (EOP) and
Office 365 ATP.

ATP File Types report The ATP File Types report shows you the type of files detected as
malicious by ATP Safe Attachments.
ATP Message Disposition report The ATP Message Disposition report shows you the actions that

were taken for email messages that were detected as having
malicious content.

Threat Explorer (and real-time detections) Office 365 ATP Plan 2 customers have Explorer; Office 365 ATP Plan 1
customers have real-time detections.

Email security reports Such as a Top Senders and Recipients report, a Spoof Mail report,
and a Spam Detections report. For further details, go to the View
email security reports in the Security & Compliance Center article.

ATP Safe Links URL trace (This is a This report shows the results of ATP Safe Links actions over the past
report you generate by using seven (7) days. Get-UrlTrace cmdlet reference

PowerShell.)

EOP and ATP results (This is a custom This report contains information, such as Domain, Date, Event Type,

report you generate by using PowerShell.)  Direction, Action, and Message Count. Get-MailTrafficATPReport
cmdlet reference

EOP and ATP detections (This is a This report contains details about malicious files or URLs, phishing
custom report you generate by using attempts, impersonation, and other potential threats in email or files.
PowerShell.) Get-MailDetailATPReport cmdlet reference
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Dashboards and Reporting of Proofpoint PRO+TAP

The Proofpoint TAP dashboards and reports contain multiple views and features. The following table
summarizes a sampling of usage scenarios for each report type detailed in the prior section, to lead into
the next part of this section that goes into detail about the dashboard used for accessing these reports.

Proofpoint Dashboard and Reporting Usage Scenarios

Table 25: Sampling of dashboards and reporting usage scenarios for Proofpoint PRO+TAP

Dashboard Reporting Feature
Threat list

Effectiveness report

Login locations

People-centric reporting (Opportunity
for Security and Awareness Training)

Microsoft Proprietary and Confidential Information

Usage Scenarios

Forensic report

Pulsing phishing email

Sandboxing

Using Proofpoint's Effectiveness reports, you can validate
the impact of the product.

Shows unusual login locations, too-fast-to-travel
instances, excessive login attempts and failures, and
too many connections from unknown or unusual IP
addresses.

Using the Proofpoint People report of All Users, All
Threats, and Any Exposure details specific learning
opportunities for users and user groups.
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Proofpoint TAP Dashboard

The Proofpoint TAP dashboard is a web-based graphical dashboard providing data at organizational,
threat, and user levels, to help prioritize and act on alerts. It displays detailed forensic information on
individual threats and campaigns in real time.

Along the left side of the dashboard are icons or hyperlinked images to select different areas of the
dashboard.

Table 26: Areas within the Proofpoint TAP Dashboard

Image Dashboard and Reporting Information

results displayed by using the filter box.

1 Day

Message Text  Attachment URL

SROUPING
Campaigns Threats

Threats via email: Identifies and displays threats which might affect your organization. You can filter the

Threats are divided into the following tabs: ALL THREATS, HIGHLIGHTED, AT RISK, or IMPACTED.

date range of up to one year with a default of 30 days.

SELECT FILTERS &)

TIME

| Day 3 Days 7 Days

14 Days 30 Days Custom

Apply

Reports can be printed or downloaded as a CSV file.

Reports: A statistical overview of TAP effectiveness over a period of time. Reports are divided into
EFFECTIVENESS, LANDSCAPE, or ORGANIZATION. A drop-down filter provides the ability to select a
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Image

Dashboard and Reporting Information

Search: To find individual threats and campaigns, based on criteria you specify in the filter and/or the

search box.
SELECT FILTERS {‘b
TIME
1 Day 3 Days 7 Days
14 Days 30 Days 60 Days
Custom
TYPE
Message Text  Attachment URL
GROUPING
CATEGORY
Impostor Malware Phish
Spam
STATUS
Active False Positive Cleared
S

Tools: Can be used in conjunction with the URL Defense service. The single tab (URL DECODER) is for
the URL Decoder, which allows you to translate a rewritten link to the original link.

Settings: Can perform various site-wide configuration tasks.

e PRIVILEGES: To specify which users can access the Threat Insight dashboard and select their privilege

level.
e CUSTOM BLOCKLIST: Customer-defined set of URLs which are blocked.

e CONNECTED APPLICATIONS: To define sets of credentials used to authenticate to the Proofpoint APIs.

e ORGANIZATION:

o To define which verticals (industries) your organization participates in.
o Customize the block page. (The block page is the page the users see then they access a URL on the

CUSTOM BLOCKLIST.)

o Define VIP users in your organizations, to quickly identify threat activity associated with certain
individuals. Threats can then appear on the landing page with a red VIP icon, indicating the threat

needs immediate attention.
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Default Settings

This section compares the approach to advanced threat protection default settings of each product, and
where possible, compares the settings themselves.

Describing and differentiating the default settings of both products is important for two main reasons:
differing out-of-the-box (OOB) default functionality and additional configuration.

e Differing OOB default functionality: Different solutions provide different default settings
resulting in differing OOB default functionality. To match what one product does OOB usually
requires additional configuration in a comparable product.

e Additional configuration: While one product might come with service and support to soften the
impact of additional configuration, other products do not, or they do at additional cost, but either
way, that is an additional consideration.

e Result: So, there is a resulting need (and time and effort/labor cost) for having to configure one
product and not another. In short, seeing the difference helps to compare the configuration and
customization needs of one product compared to others.

How the Information was Gathered

For the Microsoft product, the default setting information was manually gathered one-by-one by using
screen captures of both a shared tenant and a new trial version of an Office 365 E5 tenant.

For the Proofpoint product, default settings were harvested from the PoD Proofpoint Administration Guide.
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Comparison Table

Comparison Document

Table 27: Advanced threat protection default settings comparison table

Office 365 ATP Plan 2

Proofpoint Targeted Attack
Protection (TAP)

Notes

Ease of Changing Settings

FRRKR

Effectiveness of Default
Settings

) 97 0~ koA

Ease of Changing Settings

) 97 koA gks

Effectiveness of Default
Settings

TR

There are two main elements to this
comparison: the ease of changing settings
and the effectiveness of the default settings.
These are examined separately here and are
given separate star ratings.

Ease of Changing Settings:

e Microsoft: The Microsoft policy setting
Ul design is very easy to reach and get to
each policy, but once within each policy,
the approach differs from policy to
policy. There's an opportunity for
Microsoft to make the Ul across all of the
policies much more uniform.

e Proofpoint: Distributed throughout the
Proofpoint product, and the difficulty in
finding, enabling, or configuring the
settings, makes the process much more
difficult for the administrator.

Effectiveness of default settings:

e Microsoft: Microsoft errs on the side of
caution, putting phishing and spam
emails into the Junk Email folder by
default. While this is good for false
positives, it does create undue exposure
from true positives. Proofpoint defaults
don't seem to create enough of a
negative user experience for them to
change their approach (read on for more
about Proofpoint).

¢ Proofpoint: The Proofpoint approach to
defaults and quarantining (see the
Quarantine Experience section and the
quarantine settings for both products
throughout this section) are more
extreme than Microsoft. For example,
while Microsoft puts email in the Junk
Email folders (for phishing and spam),
Proofpoint puts them in a Quarantine
subfolder.
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Default Settings for Both Products

Each of the two products have a completely different approach to their product design and
implementation (see the Both Products section for details).

As a result, viewing and changing each product advanced threat protection default settings is a
completely different experience and process. So, while it is possible to compare some settings in parallel,
it is not possible for all.

This section lists default settings for both products, and a separate comparison table for those that can be
compared in parallel.

Microsoft Approach

Viewing default settings for Office 365 ATP Plan 2: Microsoft lists the settings in their Policy feature (click
Threat Management, then click Policy).

Proofpoint Approach

Viewing default settings for Proofpoint PRO+TAP: Use step-by-step processes for opening each of the
following features:

e Quarantine

e Spam Detection module

e Virus Protection module

e Zero-Hour Anti-Virus module

e Targeted Attack Protection

Alignment of Comparable Settings

The following table shows how the two products’ policies and setting interfaces align, where each
category is in each of the products’ user interface.

Table 28: Advanced threat protection default settings alignment table

Category Microsoft ATP Policy Proofpoint TAP Module

Anti-phishing ATP anti-phishing Spam Detection Module

Attachments ATP safe attachments Targeted Attack Protection
Module

Links ATP safe links Targeted Attack Protection
Module

Spam Anti-spam Spam Detection Module

DKIM (DomainKeys Identified | DKIM (DomainKeys Identified Email Authentication Module

Mail) Mail)

Anti-malware Anti-malware Spam Detection Module
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Default Settings of Office 365 ATP Plan 2

To open Office 365 ATP, for an existing Office 365 subscription go to https://portal.microsoft.com and
sign in. The Microsoft 365 admin center will open.

Prevent unneeded
password changes

Fastwords wapire af ter

90 days

Install Office 365
ProPlus

User management $0.00 o

X%

There are two ways to get to Office 365 Security and Compliance: (A) Search or (B) Go directly to the URL.

A. Search: In the Search users, groups, settings, or task box, enter Security & Compliance.

SO Search users, groups, settings or tasks

In the resulting list, click Compliance admin center.

B. Or, instead of the search, go directly to https://protection.office.com/homepage.

The default settings are within the policies. To view them, click Threat management, then click Policy.

Figure 2: Microsoft Office 365 ATP Policy page
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Policies

There are six policies, detailed in the following table.

Comparison Document

Policy

Thumbnail

Description

ATP anti-phishing

ATP anti-phishing

Protect users from
.*. phishing attacks (like

impersonation and

spoofing). and use safety

tips to warn users about
potentially harmful
messages.

Protect users from phishing
attacks (like impersonation and
spoofing), and use safety tips to
warn users about potentially
harmful messages.

ATP safe attachments

ATP safe attachments

Protect your organization
from malicious content in
email attachments and

files in SharePoint,
OneDrive, and Teams.

Protect your organization from
malicious content in email
attachments and files in
SharePoint, OneDrive, and
Teams.

ATP safe links

ATP Safe Links

Protect your users from
opening and sharing
malicious links in email
messages and Office 2016

desktop apps.

Protect your users from opening
and sharing malicious links in
email messages and Office 2016
desktop apps.

Anti-spam

Anti-spam

J'l Protect your organization's

email from spam,
including what actions to
take if spam is detected.

Protect your organization’s email
from spam, including what
actions to take if spam is
detected.

DKIM (DomainKeys Identified Mail)

DKIM

Add DKIM (DomainKeys
Identified Mail) signatures
? to your domains so

recipients know that email
messages actually came
from your users.

Add DKIM (DomainKeys
Identified Mail) signatures to
your domains so recipients know
that email messages actually
came from your users.

Anti-malware

Anti-malware

Protect your organization's
email from malware,
including what actions to
take and who to notify if

malware is detected,

Protect your organization’s email
from malware, including what
actions to take and who to notify
if malware is detected.
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Policy Settings

Within each policy are the following settings.

Comparison Document

default setting was (see How the Information was Gathered), the correspond cells in the

@ Note: In the following tables, if it was unclear from the source information what the

Default Setting column are empty.

Table 29: Office 365 ATP: All ATP settings
Policy Setting Category

Setting

Policy setting

ATP anti-phishing Impersonation

Spoof

Advanced settings

ATP safe attachments New safe attachments policy

Microsoft Proprietary and Confidential Information

Name

Priority

Status

Last modified

Applied to If the recipient is
<specified domain>

Users to protect

Protect all domains | own
Protect specified domains
Action > User impersonation
Action > Domain
impersonation

Safety tips > User
impersonation

Safety tips > Domain
impersonation

Safety tips > Unusual
characters

Mailbox intelligence
Mailbox intelligence >
Protection

Mailbox intelligence > Action
Enable antispoofing
protection

Action

Advanced phishing
thresholds

Turn on ATP for SharePoint,
OneDrive, and Microsoft
Teams

ENABLED

NAME

PRIORITY

Description

Safe attachments unknown
malware response

Enable redirect
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Policy Setting Category Setting
Apply the above selection if
malware scanning for
attachments times out or
error occurs.
Applied to: If the message: Is
sent to <email address>
Condition
Except if the message:
<exception>
Name:
Do not track when users click
safe links:
Do not let users click through
safe links to original URL:
Applied to: Office 2016 on
Windows
ENABLED
Name
Description
PRIORITY
Priority: Relative priority
Select the action for
unknown potentially
malicious URLs in messages.
Use safe attachments to scan
downloadable content.
Apply save links to email
messages sent within the
organization.
Do not track when users click
safe links.
Do not let users click through
safe links to original URL.
Spam action
Mark bulk email as spam
Bulk threshold
Mark NDR backscatter as
spam

Standard (on) Safety tips
Anti-spam Bulk email
Phishing email
Allow lists
Block lists
Spoof intelligence
Default spam filter policy
(always ON)

Policies that apply to the entire
organization

ATP safe links
Policies that apply to specific
recipients

Note: There is no policy for this
by default. If the user creates
one, these are the default values.

Custom (off)
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Setting Category

Comparison Document

Setting

DKIM (DomainKeys
Identified Mail)

Anti-malware

Microsoft Proprietary and Confidential Information

Connection filter policy
(always ON)

Outbound spam filter policy
(always ON)

Spoof intelligence policy
NAME

ACCEPTED DOMAIN
DOMAIN TYPE

Status:
ENABLED

NAME
PRIORITY

Malware detection response

Sender notifications
Administrator notifications

Customized notification text
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Default ATP Anti-Phishing Settings

By default, ATP does not list an ATP anti-phishing policy. However, a default policy is enabled, but not
listed in the policy list. Click Default policy to see the default policy settings.

Figure 3: Office 365 ATP: ATP anti-phishing policy

# Office 365 Security & Compliance o @&

Anti-phishing

Hame priosity status ren—

No data available

Figure 4: Office 365 ATP: Default ATP anti-phishing policy settings

Edit ffice365 AntiPhish Default X

Customize the impersonation, spoofing, and advanced settings for the default policy. The defautt policy applies to all users within the organization, with additional user, group or
domain scoped policies controlled by custom anti-phishing policies. Learn more about these settings
Status on
Last modified June 16,2019
Policy setting Policy name Office365 AntiPhish Default
Description
Impersonation Users to protect off
Protect all domains | own off
Protect specific domains off
Action > User impersonation Dorit apply any action
Action > Domain impersonation Dor't apply any action
Safety tips > User impersonation off i
Safety tips > Domain impersonation off ar
Safety tips > Unusual characters off
Mailbox intelligence on
Mailbox Intelligence > Protection Off
Mailbox Intelligence > Action Dor't apply any action
Spoof Enable antispocfing protection On
Action Move message to the recipients’ Junk Email folders Edit
Advanced settings. Advanced phishing thresholds 1 - Standard c
Close 3
[ o= | PSS E—
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The following table lists the default settings.

Comparison Document

Table 30: Office 365 ATP: Default ATP anti-phishing settings

Policy Setting Category  Setting Default Setting
Name Office365
AntiPhish
Default
Priority <blank>
Status On

ATP anti-phishing

Policy setting

Impersonation

Spoof

Advanced settings

Microsoft Proprietary and Confidential Information

Last modified

Applied to If the recipient is <specified domain>
Users to protect

Protect all domains | own

Protect specified domains

Action > User impersonation

Action > Domain impersonation

Safety tips > User impersonation
Safety tips > Domain impersonation
Safety tips > Unusual characters
Mailbox intelligence

Mailbox intelligence > Protection
Mailbox intelligence > Action

Enable antispoofing protection
Action

Advanced phishing thresholds

June 16, 2019

Off

Off

Off

Don't apply any
action

Don't apply any
action

Off

Off

Off

On

Off

Don't apply any
action

On

Move message
to the recipients’
Junk Email
folders

1 - Standard
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Default ATP Safe Attachments Settings

By default, ATP does not list an ATP safe attachments policy and unlike the ATP anti-phishing policy
(which has a hidden, unlisted default policy), there is no hidden, unlisted ATP safe attachments policy.

If you create a new policy (to do so, click the + sign), the following default settings are there, unless you
change them.

Figure 5: Office 365 ATP: ATP safe attachments policy

Home > Safe attachments

Safe attachments
Use this page to protect your organization from malicious content in email attachments and files in SharePoint, OneDrive, and Microsoft Teams.

Protect files in SharePoint, OneDrive, and Microsoft Teams
If a file in any SharePoint, OneDrive, or Microsoft Teams library is identified as malicious, ATP will prevent users from opening and downloading the file. Learn more about ATP for SharePoint, GneDrive, and Microsoft Teams

Turn on ATP for SharePoint, OneDrive, and Microsoft Teams

Protect email attachments
Set up an ATP safe attachments palicy for specific users or groups to help preve

2 from opening or sharing email attachments that contain malicious content. Learn mare abaut ATP safe attachments for email
Reports for this feature just got better. Check out the new report in the Security and Compliance Center for an enhanced reporting experience.

+ rN E- R
EnapLeD Nave PRIGRITY

There are no items to show in this view.

0 selected of 0 total

X
Save @ Need help? I Feedback
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Figure 6: Office 365 ATP: Default ATP safe attachments policy settings

attachments policy - Google Chrome

https://protection.office.com/a
new safe attachments policy

*Name:

1/ Specify the name of the

Description:

Safe attachments unknown malware response

Select the action for unknown malware in attachments. Learn more

Warning
Meniter, Replace and Block actions may cause significant delay to email delivery. Leam mare

Dynamic Delivery is orly available for re ith hosted mailboxes. Leam more

Ifyou choase the Block, Replace or Dynamic D options and malware is detected in attachment, the
cntaining the attachment will be quarantined and can be released only by an admin.

chment will not be scanned for malware.

Monitor - Continue delivering the message after malware is detected; track scan results.

- Block the current and future emails and attachments with detected maly

Replace - Block the attachments witi malwa tinue to deliver the message.

tho!

Dynamic Delivery - Deliver the messag
scan is complete

ut attachments immediately and reattach once

Redirect attachment on detection
Send the blocked, monitored, or replaced attachment to an email address.

Enable redirect
Send the attachment to the following email address

safe attachment palicy

¥ Apply the above selection if malware scanning for attachments times out or error eccurs.

Applied To
Specify the users, groups, or domains far whom this policy applies by creating recipient based rules:
*If..
Select one -
add condition

Except if..

add exception

Save Cancel

The following table lists the default settings.

Table 31: Office 365 ATP: Default ATP safe attachments settings

Policy Setting Category

Setting

Default Setting

New safe
attachments policy

ATP safe
attachments

Microsoft Proprietary and Confidential Information

Turn on ATP for SharePoint, OneDrive, and
Microsoft Teams

ENABLED

NAME

PRIORITY

Description

Safe attachments unknown malware response
Enable redirect

Apply the above selection if malware scanning for
attachments times out or error occurs.
Applied to: If the message: Is sent to <email
address>

Condition

Except if the message: <exception>

Off

Off
<blank>
<blank>
<blank>
Off
Off
On

Select one

add condition
‘ add exception
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Default ATP Safe Links Settings

By default, ATP lists an ATP safe links policy for Policies that apply to the entire organization. There is
no default policy for Policies that apply to specific recipients.

If you create a new policy (to do so, click the + sign), the following default settings are there, unless you
change them.

Figure 7: Office 365 ATP: ATP safe links policy and default ATP safe links policy settings

Home > Safe links

Safe links

Safe links help prevent your users from following links in email and documents that go to web sites recognized as malicious. Use this page to set up policies that determine how all or specific users in your organization interact with safe links. Learn more about safe links

Reports for this feature just got better. Check out the new report in the Security and Compliance Center for an enhanced reporting experience.

Policies that apply to the entire organization

s e

NAME I

osoutt __________________________________________________________________[IJS.
Settings:
Do not track when users click safe links:
Enabled

Do not let users click through safe links to original URL:
Enabled

Applied to
Office 2016 on Windows:
Disabled

1 selected of 1 total

Policies that apply to specific recipients
+ TV E-R
ENABLED NAME PRICRITY

There are no items to show in this view.

- £0tota X
pesleaed oo @ Need help? I Feedback
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The following table lists the default settings.

Comparison Document

Table 32: Office 365 ATP: Default ATP safe links settings

Policy Setting Category  Setting Default Setting
Name: Default
Policies that apply = Do not track when users click safe links: Enabled
to the entire Do not let users click through safe links to original Enabled
organization URL:
Applied to: Office 2016 on Windows Disabled

ATP safe links

Policies that apply
to specific
recipients

Note: There is no
policy for this by
default. If the user
creates one, these
are the default
values.

Microsoft Proprietary and Confidential Information

ENABLED

Name

Description

PRIORITY

Priority: Relative priority

Select the action for unknown potentially malicious
URLs in messages.

Use safe attachments to scan downloadable content.

Apply save links to email messages sent within the
organization.

Do not track when users click safe links.

Do not let users click through safe links to original
URL.

Disabled (user
must create a
policy; none by
default)
<blank>
<blank>
<blank>
<blank>

Off

off
off

Off
Off
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Default Anti-Spam Settings

By default, ATP displays two Anti-spam policies, Standard and Custom. The Standard policy on with
default settings and the Custom policy is off.

(To create a custom policy, click Custom, click to turn Custom settings on, then create the custom policy
with custom settings.)

The standard settings are on, and include four sets of settings: Standard, Allow lists, Block lists, and
Spoof intelligence.

Figure 8: Office 365 ATP: Anti-spam policy and default Anti-spam policy settings

Home > Mail filtering

Anti-spam settings

Our standard settings cover the basics so you can have peace of mind that your organization s protected from spam. But if you want more control, switch

of a robust set of features, including custom spam filter policies that you can apply to users and groupsleam mare

1o custom settings and take ad
about anti-spam settings

Standard Custom

Standard settings @D

Standard ~
Spam action Move message to Junk Email folder
Mark buk emall as spam on

Bulk thresnol

Mark NDR backscatter as spam or
Safety Tips on

Bulk emai Move message to Junk Email folder
Phishing ema Quarantine message

To change these settings or add new ones, switch to custom settings

Allow lists ~
Block lists ~
Spoofintelligence ~

@ Need help? Hreedback.
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The following table lists the default settings.
Table 33: Office 365 ATP: Default Anti-spam settings

Comparison Document

Policy Setting Category  Setting Default Setting
Spam action Move message
to Junk Email
folder
Mark bulk email as spam On
' Bulk threshold 7
Mark NDR backscatter as spam Off
‘ Safety tips On
Standard (on) Bulk email Move message
to Junk Email
Anti-spam folder
Phishing email Quarantine
message
Allow lists <blank>
‘ Block lists <blank>
Spoof intelligence <blank>
‘ Default spam filter policy (always ON) Off
Connection filter policy (always ON) Off
Custom (off) ‘ Outbound spam filter policy (always ON) Off
Spoof intelligence policy Off
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Default DKIM (DomainKeys Identified Mail) Settings

Comparison Document

By default, ATP displays the one DKIM policy, built from the domain for the Office 365 E5 account (in this

example, bpatptest.onmicrosoft.com).
There are no DKIM keys saved by default.
Figure 9: Office 365 ATP: DKIM policy and default DKIM policy settings

Home > Dkim

Dkim

DKIM (Dom; :
modified aft . Le: about DKIM

rE
NAME & | ACCEPTED DOMAIN DOMAIN TYPE

bpatptestonmicrosoft.com (default signing dom... _ bpatptestonmicrosoft.com Authoritative

1 selected of 1 total

ication process that can help protect both senders and recipients from forged and phishing email. Add DKIM signatures to your demains so recipients know that email messages actually came from users in your organi

bpatptest onmicrosoft.com

X
@ Need help? I Feedback

The following table lists the default settings.

Table 34: Office 365 ATP: DKIM (DomainKeys Identified Mail) settings

Default Setting

Policy Setting Category  Setting
NAME
DKIM ACCEPTED DOMAIN
(DomainKeys
Identified Mail)
DOMAIN TYPE
Status:
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<Office 365
account domain
name> (default
signing domain)
<Office 365
account domain
name>
Authoritative
No DKIM keys
saved for this
domain.
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Default Anti-Malware Settings

By default, ATP lists the one default Anti-malware policy as Enabled. To the right of the policy are the
policy settings.

Figure 10: Office 365 ATP: Default Anti-malware policy and default Anti-malware policy settings

Home > Anti-malware

Anti-malware

+/7su0rv e
ENABLED NAME PRIORITY

/] Default Lowest

. £1 total X
selected of 1 tot @ Need help? Ol Feedback

The following table lists the default settings.

Table 35: Office 365 ATP: Anti-malware settings

Policy Setting Category  Setting Default Setting
ENABLED On
NAME Default
PRIORITY Lowest

Anti-malware Malware detection response Dop"F notify

recipients

Sender notifications None
Administrator notifications None
Customized notification text Not configured
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Default Settings of Proofpoint PRO+TAP

Features and Modules

The default settings are throughout the product, within the following features and modules:

Quarantine

Spam Detection module
Virus Protection module
Zero-Hour Anti-Virus module

Targeted Attack Protection module

Settings

The following tables list advanced threat analysis default settings for Proofpoint PRO+TAP, and where to
find them.

®

Note: In the following tables, if it was unclear from the source information what the
default setting was (see How the Information was Gathered), the correspond cells in the
Default Setting column are empty.
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Quarantine

Comparison Document

Table 36: Proofpoint PRO+TAP advanced threat protection settings: Quarantine

Feature or Setting Setting Setting Default Setting Notes
Module Category Location
Results Per Page
System > Wrap Recipient
Layout defaults Quarantine > Column
Settings > Layout = Show These Fields
In This Order
Folders and Quarantine (folder) = All messages
message destined for the
expiration: Folder quarantine will be
disposition stored in the
parameters Quarantine
folder.

Release Enabled Administrators can
disable the Release
and Resubmit links
for messages in a
Quarantine folder.

Submit Enabled Administrators can
disable the Release
and Resubmit links

) System > for messages in a
Quarantine Quarantine > Quarantine folder.
Folders Smart Send (folder) = Off This folder stores
encryption: Allow messages that
User to Send triggered rules
. Unencrypted enabled for Smart

Quarantine

folder and Send. Users can
release or delete

subfolders .
messages from this
folder without
administrator help.

Smart Send Smart Send When users release

Released (folder): Released folder messages from the

<Specify the Smart Send folder,

location for they are placed in this
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End User Services
> Web
Application

messages released
from Smart Send
folder>

Show Quarantine

folder.

On Allows administrators
to display or hide the
Quarantine view in
the web application.
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Spam Detection Module

Comparison Document

Table 37: Proofpoint PRO+TAP advanced threat protection settings: Spam Detection module

Feature or  Setting Setting Setting Default Notes
Module Category Location Setting
Spam Spam Enabled
Spam policies = Detection > Detection
and rules Settings > Module
General
Malware Spam Messages caught by this rule are
quarantined in the Malware folder.
Imposter Messages caught by this rule are
Spam quarantined in the Impostor folder.
Definite Spam  Disabled Discards messages that score 100 without
sending copies to the Quarantine.
Phish Spam Enabled Messages caught by this rule are
quarantined in the Phish folder.
Adult Spam
Spam Messages that score 50 and above are
Quarantined discarded and copies are sent to the
Quarantine.
Low Priority This rule displays only if your Organization is
licensed for SCSS (the Stateful Composite
Scoring Service). Messages that meet
conditions that classify them as Low Priority
will be included in the Low Priority Mail -
Spam Delivered (or Low Priority Mail -
Detection Quarantined) sections of the email Digest
Module Email and End User Web Application so that users
Spam rule . can act upon those messages.
Protection . . :
Bulk Email Enabled Newsletters and advertisements are typically
classified as bulk email. By default, bulk email
is delivered to user's inboxes and is also
visible to users in their email Digests and
Web Application.
Delay The suspected spam classifier is scored based
Suspected on several message attributes which are
Messages found in spam but by themselves are not
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Circle of Trust

Not Spam

enough to generate a spam score above 50.
By delaying such messages until later spam
definitions are received, it is likely that you
will be able to stop additional spam that
would not otherwise have been stopped.
Requires a license for the Stateful Composite
Scoring Service - SCSS. This rule is meant for
a small group of users in your Organization.
This rule is unique in that its condition
cannot be modified, and the rule cannot be
disabled, removed, or re-ordered in the list
of rules.
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Virus Protection Module
Message conditions: The Virus Protection Module classifies messages into any of these conditions:
e The message is not infected, continue to process it.

e The message is infected with a specific virus - create a rule to handle all messages that contain
the specific virus.

e The message contains scan errors and further analysis is impossible.
e The message contains protected data (password-protected or encrypted attachment).

e The message contains riskware or spyware.

Table 38: Proofpoint PRO+TAP advanced threat protection settings: Virus Protection module

Feature or  Setting Setting Setting Default Notes
Module Category Location Setting
Protection >  Virus Enabled The Virus Protection Module provides a
Settings > Protection default policy, which you can edit or clone as
General Module the basis for creating another policy. You
cannot delete the default policy; you can
only modify the set of rules for it.
Messages Not = Continue
. Virus Email Infected
Virus . .
Protection pro.tejctlon Protection Messages
Module policies and Infected
rules Messages <Not If necessary, add a rule that determines how
Virus Infected: specified by to handle messages that contain a specific
Protection >  Messages default> virus.
Virus Contain
Policies > Specific Virus
Rules Messages Enabled By default, infected messages are discarded
Infected and a copy is sent to the Quarantine.
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Zero-Hour Anti-Virus Module

Comparison Document

Categories: Suspected Messages, Rescan Messages May Contain Probable Virus, and Error Messages. Each
category contains one rule that applies a disposition to the messages in that category. You can edit the

default rule or add more rules to each category.

Table 39: Proofpoint PRO+TAP advanced threat protection settings: Zero-Hour Anti-Virus module

Feature Setting
or Category
Module

Setting
Location

Setting

Default
Setting

Notes

Zero-Hour
Anti-Virus
Module

Email
Protection

Zero-Hour
policies

Zero-
Hour
Anti-
Virus
Module

Suspected
Messages

Rescan
Messages
May
Contain
Probable
Virus

Zero-Hour
category
classifications

Email
Protection

Error
Messages
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Enabled

Enabled

Enabled

Enabled

The Zero-Hour Module ships with a default policy that
includes rules for messages classified with a potential
virus threat of medium or high, for messages containing
a probable virus, and for messages that could not be
analyzed because of a temporary connection failure to
the Proofpoint Attack Response Center.

The Zero-Hour Anti-Virus Module includes a
preconfigured default policy.

The default policy is comprised of one rule for each
category of messages that the Zero-Hour Module filters:
Suspected Messages, Rescan Messages May Contain
Probable Virus, and Error Messages. You can edit
(change) the rules in the existing default policy, add more
rules to the default policy, or create new policies with
new rules.

Creating a Zero-Hour policy is a two-step process: first
create a policy, and then add rules to the policy.

For suspected messages, the default threat rule discards
the original message (it is not delivered to the recipient)
and places a copy in the Quarantine folder Zerohour.
The suspected messages are resubmitted to the Virus
Protection Module for virus scanning after they have
been delayed in the Quarantine and after Proofpoint has
distributed new virus signature files. If the Virus
Protection Module indicates the messages are free of
virus, and if the Zero-Hour Module still suspects the
messages are infected or cannot verify that the messages
are free of virus, they are classified as probable. For
probable virus messages, the probable rule discards the
original message (it is not delivered to the recipient) and
places a copy in the Quarantine folder Probable Virus
with an added subject header. The default folder settings
delete the messages after two weeks.

These messages cannot be scanned by the Zero-Hour
Module because of a connection failure or module error
that prevents updates to the latest emerging virus
threats. Error messages continue to filter through the
other filtering modules according to the error rule. If no
other rules are triggered in the other filtering modules,
the messages are delivered to their intended recipients.

83



Microsoft Office 365 ATP and Proofpoint TAP Comparison Document

Targeted Attack Protection Module
Targeted Attack Protection Module requirements:

e Enable Traffic Statistics Feedback to Proofpoint must be enabled on the System > Settings >
System page in order to use the Targeted Attack Protection Module.

e If you have purchased Targeted Attack Protection without also purchasing Proofpoint Enterprise
Protection, you must set Enable Audit Mode to On on the System > Settings > System page. In
Audit mode messages are processed and rewritten without affecting the mail stream.

e The service requires that each filtering agent can make an outbound query over port 443. If an
outbound SSL proxy is configured on the System > Settings > Proxy page, the filtering agent
will use that proxy server for the query.
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Targeted Attack Protection Module Settings

Comparison Document

Table 40: Proofpoint PRO+TAP advanced threat protection settings: Targeted Attack Protection

Feature or  Setting
Module Category

Setting Setting
Location

Default
Setting

Notes

Targeted
Attack
Protection
Module

Targeted

Attack

Protection Targeted

Module Attack
Protection
Module
policies

Targeted
Attack
Protection
Module

Email
Protection

URL Defense

Email
Protection Attachment
Defense

Dashboard
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Enabled

Enabled

The Targeted Attack Protection Module
consists of URL Defense, Attachment
Defense, and the Dashboard. The module
protects your organization from phishing,
spear phishing, and other malicious attacks.
When URL Defense is enabled, URLs in a
message may be rewritten and directed to
Proofpoint's cloud-based service. You have
the option of limiting URL Defense to specific
Policy Routes. By default, all messages that
match the default_inbound Policy Route
may have their URLs rewritten. You may need
to exclude a group of recipients from having
their messages rewritten, or perhaps exclude
all messages from a set of hosts.

URL Defense redirects the URL to
Proofpoint's service when a user clicks a URL
in an email message. If the URL is not known
to be malicious, the user will be redirected to
the original URL. Once redirected, the URL
Defense service is no longer in the traffic
flow between the user and the web site. If
the URL is malicious, the user will see a
warning message and the site is blocked in
the browser.

When enabled, Attachment Defense protects
your organization from malware contained in
file attachments. By default, all messages
with attachments that match the
default_inbound Policy Route are scanned.
You can apply Attachment Defense to
specific Policy Routes on a global
organizational level and also to Policy Routes
on a per-rule level.

Processing phases:

e Phase 1 - Identify Attachments of Interest
e Phase 2 - Process Attachments of Interest
e Phase 3 - Attachment Awaits Judgment

e Phase 4 - Take Action

The Dashboard alerts administrators of email
attacks and provides the detail they need to
search for targeted attack information, triage
to reduce potential damage, submit
feedback to Proofpoint, and create detailed
reports for security and executive personnel.
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Supplemental Screen Captures of Default Settings

This section contains sample screen captures of Proofpoint PRO+TAP modules and default settings.
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Email Protection Module (continued)
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Virus Protection
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Quarantine Folders
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Quarantine Experience

Comparison Document

This section compares the quarantine experiences of both products. That is, how does the quarantine

behavior compare between the two products?

Comparison Table

Table 41: Quarantine Experience comparison table

Proofpoint Targeted Attack

Office 365 ATP Plan 2 Protection (TAP)

Notes

2@ XA QS KRN

Microsoft: The default behavior of ATP
makes it easier for a user to access false
positive emails and content (emails identified
as threats that are not threats). But, that ease
has a downside: real threats going to the
user's Junk Email folder, too. Effectiveness
outweighs ease of use in this case, since the
purpose of the product is to provide security.

Proofpoint: The default behavior of TAP errs
on the side of caution, putting all emails that
are a potential threat (including false
positives) in quarantine. While that makes
getting harmless emails from quarantine
more difficult, that does not seem to be an
issue as a use case, as Proofpoint provides
the user with a view and access to what is in
quarantine (depending on how restrictive the
security administrator makes the Quarantine
settings and Spam Detection Module
settings).

Quarantine Experience with Office 365 ATP Plan 2

Prior sections detail how Office 365 ATP Plan 2 uses quarantining, so this section will refer to those prior
references and not repeat them. Key elements of the quarantine experience for ATP are:

e The default to move malicious emails and content to Junk Email, not quarantine. (See Default

Anti-Spam Settings.)

e Asaresult, there is exposure and risk from a potential threat that could have been eliminated if

the product default behavior was to quarantine the malicious email and/or content (move it to a

quarantine folder).

e The two products took a different approach to the potential of a false positive (identifying an
email and its content as a threat when it is not a threat). Microsoft chose to move potential threat
emails to Junk Email folder, to make it easier for a user to retrieve emails that are false positives
(not really a threat). The downside to that is that true threats also go to the Junk Email folder.

Microsoft Proprietary and Confidential Information
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Quarantine Experience with Proofpoint PRO+TAP

Prior sections detail how Proofpoint PRO+TAP uses quarantining, so this section will refer to those prior
references and not repeat them. Key elements of the quarantine experience for PRO+TAP are:

e The default to move malicious emails and content to quarantine. (See Default Settings of
Proofpoint PRO+TAP, especially the Quarantine settings and Spam Detection Module settings.)

e Asaresult, there is exposure and risk from a potential threat is eliminated, no matter if the email
is malicious or not (emails that are a false positive are quarantined, as well).

e The two products took a different approach to the potential of a false positive (identifying an
email and its content as a threat when it is not a threat). Proofpoint chose to move potential
threat emails to a quarantine folder. The downside is that both true and false positive emails go
to quarantine, which makes it more difficult for the end user to retrieve the email if it is a false
positive. They do have a process for a user to remove items from quarantine.

o Proofpoint provides settings (see Default Settings of Proofpoint PRO+TAP, especially the
Quarantine settings and Spam Detection Module settings) to either make it more or less
difficult to access and use quarantined emails (move them out of quarantine).

o The user can access the Quarantine web page to view (and if the settings allow) access
quarantined items.

Eile Edit Wiew Histoy Bcokmarks
Pactpoint - aagarieic % IS

B Errom | Threst Response.

Unirustod Sondors
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FAQ

Table 42: FAQ
# Topic
1 Recording

2 Plans and
Pricing

3 Plans and
Pricing

Product

Proofpoint
PRO+TAP

Proofpoint
PRO+TAP

Proofpoint
PRO+TAP

Microsoft Proprietary and Confidential Information

Question

Can the account rep record the demo, for
your later reference, as needed?

What product/solution plans do you
have?

What prices are available?

Comparison Document

Response

Yes. The recording typically is an MP4 file,
which the account manager will share
through a secure portal.

There is a wide array of products in the
Proofpoint suite. The full list is in the
Proofpoint Products and Plans section of this
document. Further details are in the
Proofpoint product line card.

Pricing is done through their resellers. The
pricing approach and estimated pricing for
two pricing brackets are listed in Proofpoint
PRO+TAP in the Pricing section.
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# Topic Product

4  Plans and Proofpoint
Pricing PRO+TAP

5 Plansand Microsoft
Pricing ATP

6  Settings and Proofpoint
Features PRO+TAP

Microsoft Proprietary and Confidential Information

Question
Where does the purchase and pricing

shift from Proofpoint to the partner, and

when does the pricing kick in?

What is the cost of each Microsoft plan?

What are the default settings?

Comparison Document

Response

Proofpoint does not engage with partners.
Proofpoint does rely entirely on resellers for
their product pricing and acquisition process.
A typical customer engagement:

1.

Starts with the prospective customer
contacting Proofpoint for a free
trial/POC of their product.

A Proofpoint representative engages
a Proofpoint account rep with the
customer. (Step-by-step details for
this are listed in the Evaluation
Evaluating Proofpoint TAP section of
this document.)

The prospect will ask about pricing
and the account rep will offer to
connect them with either the
prospect’s preferred reseller or if
they don't have one, the rep offers
to contact one for them.

The account rep arranges for a
demo and begins acquiring the
information needed to set up an
evaluation POC. (Step-by-step
details for this are listed in the
Evaluation Evaluating Proofpoint
TAP section of this document.)

The POC cluster is spun up. (It takes
the Proofpoint SE 3 to 5 business
days to get the cluster spun up.)
When it's spun up, then they can
implement the POC for the
evaluation.

From this point onward, the reseller is the
prospect’s contact for pricing and Proofpoint
is the prospect’s contact for everything else
regarding their products and services.

The price differs depending on the plan. For
details, go to this pricing table.

The default settings are listed in the Default
Settings of Proofpoint PRO+TAP section.
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# Topic
7  Settings and
Features

8  Settings and
Features

9 Administration
and Portals

Microsoft Proprietary and Confidential Information

Product
Proofpoint
PRO+TAP

Proofpoint

PRO+TAP

Proofpoint
PRO+TAP

Question

How do | change the settings? Who in the
organization will make these changes? A
security admin?

Is there a portal to login as an admin?
Can admins or other roles delegate
permissions?

Do you have a separate portal for the TAP
product? Does that correlate with other
configuration experiences with your other
products?

Comparison Document

Response

The Proofpoint policy and module settings
are not as centralized as they are with
Microsoft ATP. Setting locations are detailed
in the Default Settings of Proofpoint
PRO+TAP section. Settings can be changed
by a security administrator. In Email
Protection, you can create roles with access
based on each module, as well as whether
they should be able to manage the settings
for that module. In TAP, there are two roles:
Admin (can make changes), Standard (can
only view reporting).

Yes there is an admin portal. In Email
Protection, you can create roles with access
based on each module, as well as whether
they should be able to manage the settings
for that module. In TAP, there are two roles:
Admin (can make changes), Standard (can
only view reporting).

Yes, for reporting/visibility. The configuration
is in the same Admin GUI as Email Protection.
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# Topic
10 Administration
and Portals

Product
Proofpoint
PRO+TAP

Microsoft Proprietary and Confidential Information

Question
Can you show how a real admin in a real
organization performs processes?

Comparison Document

Response
Here are two examples (worst case scenarios):

Example 1: Phish Link

1.

2.

A message comes in with a clean URL; it is
rewritten and delivered.

After delivery, the attacker uploads a
phishing template weaponizing the URL.

. User clicks on the link, makes it through to

the site, gives away their credentials
(assumes worst case scenario).

. TAP alerts Threat Response and admin.

Threat Response removes any other copies
of that message in all user Inboxes and
puts them in quarantine.

. Admin determines what service was being

Phished based off of TAP information and
the messages Threat Response
quarantined.

. If service Admin Controls, reset password

of Impacted user. If service user Controls,
inform user of need to reset password.

Example 2: Malware Attachment

1.

A message comes in with an attachment
with a clean URL in it, because we do not
want to break the attachment it is not
rewritten and delivered.

. After delivery, the attacker uploads a

malicious iframe weaponizing the URL.

. User clicks on the link, makes it through to

the site, infects their machine (assumes
worst case scenario).

. TAP alerts Threat Response and admin.

Threat Response removes any other copies
of that message in all user Inboxes and
puts them in quarantine.

. Admin determines what type of malware

based off of TAP information and the
messages Threat Response quarantined.

. Admin runs Threat Response Indicator of

Compromise Collector to determine
infection.

. If infected, take appropriate response

(likely reimage machine).
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# Topic
11 Partners and
Support

12 Partners and

Support

13 Demonstrations

14 Reporting

15 Reporting

Product
Proofpoint
PRO+TAP

Proofpoint
PRO+TAP

Proofpoint
PRO+TAP

Proofpoint
PRO+TAP

Proofpoint
PRO+TAP

Microsoft Proprietary and Confidential Information

Question

What does the support process look like
while setting up and configuring? What is
the SLA?

Proofpoint and partner role and scope:

e Where does the role of Proofpoint
end and the partner begin?

¢ Where does the partner end and the
customer begin?

Are there any offline demos | can look
through?

Customer perspective: How does the
customer know that Proofpoint is working
or not? What reports, dashboards, and
other metrics show the product is
working as expected?

Security admin perspective: Reporting,

dashboard, or metrics to show, from a

security admin's perspective, to protect

the emails, but also be able to report to

the CSO that it's working:

e How much risk was/is mitigated?

¢ How the impact was contained.

e Reports that show (for example) that
a phishing campaign was caught
within a given time frame.

Comparison Document

Response

Support for setup and configuration is
handled by the Proofpoint Professional
Services team and they walk side by side with
the customer when it comes to setting up
specific rules, transferring rules over,
whitelists, distribution lists, and much more.
They'll make sure everything is set up the way
the customer wants it before they give them
the reins. The SLA is referenced and linked to
in the References section.

The role of the partner is entirely for pricing
estimates, pricing, and product acquisition.
Proofpoint engages with the customer prior
to the purchase, and if pricing it discussed,
they facilitate the contact and conversation
with the partner (reseller). Proofpoint handles
everything else outside of that.

There are some demonstrations of specific
features on the Proofpoint Resource Center
(infographics, podcasts, training modules,
videos, and webinars) but to see a full
product demonstration, you need to request
one (see the Evaluating Proofpoint PRO+TAP
section for details).

You will have access to the Reporting through
TAP, which shows what Proofpoint sandboxes
and what manages to get through including
an Effectiveness report. The Quarantine
folders will contain the messages caught and
there are 70+ reports built into the gateway.
(See Effectiveness Report and Quarantine
Experience with Proofpoint PRO+TAP for
further details.)

You will have access to the Reporting through
TAP, which shows what Proofpoint sandboxes
and what manages to get through including
an Effectiveness report. The Quarantine
folders will contain the messages caught and
there are 70+ reports built into the gateway.
(See Effectiveness Report and Quarantine
Experience with Proofpoint PRO+TAP for
further details.)
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# Topic Product

16 User Experience = Proofpoint
PRO+TAP

17 Products Proofpoint
PRO+TAP

Microsoft Proprietary and Confidential Information

Question
User productivity aspect:

What will the user experience look
like?

Will they see malicious links?

Will the security department get
contacted because emails are being
held back?

Based on the analysis of malicious
emails and attachments, does that
cause a delay in emails? What is your
process for this, and what the SLA is
around email delivery?

What is Proofpoint on Demand (PoD)?
What is its relationship with TAP?

Comparison Document

Response

What will the user experience look like?
URLs will be rewritten if you choose (highly
recommended), they may get digest
messages if you choose (spam summary
messages), they may have access to a web
portal (either this, the digests, or both are
recommended)

Will they see malicious links? If the message
is blocked, no. If it is rewritten (that is, it is
clean as it comes through), then yes, however,
if it then becomes malicious the link will
redirect to the block page.

Will the security department get contacted
because emails are being held back? If you
like. Alerts can be set up.

Based on the analysis of malicious emails
and attachments, does that cause a delay
in emails? What is your process for this,
and what the SLA is around email delivery?
Yes, on average ~3-5 minutes, though you
can set it not to, as well as set a maximum
time.

PoD is Proofpoint on Demand (the Proofpoint
hosted environment). PoD includes TAP and
is where you can manage the configuration
settings for it (included in the Proofpoint on
Demand Proofpoint Administration Guide,
referenced and listed in the References
section).

TAP also includes the TAP Dashboard, which
allows for reporting on and viewing of threats
that have been sandboxed (not included in
the document).
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# Topic Product
18 Products Proofpoint
PRO+TAP

Microsoft Proprietary and Confidential Information

Question

The customer doesn't need to choose the
whole suite nor entire collection of suites,
correct? Are there any dependencies
across suites and applications?

Comparison Document

Response
Correct.

However, PRO and TAP go hand-in-hand. The
Proofpoint Email Protection solution identifies
the "known” threats (spam, spoof, phish, bulk)
as well as be your core gateway that blocks
these threats.

Proofpoint Targeted Attack Protection
identifies the more advanced and
sophisticated attacks (malicious emails that
have URLs and attachments) as well as
provides sandboxing capabilities for these
said URLs and attachments. Since TAP is able
to identify these sophisticated threats, it will
relay this information to the Proofpoint Email
Protection solution, which will block them
outright.

TAP will not work without PRO.
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References

The following is a list of source content for this document as well as further information to add to your
knowledge of both products.

The list is in two tables; one listing Microsoft ATP-related materials and the other listing Proofpoint TAP-
related materials.
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Microsoft ATP References

Table 43: Microsoft ATP References

Comparison Document

Item and Link Purpose Microsoft Notes
or
Proofpoint

Conversations with Pragya Pandey Source Microsoft

content for

this document
Technical docs on configuring policies: For further Microsoft
https://docs.microsoft.com/en- reference.
us/office365/securitycompliance/office-365-
atp
Quick start guide: For further Microsoft
https://docs.microsoft.com/en- reference.
us/office365/securitycompliance/protect-
against-threats
Product page that includes details on Office | For further Microsoft The new SKUs went on price list on
365 Advanced Threat Protection Plan 1 and | reference. Feb 1.
Plan 2.
Advanced Threat Protection in Office 365 For further Microsoft Duration: 11:11.
video by Microsoft Mechanics, that talks reference.
about the capabilities within Office 365 ATP
and our differentiated benefits.
An eBook supporting the Microsoft For further Microsoft
Mechanics video, free for download on the reference.
product page.
A customer ready deck that combines the For further Microsoft Microsoft internal and confidential
capabilities and value props of Office 365 reference. deck inside Infopedia.
ATP and Office 365 Threat Intelligence.
An updated battlecard for Proofpoint. For further Microsoft Microsoft internal and confidential

reference. battlecard inside Infopedia.
Ignite sessions: For further Microsoft Ignite sessions.
e BRK4001 - Secure enterprise reference.

productivity with Office 365 threat
protection services including EOP, A...

e BRK4002 - Securing your Office 365
environment from advanced phishing
campaigns with Office 365 Adva... (has
demos of configurations)

Microsoft Proprietary and Confidential Information

100


https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-atp
https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-atp
https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-atp
https://docs.microsoft.com/en-us/office365/securitycompliance/protect-against-threats
https://docs.microsoft.com/en-us/office365/securitycompliance/protect-against-threats
https://docs.microsoft.com/en-us/office365/securitycompliance/protect-against-threats
https://products.office.com/en-us/exchange/advance-threat-protection
https://www.youtube.com/watch?v=idqTS6-_2t8&feature=youtu.be
https://go.microsoft.com/fwlink/p/?linkid=2067009
https://microsoft.sharepoint.com/sites/infopedia/pages/layouts/kcdoc.aspx?k=g03kc-1-12329
https://microsoft.sharepoint.com/sites/infopedia/pages/layouts/kcdoc.aspx?k=g03kc-1-12309
https://myignite.techcommunity.microsoft.com/sessions/64345?source=sessions
https://myignite.techcommunity.microsoft.com/sessions/64345?source=sessions
https://myignite.techcommunity.microsoft.com/sessions/64345?source=sessions
https://myignite.techcommunity.microsoft.com/sessions/64525?source=sessions
https://myignite.techcommunity.microsoft.com/sessions/64525?source=sessions
https://myignite.techcommunity.microsoft.com/sessions/64525?source=sessions

Microsoft Office 365 ATP and Proofpoint TAP

Comparison Document

Item and Link Purpose Microsoft Notes
or
Proofpoint
Content from last field airlift: For further Microsoft Microsoft internal and confidential

Office 365 ATP

4.56

Jasol
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reference.

airlift video and deck inside
Infopedia.
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Proofpoint PRO+TAP References

Comparison Document

Important: All of these items (with the exception of the Targeted Attack Protection
Dashboard — PPS Tutorial YouTube video) are located in the Office 365 ATP_Proofpoint

comparison project folder.

O

To the best of our knowledge, this is publicly available information that anyone requesting
a demonstration or looking at public information could get.

Table 44: Proofpoint PRO+TAP References

Item and Link Purpose Microsoft Notes
or
Proofpoint
Recorded Proofpoint demonstration Source Proofpoint
content for
this document
Proofpoint SLA - General Terms Hosted Proofpoint Proofpoint SLA.
Services.PDF
POC Results-400 users-ATP.PNG For further Proofpoint Advanced Threat Detection
reference Summary: Proofpoint data sheet of
the difference between what
Proofpoint captured that Microsoft
ATP did not.
POC Results- 400 users-Microsoft.PNG For further Proofpoint Message Quarantine Results
reference (attached): Proofpoint data sheet
of the difference between what
Proofpoint quarantined that
Microsoft ATP did not.
Products.PNG Source Proofpoint Image excerpt from their product
content for line card showing where the
this document account executive (Justin
Fullington) yellow-highlighted the
items he gave the ballpark price
on.
Proofpoint-Targeted Attack Protection- For further Proofpoint Proofpoint TAP datasheet. Also
Datasheet.pdf reference. located here on their site.
Proofpoint Targeted Attack Protection URL For further Proofpoint Tech brief about Proofpoint TAP
Re-writing (2).PDF reference. URL rewriting.
Proofpoint-Email-Protection-Solution For further Proofpoint Proofpoint email protection
Brief.pdf reference. solution brief.
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https://www.proofpoint.com/sites/default/files/pfpt-us-ds-products-line-card.pdf
https://www.proofpoint.com/sites/default/files/pfpt-us-ds-products-line-card.pdf
https://www.proofpoint.com/us/resources/data-sheets/targeted-attack-protection
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Comparison Document

Item and Link Purpose Microsoft Notes
or
Proofpoint
Journaling diagram (Journaling.png) For further Proofpoint Proofpoint diagram showing the
reference. connection between the
Proofpoint on Demand (PoD) and
Exchange Online Protection (EOP),
and how messages (email) flow
through Office 365 and Proofpoint
PoD.
Proofpoint on Demand (PoD) Administration = Source Proofpoint Detailed 436-page administration
Guide (PoD_Admin_Guide_revA_8.12 X.pdf) content for guide, including 24 chapters, a
this document glossary, and index. (The table of
and for further contents alone is 17 pages.)
reference.
A few example chapters are User
Management, Quarantine, End User
Services, Logs and Reports, Content
Control, Encryption, Spam
Detection Module, Virus Protection
Module, Zero-Hour Anti-Virus
Module, Targeted Attack Protection,
Frequently Asked Questions,
Glossary, and Index.
Targeted Attack Protection Dashboard — PPS | Source Proofpoint A publicly available (on YouTube)
Tutorial content for short (5-minute) but detailed
this document walkthrough and description of
and for further how to use the TAP dashboard.
reference.
Sample Reports - Landscape.png For further Proofpoint Screen capture of a Threat
reference Landscape report.
Sample Reports - Effectiveness.PNG For further Proofpoint Screen capture of an Effectiveness
reference report.
Sample Reports - People Centric.PNG For further Proofpoint Screen capture of a People Centric
reference report.
Sample OneDrive Phish Detail. PNG For further Proofpoint Screen capture of a OneDrive
reference Phishing detailed report.
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Appendix

Evaluating Proofpoint PRO+TAP

The following is the table from the Communicating with Proofpoint: The process continues section, but
with the original source emails in the Details column.

Communicating with Proofpoint: The process continues

Regardless of which of the two methods you use, the process continues with the following steps.
Table 45: Evaluation steps (continued process) table

Step Details

6. You will receive an E

email frc?m a Re_ Welcome to
Proofpoint contact. Proofpoint! How cat

7. Respond,
describing your
request to evaluate

Proofpoint TAP.

2 Reply 2 Reply All (2 Forward G5 IM

Tue 5/21/2019 6:34 AM
WF  Whitney from Proofpoint <wgreener@proofpoint.com>
Re: Welcome to Proofpoint! How can we help you today?
8 The account rep To © Byron 5. Warmington
° (D You replied to this message on 5/21/2013 :27 AM,
il dt I there are problems with how this message s lsplayes, lick here to view it in 3 web browser,
will respona to you
: . Thanks for that reply/info. | can have one of our account reps that cover your region/industry contact you back to discuss our solutions, help you set up a demo, talk pricing,

with a list of
qu estions so that Please provide answers to the following questions so | can defermine the account rep that covers your region/industry (bare minimum we need answers o the BOLD items

listed befow).
they can route you .+ Whatis your full name?

. + Whatis your phone number?
to the appropriate - How many usersimailboxes doyou have?
+ Which solution(s) are you interested in? - email protection, archiving, social protection, security awareness (phishing simulaied) training, etc.
account rep for - What s you campanyrganzson name’
. + Where is the company headquarters located?

your region an d + Whatis your current solution(s)?
H + What is your time frame for evaluation?
industry. ’

‘ ‘Whitney from Proofpoint

9. The Proofpoint
contact might
follow up with
additional
questions (such as Or are you wanting to purchase internally?
the those listed in Are you an MSP ?
the Details
column). Respond
to the questions.

Are you wanting to evaluate to be able to understand it for resell?
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10. The Proofpoint
contact will then
respond to you,
and then they will
create a separate
email thread,
introducing you to
the account rep.

11. The account rep
will email you to
ask about
scheduling a brief
30-minute
discovery call and
to schedule a 60-
minute
demonstration.

12. If you respond that
you'd like to have
both a discovery
calland a
demonstration, the
account rep will
schedule the
discovery call.

13. Then, the account
rep will schedule
and send you an
invitation to the
demonstration,
using Zoom. The
demonstration will
include you, the
account rep, and a
Proofpoint SE.

Microsoft Proprietary and Confidential Information
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N

Proofpoint Follow
Up.msg

N

RE_ Proofpoint
Follow Up.msg

d

Bridge Partners
Consulting - Proofp

N

Bridge Partners
Consulting - PRO_T/
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14. In the discovery
call, the account
rep will answer your
questions and will
also ask you for
some very specific
information.
Without that
information, they
will not create a
proof of concept
(POCQ) environment
for you to try out
and evaluate their
product. The
information they
need is:

e Number of email
users: Need the
number of the
customer
company’s email E
users (not the RE_ Proofpoint
number of Targeted Attack Prot
mailboxes).

e Mail volume
report: Minimum
of 30-day day-to-
day mail volume
report (can be
pulled by an Office
365 administrator).

e Action request:
They usually ask
this later in the
process, but they
will ask that the
customer’s
Exchange
administrator be
prepared to set up
the Journal Rule
and associated
Send Connector in
the Office 365
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Exchange Admin
Console.

If you ask about pricing,
they will ask if you have
a preferred reseller.

15. Then (typically the
next day), you'll
receive an email
offering you the
opportunity to
download their
2018 User Risk

Report.

16. In this instance, we
sent them
questions prior to
the demonstration,
which they gleefully
accepted. (as well
as anytime later).
You can ask them
to record the
demonstration and
share the recording.
Also ask them for
their SLA.

17. They performed the
demonstration,
introduced by the
account rep, then
the SE
demonstrated the
product and
responded to the
emailed questions,
then the account
rep finished up the
session. They were
diligent about
answering all of the
questions and
invited us to send
more or reach out
to them, if needed.

Microsoft Proprietary and Confidential Information

Comparison Document

N

International
Cybersecurity Result

M N

RE_ Bridge Partners RE_ Bridge Partners
Consulting -PRO_T/  Consulting - PRO_T/

(See the Proofpoint PRO+TAP References section for the link to the Recorded
Proofpoint Demonstration and other supporting materials.)
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18. The account rep
will send you a
recording of the
demonstration if
you requested it. In
this instance, we
requested their
SLA, which they
also sent. All files
that the account
rep sends to you
will be through
their secure portal.

19. In the
demonstration, the
account manager
will offer to send
you the following
information. If you
say yes, they will
send these two
items with anything
else you might
have requested:

= Advanced
Threat
Detection
Summary:
Their data sheet
of the
difference
between what
Proofpoint
captured that
Microsoft ATP
did not.

= Message
Quarantine
Results: Their
data sheet of
the difference
between what
Proofpoint
quarantined
that Microsoft
ATP did not.
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i

Bridge Partners Proofpoint SLA -
Consulting - PRO_T/ General Terms Hoste

Advanced Threat Results

Advanced Threat Detection Summary

Uik
Reputation only check

Threat Messarss
Muzssages with Malicios URLs
(phshing & mabware)

Messiages with Malicious Attachments,
Ipnesning & mamware)

Total Messages

» Data representing January 26 to February 20, 2018
= Messages that passed Micrasoft and identified malicious by Proofpoint

= 1,518 (93.2%) were proactively detected and would be blocked in production

= 73 had URL's that would have been rewritten and delivered

= 24 contained attachments that would have been delivered, but cleaned up by TRAP

Advanced Threat Results
Message Quarantine

Messaps Typs (inbound)
Matware + Phish
‘Spam + Aduft
Bulk (Grey Mail]

Total Messages

= Data representing January 26 to February 20, 2018
* Messages that passed Microsoft and identified as unwanted by Proofpoint
= Separate quarantine folders allow for granular policy control

proofpoint
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20. The account rep
will follow up after

the demonstration, E
asking if they can
reach out to a RE_ Bridge Partners

Consulting - PRO_T/
reseller on your

behalf, to get you
pricing information.
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