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Shadow AI is now recognized by enterprise security leaders as 

one of the fastest-growing internal risks. According to Gartner’s 

2025 AI Risk Report, over 72% of organizations reported AI tools in 

use outside sanctioned IT policies. Employees are integrating 

LLMs, code assistants, and automation platforms, without formal 

approval, creating visibility gaps that rival those once seen in the 

early days of cloud sprawl.  

Why Shadow AI Has Become 
the New Insider Threat

In essence, Shadow AI is today’s unmonitored AI stack, AI 
operating without oversight, policy enforcement, or data 
control. 

Security First AI  •  November 2025 Edition 

PRAGATIX PERSPECTIVE

https://www.gartner.com/en/newsroom/press-releases/2025-10-20-gartner-survey-finds-all-it-work-will-involve-ai-by-2030-organizations-must-navigate-ai-readiness-and-human-readiness-to-find-capture-and-sustain-value?utm_source=gats_software&utm_medium=referral&utm_campaign=gartner_ai_readiness_2025
https://www.gartner.com/en/newsroom/press-releases/2025-10-20-gartner-survey-finds-all-it-work-will-involve-ai-by-2030-organizations-must-navigate-ai-readiness-and-human-readiness-to-find-capture-and-sustain-value?utm_source=gats_software&utm_medium=referral&utm_campaign=gartner_ai_readiness_2025
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