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Share of fraudulent attempts in
Social Media increased close to

35X

17%

decrease in Payments
industry attacks since
INTERPOL bust
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We started back in Q2 2023 with some trends and a
challenge

| DUSTRY TRENDS

® |ntr0d Uced the Concept Of Uorga nized SPOTLIGHT ON HIDDEN GEOGRAPHICAL AND INDU
Fraud” Are you ready to face the

future of Al-generated
« Demonstrated prevalence of fraud fraud?
attacks against Payments and Crypto

« Demonstrated the effectiveness of
selfies and liveness detection

« Set a benchmark for future reports

¢ ESta b | I S h ed t h & p rem ISe Of I d en tl ty AU1I0TIX recognized the role of Generative Al on identity
fra U d be comin g more an d more ::tt:ecita::nlfh:tliltl:z:;ita:‘\;anced recognition algorithms to

automated

Ron Atzmon, Active Chairman, AUI0TIX
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The Report confirmed our baselines and made some
news

Serial Fraud Monitor caught 75 variants of the same ID n 1 day

> C > ( Fraudsters respond to regulatory crackdowns>

) ( 51%0 Less fraud in the crypto sector > ( )

56 % More fraud in the payments sector ( IDV with selfie is a MUST-HAVE ) (
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We know from the data that...

Fraudsters are opportunistic; when one industry closes the door they find another wide open

70%
60%
62%
50%
51% 52%
&47%
% 40%
2
3 39%
5 s
32% Bi‘tcoin price
increases
60%

20%

10%:

0% Ql Q2 Q3 Q4

Q12023 Q22023 Q32023 Q42023 Q12024 Q22024

Payments sector share of overall global identity fraud from Q1 2023 to Q2 2024 Crypto sector share of overall global identity fraud by quarter
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We know from the data that...

AUNOTIX

Al brings next-leve

“Mega” identity fraud attacks emerged last year in

-~ two distinct patterns of vastly different proportions.

The sudden burst

A mega-attack on the
payments sector involved over

22,000 IDs

with 50% of them
penetrating over a short
duration, usually 2-3 weeks.

|“

The slow burn

The average mega attack
involves around

2000 IDs

penetrating 5-6 times a
day on average over a long
duration, usually 12 months.

Mega” attacks that require next level defense
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Pattern recognitions: the DNA of a mega attack from a single ID
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« One template, multiple
permutations

« The more fraudsters are
blocked the harder they try
to infiltrate

« Serial Fraud Monitor blocked
all of these attempts

Feb Mar Apr May

Dec

Jun Jul Aug Sep Oct Now

ID pattern recognitions in one mega attack over 12 months in 2023

7

\

Our consortium recognized four
distinct elements of hashed PII
(represented as A, B, C, and D)
recombined eight ways:

= CD
B,C

m BC,D

mC

mD

= ABC

= ACD

= ABCD

Pll is hashed and therefore
recognized by a unique identifier,
preserving privacy in the
consortium while providing

the strongest detection against
organized identity fraud attacks.

S
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Selfies and liveness
detection block bad
actors

AUNOTIX

Share of Attacks
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Proportion of Modes of Attack Detected from Q&4 2023 to Q2 2024
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Impact of the Quarterly
Report
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The Report gets us noticed

AUNOTIX

Report
Q22023
Q32023
Q42023
Q12024

T FINANCIAL
Fl TIMES

Q2 2023

Quarterly Report UVM Since Inception

UVM

99,299,300
25,191,200
25,948,400
29,607,600

Q12024

Q3 2023

Q4 2023
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It’s credibility leads to exposure in Tier 1 news
outlets

Bloomberg

Markets v Economics Industries Tech Politics Businessweek Opinion More Vv

Social Media Safety: Sextortion Scams | Roblox | Can Lawsuits Help? | A Parent’s Guide

Newsletter TikTok, Snap Find It’s Not Easy to

Keep Young Kids Off the Apps All these social networks want
users. They don't want to scare

them...some studies show that
more than 40% of people will
give up if it takes too long to
create an account or if they have

Tech Daily

Bloomberg

EXCLUSIVE  Live Now: MIC & South Florida News Streaning 24/7

to hand over information they
don’t want to expose, like
documents that could prove
their age.

= q .6SOUYNFLOR|DA LOCAL  WEATHER  WIDED ONYOURSIDE  WVESTIGATES  RESPONDS  MEWSLETTERS  TVLSTINGS s 85° W 007

¥ Oyrpkcicredie  VINMIwaOpmpis  OWebMen 4T SiercmeSemen  TCmgMerCeses  HowlsSiwem P SendaTp  Newseten  Lemomin. VAT

AS SEEN ON
oW 74, 2004 547 P
What you should know of
Florida's social media ban

nnnnnn

- Dan Yerushalmi

Bloomberg Tech Daily

SOUTH FLORIDA
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.and consistently earns Tier 2 media

placements...
SMART 2%
L Entrepreneur

securify solutions :
d ]
a t a n a m I AU10TIX Releases Q4 Global Identity Fraud Report Revealing Eight-Month
“Mega-Attack” . .
17 TradingView

DATA SCIENCE » Al » ADVANCED AMNALYTICS
BIGMETRIC - AR.

UPDATE.COM ; |DENT|TY TRANSACTIONS

AU10TIX Releases Q4 Global Identity
~ 1 FraudReport Revealing Eight-Month
“Mega-Attack”

TRUSTED VISIONARY
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Use it to make an even bigger impact

-
e

c

THE GLOBAL IDENTITY FRAUD REPORT
SPECIAL EDITION

Dive deep into the top 10
mega attacks of 2023

D-ownload the Report / )
We Are Newsmakers

~

The report introduces new
terms and insights based on

\ Analysts findings in SFM./

AUNOTIX

Social Media Traction

Posts get many
engagements - repost and

\comment/ask a question/

é h

Serial Fraud Monitor caught 6755 variants of the same 1D .1 day

Fraudsters respond to regulatory crackdowns

4 D

51% Less fraud in the crypto sector ( )
v MY A &N N

-

5 2y
1DV with selfie is a MUST-HAVE \

56% More fraud in the payments sector

Employee Awareness

AUIOTIX makes the news
with our products and

\ insights — stay informed/

Top Level Overview: Third Quarter Global Attacks by Industry

Real Facts and

Insights
SDR, Sales, and CRMs can use

as an engagement tool to
\ sell/upsell SFM /
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Q2 2024
Global Identity
Fraud Report

Attack of the bots

COMING
September 12th



https://au10tix.sharepoint.com/:b:/r/sites/SalesExcellence/Shared%20Documents/From%20Sales%20Portal/Reports/Global%20Identity%20Fraud%20Report/Q1%202024/Q1%20Report%20on%20Fraud%202024.pdf?csf=1&web=1&e=gBSq7n
https://au10tix.sharepoint.com/:b:/r/sites/SalesExcellence/Shared%20Documents/From%20Sales%20Portal/Reports/Global%20Identity%20Fraud%20Report/Q1%202024/Q1%20Report%20on%20Fraud%202024.pdf?csf=1&web=1&e=gBSq7n

)
CC )

The Report on Fraud opens
the door to opportunity and
recognition
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C )
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Insert text for a divic
here
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Insert the title of the slide here

* Insert body text level 1 here
= |Insert body text level 2 here
- Insert body text level 3 here
* Insert body text level 4 here

= |nsert body text level 5 here
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Insert the title of the slide
here

* Insert body text level 1 here
Insert body text level 2 here
- Insert body text level 3 here
* Insert body text level 4 here

= |nsert body text level 5 here
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Insert the title of the slide here

* Insert body text level 1 here
= |nsert body text level 2 here
- Insert body text level 3 here
* Insert body text level 4 here

= |Insert body text level 5 here
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Insert the title of the slide
here

* Insert body text level 1 here
= |Insert body text level 2 here
- Insert body text level 3 here
* Insert body text level 4 here

= Insert body text level 5 here

AUNOTIX
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Insert the title for the slide
here

* Insert body text level 1 here
Insert body text level 2 here
- Insert body text level 3 here
* Insert body text level 4 here

= |nsert body text level 5 here
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Insert the title of the slide
here

* Insert body text level 1 here
= |Insert body text level 2 here
- Insert body text level 3 here
* Insert body text level 4 here

= Insert body text level 5 here
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Insert the title of the slide here

* Insert body text level 1 here
= |nsert body text level 2 here
- Insert body text level 3 here
* Insert body text level 4 here

= |nsert body text level 5 here

A U ] ® T I X © 2024 AUTOTIX LTD. CONFIDENTIAL DO NOT DISTRIBUTE. | 26



\ J

/1 U ] @ T I X © 2024 AUTOTIX LTD. CONFIDENTIAL DO NOT DISTRIBUTE. | 27




Insert the title of the slide here

Replace Replace Replace Replace

image image image image

Name Surname Name Surname Name Surname Name Surname
Job description Job description Job description Job description

Replace Replace Replace Replace

image image image image

Name Surname Name Surname Name Surname Name Surname
Job description Job description Job description Job description
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Insert the title of the slide here

Replace Replace Replace

image image image

Insert text Insert text Insert text
Insert text Insert text Insert text

Replace

image

Replace Replace Replace
image image image

Insert text
Insert text

Insert text Insert text Insert text
Insert text Insert text Insert text

AUNOTIX

Replace
image

Insert text
Insert text
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Insert a title box Insert a title for the
here paragraph here

* Insert body text level 1 here * Insert body text level 1 here
= |Insert body text level 2 here = |nsert body text level 2 here

- Insert body text level 3 here - Insert body text level 3 here
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Insert a title box Insert a title for the

here paragraph here
* Insert body text level 1 here * Insert body text level 1 here
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- Insert body text level 3 here - Insert body text level 3 here

A U ] ® T I X © 2024 AUTOTIX LTD. CONFIDENTIAL. DONOTDISTRIBUTE. 31



Insert a title box Insert a title for the
here paragraph here

* Insert body text level 1 here
Chart title

o

= |Insert body text level 2 here

- Insert body text level 3 here

10%

20% 60%

Ist Qtr = 2nd Qtr = 3rd Qtr = 4th Qtr
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Insert the title of the slide here

* Insert body text level 1 here

= |Insert body text level 2 here
- Insert body text level 3 here Insert quote text here

* Insert body text level 4 here

= |Insert body text level 5 here
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Insert the title of the slide here

Chart Title

4 ~— /\

>

—— ~_ \//

Category 1 Category 2 Category 3 Category 4

—Series] =—=Series?2 =—=Series3
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Insert the title of the slide here

Chart Title

Category 1 Category 2 Category 3 Category 4

Series 1 Series 2 Series 3
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Insert the title of the slide here

Title 1 Title 2 Title 3 Title 4

Text Text Text Text
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Insert the title of the slide here
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Insert the title of the slide here
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Insert title for Insert title for Insert title for
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Insert body text here Insert body text here Insert body text here
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Insert the title of the slide here

r

Insert title for
the icon here

Insert body text here

~
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Insert title for
the icon here

Insert body text here
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Insert title for
the icon here

Insert body text here




Insert the title of the slide here

z Insert title for the icon here S« >,g: Insert title for the icon here

~av Sooc
SN

Insert text for the icon here, insert text here

Insert title for the icon here

Insert text for the icon here, insert text here

% Insert title for the icon here

Insert text for the icon here, insert text here Insert text for the icon here, insert text here

r . . . .
< : Insert here title for the icon Q‘ Insert title for the icon here

=~ Insert here text for the icon, insert text Insert text for the icon here, insert text here
i@ Insert title for the icon here % Insert title for the icon here

s_L

Insert text for the icon here, insert text here Insert text for the icon here, insert text here
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THANK YOU

P

www.aulotix.com
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