
Physical Security Self-Assessment Checklist
CM-SEC • UNCLASSIFIED • FOR PUBLIC USE

This checklist is a physical, building-focused walkthrough you can use to spot security gaps 
from the perimeter to the server room.
How to use: Walk the site. Mark items you can verify with your eyes and hands. This is strictly about 
physical controls and conditions.

Business / Site Name: ............................................   Date: ..................................................
Address: ....................................................................
Assessor / Point of Contact: ..................................   Site Type: ..........................................
Notes (optional): .....................................................

1) Perimeter, Property Line, and Exterior Environment
Focus: what an intruder can reach from outside—lighting, concealment, climb points, and exposed 
building features.

☐ Exterior lighting covers all approaches to entrances (no dark pockets near 
doors/windows).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Light fixtures are functional, protected from easy tampering, and mounted securely. 
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Landscaping does not create concealment near doors, windows, or cameras.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Fencing/walls (if present) are intact with no gaps, weak sections, or easy footholds. 
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Gates (if present) close fully and latch; hinges and posts are stable and aligned.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Bollards or physical barriers protect glass entry areas from vehicle ramming where 
needed. 
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Parking areas provide clear lines of sight to main entrances; blind corners reduced.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Exterior stairwells/ramps do not provide easy access to upper floors or roof edges.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Trash/recycling areas are positioned so they do not provide climbing access to 
roofs/windows.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Exterior utility boxes/panels (electrical, comms) are secured and not easily opened.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Building address signage is clear for emergency response (visibility without exposing 
sensitive areas). 
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
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☐ Exterior conduit/cabling is protected (no exposed low-hanging runs that can be 
pulled/cut). 
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Ground-level vents and access grilles are secured (fasteners intact; no loose covers).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Outdoor storage (ladders, tools, pallets) is secured and not left as climbing aids.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Perimeter doors (rear/service) are not hidden by structures, dumpsters, or vegetation.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

2) Doors, Frames, and Entry Hardware (All Entrances)
Focus: the physical condition and integrity of every door—front, rear, side, loading, emergency exits.

☐ Doors close and latch reliably without forcing (proper alignment, no rubbing).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Door frames are solid (no cracks, loose anchors, or gaps between frame and wall).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Strike plates are heavy-duty and firmly fastened; no stripped screws or wobble.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Door hinges are tight; no missing screws/pins; hinge side is not exposed where 
avoidable.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Exterior hinges (if any) have protective features (e.g., non-removable pins).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Door closers operate smoothly and prevent ‘bounce-back’ or incomplete latching.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Weather stripping/sweeps do not create large gaps that allow tool insertion.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Glass doors/sidelights are protected against easy reach-through to hardware.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Access control hardware (reader, strike, maglock) is mounted securely; wiring not 
exposed.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Door hardware shows no signs of tampering (tool marks, bent components, pried trim).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Emergency exits have intact panic hardware and door seals; no loose push bars.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Exit devices and door bottoms do not show signs of being routinely kicked/forced.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
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☐ Roll-up doors (if present) have robust locking points and intact tracks/guides.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Loading/service doors have durable hinges and reinforced frames.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Door viewers/peepholes (if used) are clear and mounted securely.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

3) Windows, Glazing, and Wall Openings
Focus: ground-level and accessible windows, vents, and other penetrations into the building envelope.

☐ Accessible windows close fully; locks engage securely; no cracked latches.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Window frames are stable; no loose panes or degraded seals that create gaps.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Ground-level windows have physical protections appropriate to risk (design, barriers, 
film).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Basement/side windows are not hidden from view or shielded by landscaping.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Skylights (if present) are secured from the roof side and show no cracks or loose 
fasteners.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Wall vents/grilles are secured with intact fasteners; no missing screws or bent mesh.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Cable/pipe penetrations through exterior walls are sealed (no large gaps).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Spare/unused wall penetrations are capped/blocked (no open conduits into the building).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Exterior wall surfaces do not offer obvious climbing holds to upper levels.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

4) Roof, Ladders, Hatches, and Vertical Access Paths
Focus: anything that allows a climb to the roof, upper floors, or above-ceiling access from 
stairwells/mechanical areas.

☐ Roof access points (hatches, doors) are secured and in good condition.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Roof ladders (fixed) are protected or controlled; rungs and mounts are intact.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
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☐ Exterior fire escapes (if any) are secured where appropriate at ground-level access 
points.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Parapets/edges do not allow easy step-up access from adjacent structures.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ HVAC units/ducting do not create climbing paths to higher roof sections.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Skylights and roof vents are intact and resist easy lift/removal (secure fasteners).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Roof-mounted equipment panels/cabinets are closed and physically secured.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Stairwell top doors and roof doors close and latch reliably (no ‘always-open’ condition).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Attic/maintenance crawl access points are secured and not left open.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Exterior downspouts/pipes/cables are not acting as climb aids to upper levels.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

5) Lobby, Interior Doors, and Physical Barriers (Inside the Building)
Focus: how movement is physically constrained once someone is inside—doors, partitions, and choke 
points.

☐ Interior doors that protect back-of-house areas latch reliably and align correctly.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Sensitive areas are separated by physical barriers (doors/partitions), not just signage.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Door hardware on sensitive interior doors is commercial-grade and firmly mounted.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Interior frames/walls around controlled doors show no damage, gaps, or pry marks.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Stairwell doors (inside) close and latch; frames and strikes are intact.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Elevator lobby access to floors/areas is physically controlled where appropriate 
(barriers/doors).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Mechanical rooms have solid doors and secure hardware (not hollow, damaged, or 
loose).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Access control devices (readers, strikes) are mounted securely; exposed wiring 
minimized.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
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☐ Interior windows/borrowed lights near locks do not allow easy reach to hardware.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

6) Above-Ceiling and Below-Floor Vulnerabilities (Tiles, Plenum, 
Raised Floors)
Focus: bypass paths through ceiling tiles, floor tiles, wall penetrations, and shared plenums.

☐ Drop-ceiling tiles above controlled areas are secured or monitored where needed (no 
easy lift-and-crawl path).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Above-ceiling access points (hatches, panels) are secured and not left open.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Plenum spaces do not provide an easy route around locked doors into sensitive rooms.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Cable penetrations through walls/ceilings into sensitive rooms are sealed and minimized.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Raised floor tiles (if present) are stable and not easily lifted without tools in sensitive 
areas.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Under-floor access (raised floor) does not allow easy entry into adjacent controlled 
spaces.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Floor penetrations (conduit holes) are grommeted/sealed (no hand-sized openings).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Shared ceiling/floor cavities between tenants/suites are physically separated where 
possible.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Wall tops extend to deck where needed for sensitive rooms (no open plenum bypass).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

7) IT/Comms Closets, MDF/IDF, and Server Room Physical Hardening
Focus: the most critical physical spaces—doors, walls to deck, ceilings/floors, and equipment 
protection.

☐ Server room and comm closets have solid doors and reinforced frames (no loose strikes)
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Server room door latches reliably; no gaps at the latch side or bottom that defeat control
intent.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
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☐ Server room walls extend to the structural deck above (no open plenum bypass).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Ceiling (if any) above server/comms spaces is hardened or otherwise prevents tile-lift 
entry.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Raised floor (if present) is managed to prevent under-floor access into adjacent spaces.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Racks are anchored/stable; critical gear is not easily removed or tipped.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Network patch panels and core gear are positioned to reduce casual access and 
snagging.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Cabling paths (trays/conduit) into the room are enclosed or protected; penetrations 
sealed.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Power and network demarc points inside the building are in controlled spaces where 
possible.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ UPS/battery systems are in protected locations with stable mounting and guarded 
access.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Fire suppression components (heads, cylinders, controls) are physically protected from 
tampering.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Environmental sensors (temp/humidity/leak) are placed to detect physical/environmental
issues. Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix 
☐N/A
☐ Server room floor drains/leak paths are addressed (water intrusion risk reduced).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Server room windows (if any) are eliminated or physically protected; no direct outside 
access.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

8) Cameras, Panels, and Security Hardware Protection (Physical)
Focus: the physical survivability of the security system itself—mounting, placement, protection, and 
tamper resistance.

☐ Cameras are mounted securely and not reachable from ground/hand level without a 
ladder.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Camera housings show no damage; lenses are clean; mounts are tight and aligned.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
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☐ Cameras cover key approaches without being blinded by glare or backlighting.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Cabling to cameras/readers is protected (conduit where appropriate; no exposed runs).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Alarm/control panels are mounted in controlled areas with limited physical access.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Network video recorder / recorder hardware is physically secured (locked cabinet or 
controlled room).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Security hardware power supplies are protected from casual unplugging.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Critical security devices have physical tamper features where appropriate (covers, 
fasteners).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

9) Mechanical, Electrical, and Utility Rooms
Focus: physical access to building systems that can disable security or enable covert entry.

☐ Electrical rooms have solid doors and secure latching hardware; frames are intact.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Breaker panels and disconnects are physically protected from casual access/tampering.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Telecom demarc / ISP handoff hardware is in a controlled area where feasible.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Mechanical rooms (HVAC) are secured; access panels are closed and fastened.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Exterior generator/backup power equipment (if present) is protected by barriers and 
locks.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Utility corridors do not provide uncontrolled routes into restricted areas.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ Service chases and risers are secured; access panels are not left open.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

10) Final Walkthrough: Obvious Entry Aids and ‘Easy Wins’
Focus: the small physical problems that create big risk—things that make unauthorized entry easy and 
repeatable.

☐ No propped doors, broken latches, or ‘known bad’ doors are left in service.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
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☐ No ladders, pallets, or movable items are stored where they enable climbing.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ No unsecured ceiling tiles/panels create bypass routes into controlled areas.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ No unsecured keys/backup keys are left in obvious physical locations (hooks, drawers, 
open cabinets).
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ No exterior gaps/penetrations are large enough for hand access or tool leverage.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A
☐ No uncontrolled access to roof/stairwell tops exists via adjacent structures or fixtures.
Priority: ☐H ☐M ☐L Status: ☐OK ☐Fix ☐N/A

Notes / Evidence (optional):
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________

Action plan (physical fixes only): List the top issues you observed and what you’ll 
repair/upgrade first.
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
____________________________________________________________
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