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SCANNERS



nikto Nikto is a widely used open-source web server scanner that helps 
identify potential vulnerabilities in web servers and web applications. 

It's designed to perform comprehensive scans and security assessments 
to detect various issues that could be exploited by attackers





openvas

• OpenVAS, which stands for "Open Vulnerability Assessment 
System," is a comprehensive open-source vulnerability scanning 
and management tool designed to help users detect and manage 
security vulnerabilities in computer systems and networks. It is a 
powerful tool for identifying potential security issues, 
misconfigurations, and weaknesses in the target environment.

• Key point – types of scans





sqlmap • SQLMap is an open-source penetration testing tool that automates 
the process of detecting and exploiting SQL injection vulnerabilities in 
web applications. SQL injection is a common and potentially serious 
security flaw that occurs when an attacker can manipulate an 
application's SQL query by injecting malicious SQL code





nessus
• . It is designed to help organizations identify and assess security 

vulnerabilities in their computer systems, networks, and web 
applications. Nessus is known for its extensive vulnerability database, 
ease of use, and robust reporting capabilities

• Key points – types of scans





wapiti
• an open-source web application vulnerability scanner used for 

identifying security vulnerabilities in web applications. It is written in 
Python and designed to automate the process of finding potential 
issues that could be exploited by attackers





wpscan • open-source security scanning tool specifically designed for 
WordPress websites and web applications. It is used to identify 
security vulnerabilities and weaknesses in WordPress installations, 
themes, and plugins.





brakeman • an open-source security scanning tool specifically designed for 
Ruby on Rails applications. It is used to identify security 
vulnerabilities and potential security risks in Ruby on Rails web 
applications. Brakeman is often used by developers, security 
professionals, and DevOps teams to assess and improve the 
security of Ruby on Rails applications.





Scout suite
• an open-source multi-cloud security auditing tool designed to 

assess the security posture of cloud environments. It supports 
major cloud platforms such as Amazon Web Services (AWS), 
Microsoft Azure, and Google Cloud Platform (GCP)



CREDINATIAL 
HARVESTING 
TOOLS



hashcat • open-source password recovery tool that is used for cracking 
password hashes through various attack methods

• Hashcat supports a broad range of cryptographic hash 
algorithms, including popular ones like MD5, SHA-1, SHA-256, 
and bcrypt, among many others. It can also handle custom hash 
algorithms.





medusa • used open-source network login brute force tool. It is designed to 
perform various forms of brute force attacks against network 
services to gain unauthorized access.

• Brute Force Attacks: Medusa primarily conducts brute force 
attacks against network services that require authentication, such 
as SSH, FTP, Telnet, HTTP, and more. It tries multiple username 
and password combinations until it finds a valid one.



hydra
• Hydra is a popular and powerful password-cracking tool and network logon cracker that can be used 

to perform various types of attacks against network services. It is often used by cybersecurity 
professionals and hackers to test the security of systems and applications.

• Hydra supports a wide range of protocols and services, including:

• SSH (Secure Shell)

• FTP (File Transfer Protocol)

• HTTP (Hypertext Transfer Protocol)

• SMB (Server Message Block)

• RDP (Remote Desktop Protocol)

• Telnet

• MySQL

• PostgreSQL

• VNC (Virtual Network Computing)

• SNMP (Simple Network Management Protocol)







CeWL
• The name "CEWL" stands for "Custom Word List generator.“

• This tool is used to generate custom wordlists or dictionaries by 
crawling and scraping web content from a target website





John 
The Ripper

• "John," is a powerful and widely used open-source password 
cracking tool.

• designed to identify weak passwords by conducting various 
types of password attacks, including dictionary attacks, 
brute-force attacks, and hybrid attacks.



John the ripper cont…

• Dictionary Attacks: John can perform dictionary attacks, where it uses 
a predefined list of words and phrases (the "dictionary") to guess 
passwords.

• Brute-Force Attacks: It can conduct brute-force attacks by 
systematically trying all possible password combinations until the 
correct one is found.

• Hybrid Attacks: John supports hybrid attacks, which combine 
elements of dictionary attacks and brute-force attacks, making them 
more efficient.





Cain
• Cain & Abel, often referred to simply as "Cain," is a versatile and 

popular password recovery and hacking tool designed primarily for 
Windows operating systems. It is widely known in the information 
security community and can be used for various purposes, including 
password cracking, network sniffing, and security assessments



Mimikatz
• Mimikatz is a powerful post-exploitation tool used for retrieving 

sensitive information from Windows-based systems, particularly 
credentials and authentication tokens stored in memory.

• Credential Extraction: Mimikatz is primarily used to extract 
credentials and related information from memory, including 
passwords, NTLM hashes, Kerberos tickets, and plaintext 
passwords, as well as cached and stored credentials.

• Most common – downloaded onto host target during pentest

• Remove after pentest!! Clean up process



Dirbuster 
Dirb as well

• an open-source web application security tool designed to help 
identify hidden directories and files on web servers.

• Directory and File Enumeration: DirBuster performs directory 
and file brute-forcing or wordlist-based enumeration, 
attempting to locate directories and files that are not explicitly 
linked from a website's visible pages.







w3af • "Web Application Attack and Audit Framework," is an open-source and 
widely used web application security testing tool.

• w3af combines automated scanning with manual testing capabilities, 
making it a versatile tool for web application security assessments.





OSINT



WHOIS
• querying and retrieving information about domain names, IP 

addresses, and network entities. It provides valuable information 
about the ownership, registration, and contact details of domain 
names and IP addresses.

• Does not touch the target itself. This is considered open source
intelligence





Nslookup • used to query Domain Name System (DNS) servers to obtain 
domain name or IP address information

• is a versatile tool used for various purposes, including 
diagnosing DNS-related issues, looking up DNS records, and 
resolving domain names to IP addresses.

Does not touch target itself. Uses DNS servers to 
gather info

This is also considered Open source intelligence



The Harvester
• gather data from various public sources, primarily to perform 

reconnaissance and information-gathering during security 
assessments.

• Does not touch the target itself. Only uses search engines to gather 
information

• collect information about email addresses, subdomains, hosts, 
employee names, and other data points related to a target 
organization or domain.





Shodan • a search engine and online service that is focused on collecting and 
indexing information about internet-connected devices and 
systems.

• IOT devices / security cameras outside of building question!



Censys.io like shodan, but free



Maltego
• Maltego is a popular and powerful open-source intelligence and 

data visualization tool used for information gathering, link analysis, 
and data mining.

• Maltego is designed to help users understand the relationships 
between pieces of information and identify patterns or 
connections.



Recon-ng



Web Application 
tools



OWASP ZAP

• OWASP ZAP, or the OWASP Zed Attack Proxy, is an open-source 
security testing tool developed by the OWASP (Open Web Application 
Security Project) community. ZAP is designed for finding security 
vulnerabilities in web applications during development and testing 
phases





Burp Suite

• Burp Suite is a widely used web vulnerability scanner and security 
testing tool developed by PortSwigger. It is designed for security 
professionals, ethical hackers, and penetration testers to assess and 
identify security vulnerabilities in web applications. Burp Suite 
provides a comprehensive set of features for various aspects of web 
application security testing





Gobuster
• Gobuster is an open-source tool used for directory and file 

brute-forcing on web servers. It's primarily used by penetration 
testers and security professionals to discover hidden or 
unlinked resources on a web server or to identify potential 
security vulnerabilities related to directory and file naming





Social engineering tool

• Phishings – email

• Vishing – voice 

• Smishing – sms message



Social engineering toolkit SET

• The Social-Engineer Toolkit (SET) is an open-source penetration 
testing framework designed for social engineering. SET has a number 
of custom attack vectors that allow you to make a believable attack in 
a fraction of time. These kind of tools use human behaviors to trick 
them





BeEF

• "Beef" refers to the Browser 
Exploitation Framework, which is an 
open-source penetration testing tool 
used by security professionals to test 
the security of web applications



Remote access 
tools



SSH Secure Shell

• SSH, which stands for Secure Shell, is a cryptographic network 
protocol used for secure communication over an unsecured network. 
It is commonly used for remote administration of network devices 
and secure file transfers.





Netcat

• Netcat, often abbreviated as "nc," is a versatile networking utility that 
is sometimes referred to as the "Swiss Army knife" of networking 
tools. It can be used for a wide range of network-related tasks, 
including port scanning, banner grabbing, transferring files, creating 
reverse shells, and much more





MISC 
(important tools to 
know)



searchsploit

• a command-line search tool for the Exploit Database, a 
comprehensive collection of exploits, vulnerabilities, and related tools





powershell

• It is primarily used for system administration, configuration 
management, and task automation in Windows environments.





metasploit

• penetration testing and exploitation framework. Metasploit is 
designed for security professionals, ethical hackers, and penetration 
testers to test the security of systems and networks, identify 
vulnerabilities, and validate security controls.





WireShark

•  open-source network protocol analyzer and packet capture tool. It is 
used for network troubleshooting, analysis, and security auditing. 
Wireshark allows users to capture and inspect data traveling over a 
network, providing detailed information about network packets and 
their contents
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