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SCANNERS



. Nikto is a widely used open-source web server scanner that helps
NI ktO identify potential vulnerabilities in web servers and web applications.
It's designed to perform comprehensive scans and security assessments
to detect various issues that could be exploited by attackers
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Scanner Source IP: 66.175.214.247 »

canner Source IP: 66.175.214.247

User Agent: Nikto 2.1.5

Nikto v2.1.5 Nikto detects security

Target IP: 85 X %% related issues in web

+ Target Hostname: example.com scripts and web
+ Target Port: 80 server configuration

+
*
Ii
+

Start Time: 2019-02-01 12:17:06 (GMTO)

Server: Microsoft-IIS/8.5

Retrieved x-powered-by header: ASP.NET

Uncommon header 'x-content-security-policy' found, with contents: default-src 'self' ;

Uncommon header 'content-security-policy' found, with contents: default-src 'self' 'unsafe-inline' examp
self' 'unsafe-inline' 'unsafe-eval' example.com; style-src 'self' 'unsafe-inline' example.com maxcdn.boot!
Uncommon header 'x-frame-options' found, with contents: SAMEORIGIN example.com

Uncommon header 'x-xss-protection' found, with contents: 1:; mode=block

Retrieved x-aspnet-version header: 4.0.1219

Server leaks inodes via ETags, header found with file /robots.txt, fields: ©x4e234235saed08bddd:0
robots.txt contains 2 entries which should be manually viewed.

RFC-1918 IP address found in the 'location’ header. The IP is 10.23.1.3.

OSVDB-630: IIS may reveal its internal or real IP in the Location header via a request to the /images di
s http://10.23.1.3/1mages/.

Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST
Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST y : :
Cookie PHPSESSID created without the httponly flao worth investigating
/login.php: Admin login page/section found.

5567 items checked: © error(s) and 14 item(s) reported on remote host

End Time: 2019-062-01

Unusual items are always

Ran 5567 tests and found
14 items of interest



* OpenVAS, which stands for "Open Vulnerability Assessment
System," is a comprehensive open-source vulnerability scanning
OPENVAS and management tool designed to help users detect and manage
security vulnerabilities in computer systems and networks. It is a
powerful tool for identifying potential security issues,
misconfigurations, and weaknesses in the target environment.

 Key point — types of scans

.::. OpenVAS

Open Vulnerability Assessment Scanner
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* SQLMap is an open-source penetration testing tool that automates
the process of detecting and exploiting SQL injection vulnerabilities in
web applications. SQL injection is a common and potentially serious
security flaw that occurs when an attacker can manipulate an
application's SQL query by injecting malicious SQL code

sglmap




p://deblandev/sqlmap/mysqglL/ge

{1.3.4.44#dev}

http://sglmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent i1
s 1llegal. It 1is the end user's responsibility to obey all applicable local, state and fed
eral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

[*] starting @ 10:44:53 /2019-04-30/

[16:44:54]
[10:44:54]
[10:44:54]
[16:44:5:
[10:44:55
[16:44:55
[10:44
[16:44:55

] testing connection to the target URL

] heuristics detected web page charset 'ascii'

] checking 1f the target 1s protected by some kind of WAF/IPS
] testing if the target URL content is stable

] target URL content is stable

] testing 1f GET parameter 'id' 1s dynamic

| GET parameter 'id' appears to be dynamic

]

[ PSS e e e

heuristic (basic) test shows that GET parameter °"id' might be injectable




* . Itis designed to help organizations identify and assess security
vulnerabilities in their computer systems, networks, and web
applications. Nessus is known for its extensive vulnerability database,
ease of use, and robust reporting capabilities

NEeSSUS

* Key points — types of scans

@ Nessus

vulnerability scanner
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Vulnerabilities 144 Remediations 218

Name -

Bash Incompiete Fix Remote Code Exacution Winer,.,

Bash Remote Code Execution (CVE-2014-8277 /CV...

Bash Romote Code Execution (Shelishock)

ContOS8 4 /6 /0 : fwofox (CESA-2012:0079)

ComOS 4 /5 frafox / xulrunner (CESA-2011:1164)

ContOS 4 /8 : krb$ (CESA-2011:1851)

CertOS 5/6/ 7 : bash (CESA-2014:1293)

ContOS 5/6/7 : bash (CESA-2014:1306)

CentOS 6/ 6 ; java-1.8.0-0penjdk {CESA-2013:0770)

ContO8 5/6 | java-1.6.0-0penjak (CESA-2013:1014)

History 1

Famiy -

Gain a shell remotedy

Gain a shell remotety

Gain a shell remotedy

ContO8 Local Security Chocks

ComOS Local Security Checks

ComOS Local Secunity Chocks

CertOS Local Security Checks

CentOS Local Security Checks

CentOS Local Security Checks

ComOS Local Secunty Chocks

Count ~

Configure Launch v

Scan Detalls

Name: Lab Scan

Status: Comploted
Scanner: Local Scanner
Start Today at 5:31 PM
End Today at 6:01 PM

Elapsed: 30 minutos

Vuinerabilitios
‘ ® Critical
. iE
Mecium
* Low
® Info



.. *an open-source web application vulnerability scanner used for
Wd p|t| identifying security vulnerabilities in web applications. It is written in
Python and designed to automate the process of finding potential
issues that could be exploited by attackers







* open-source security scanning tool specifically designed for
wpscCan WordPress websites and web applications. It is used to identify
security vulnerabilities and weaknesses in WordPress installations,

themes, and plugins.




. http://10.10.124.7
'\\ '\\ .-"f I,."' ‘\..\ .-".f
\\N A S/ | |
\\ \/ \/ / | A i/ |.-“ ! "
\ A/ | ) | (| (
\/ \/ | | | / , | | |
WordPress Security Scanner by the WPScan Team
Version 3.8.24
Sponsored by Automattic https://automattic.com/
@ WPScan , @ethicalhack3r, @erwan lr, @firefart

URL: http://10.10.124.7/ [10.10.124.7]
Started: Tue Sep 12 18:45:30 2023

Interesting Finding(s):

Headers
| Interesting Entries:
| - Server: Apache
| - X-Mod-Pagespeed: 1.9.32.3-4523
| Found By: Headers (Passive Detection)
| Confidence: 100%

robots.txt found: http://10.10.124.7/robots.txt
| Found By: Robots Txt (Aggressive Detection)
| Confidence: 100%

XML-RPC seems to be enabled: http://10.10.124.7/xmlrpc.php
| Found By: Direct Access (Aggressive Detection)
| Confidence: 100%
| References:




b ra ke man ° an open-source security scanning tool specifically designed for
Ruby on Rails applications. It is used to identify security
vulnerabilities and potential security risks in Ruby on Rails web
applications. Brakeman is often used by developers, security
professionals, and DevOps teams to assess and improve the
security of Ruby on Rails applications.




Generating report...
== Brakeman Report ==

Application Path: /Users/ ' ' ' /redstore

Rails Version: 7.0.4.2

Brakeman Version: 5.4.1

Scan Date: 2023-02-22 20:12:45 +0700

Duration: 0.419307 seconds

Checks Run: BasicAuth, BasicAuthTimingAttack, CSRFTokenForgeryCVE, ContentTag, CookieSerialization, CreateWith, CrossSiteScripting, DefaultRoutes, Deseriali
ze, DetailedExceptions, DigestDoS, DynamicFinders, EOLRails, EOLRuby, EscapeFunction, Evaluation, Execute, FileAccess, FileDisclosure, FilterSkipping, Forge
rySetting, HeaderDoS, I18nXSS, JRubyXML, JSONEncoding, JSONEntityEscape, JSONParsing, LinkTo, LinkToHref, MailTo, MassAssignment, MimeTypeDoS, ModelAttrAcce
ssible, ModelAttributes, ModelSerialize, NestedAttributes, NestedAttributesBypass, NumberToCurrency, PageCachingCVE, Pathname, PermitAttributes, QuoteTableN
ame, Redirect, RegexDoS, Render, RenderDoS, RenderInline, ResponseSplitting, RouteDoS, SQL, SQLCVEs, SSLVerify, SafeBufferManipulation, SanitizeConfigCve, S
anitizeMethods, SelectTag, SelectVulnerability, Send, SendFile, SessionManipulation, SessionSettings, SimpleFormat, SingleQuotes, SkipBeforeFilter, Sprocket
sPathTraversal, StripTags, SymbolDoSCVE, TemplateInjection, TranslateBug, UnsafeReflection, UnsafeReflectionMethods, ValidationRegex, VerbConfusion, WeakRSA
Key, WithoutProtection, XMLDoS, YAMLParsing

== QOverview ==

Controllers: 1

Models: 1
Templates: 2
Errors: 0

Security Warnings: ©

== Warning Types ==

No warnings found



* an open-source multi-cloud security auditing tool designed to
Scout sulte assess the security posture of cloud environments. It supports
major cloud platforms such as Amazon Web Services (AWS),
Microsoft Azure, and Google Cloud Platform (GCP)




CREDINATIAL
HARVESTING
TOOLS



hashcat ° open-source password recovery tool that is used for cracking
password hashes through various attack methods

* Hashcat supports a broad range of cryptographic hash
algorithms, including popular ones like MD5, SHA-1, SHA-256,
and bcrypt, among many others. It can also handle custom hash
algorithmes.

HASHCAT




: Running

: 508Million/588MillionUncracked.txt
: Tue Apr ©3 16:00:54 2018 (14 secs)
.: Tue Apr 03 16:81:12 2018 (4 secs)
: File (Massiveleakll.dic.982.801), Left Side
: File (BinaryPrefixNew.txt), Right Side
: 75368.7 kH/s (3.38ms)
: 81974780939 (0.82%) Digests, /1 (@.80%) Salts
: CUR:N/A,N/A,N/A AVG:3415,284958,4919814 (Min,Hour,Day)

: 1185461248/1475529396 (74.92%)
: /1185461248 (0.00%)
: 15998784/21384484 (74.78%)

Candidates.#1
$HEX[6d72736b726f79f0f6fefefefefofefofefofefofofofefofefrefefefefofeofofefofefof6fofefefefefe
fofefofefofefofefofefefe]

: Temp: 51c Fan: 33% Util: 15% Core:1126MHz Mem:3884MHz Bus:16




d * used open-source network login brute force tool. It is designed to
meausa : .
perform various forms of brute force attacks against network
services to gain unauthorized access.

* Brute Force Attacks: Medusa primarily conducts brute force
attacks against network services that require authentication, such
as SSH, FTP, Telnet, HTTP, and more. It tries multiple username
and password combinations until it finds a valid one.




* Hydra is a popular and powerful password-cracking tool and network logon cracker that can be used
to perform various types of attacks against network services. It is often used by cybersecurity
hyd r.a professionals and hackers to test the security of systems and applications.

* Hydra supports a wide range of protocols and services, including:
e SSH (Secure Shell)

* FTP (File Transfer Protocol)

 HTTP (Hypertext Transfer Protocol)

* SMB (Server Message Block)

* RDP (Remote Desktop Protocol)

* Telnet

* MySQL

* PostgreSQL

* VNC (Virtual Network Computing)

 SNMP (Simple Network Management Protocol)




Fie Actiors £ Vew MHely

: testuser fusr/share/wordlists/rockyou.txt Llocalhost ssh
Hydra v9.3 (c¢) 2822 by van Hauser/THC & David Maciejak - Please do not use in military or secre
1 service organizations, or for illegal purposes (this is non-binding, these =*+ ignore laws an
d ethics anyway).

Hydra (https://github.com/vanhauser-the/the-hydra) starting at 2022-09-27 16:40:36

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to redu
ce the tasks: use <t §

[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (1:1/p:14344399), ~89%
925 tries per task

(DATA] attacking ssh;://localhost:22/

(STATUS] 161.88 tries/min, 161 tries in 80:01h, 14344238 to do in 1484:55h, 16 active
[22][ssh] host: localhost login: testuser password: peanut

[STATUS] attack finished for localhost (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/the=hydra) finished at 2022-99-27 16:41:3




~/hydra
hydra molly /usr/share/wordlists/rockyou.txt.gz 10.10.76.78
L ssh
Hydra v9.4 (c) 2022 by van Hauser/THC & David Maciejak - Please do not
use 1n military or secret service organizations, or for 1llegal purpose
s (this 1s non-binding, these *** 1gnore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2023-07-
03 15:1/7:26

[ DATA] max 4 tasks per 1 server, overall &4 tasks, 14344399 login tries
(L:1/p:14344399), ~3586100 tries per task

[ DATA] attacking ssh://10.10.76.78:22/
|22 |[ssh]| host: 10.10.76.78 login: molly password{ butterfly

1 of 1 target successfully completed, 1 valid password ftoumnd
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2023-07-
03 15:18:26

~/hydra




* The name "CEWL" stands for "Custom Word List generator.”

CeWL

* This tool is used to generate custom wordlists or dictionaries by
crawling and scraping web content from a target website




v

Possible Passwords.txt https://ww.roberthoettger.com/
CeWL 6.1 (Max Length) Robin Wood (robin@digi.ninja) (https://digi.ninja/)

"CHold on, stopping here




ohn * "John," is a powerful and widely used open-source password
cracking tool.

he RI pPper . designed to identify weak passwords by conducting various
types of password attacks, including dictionary attacks,
brute-force attacks, and hybrid attacks.




John the ripper cont...

* Dictionary Attacks: John can perform dictionary attacks, where it uses
a predefined list of words and phrases (the "dictionary") to guess
passwords.

* Brute-Force Attacks: It can conduct brute-force attacks by

systematically trying all possible password combinations until the
correct one is found.

* Hybrid Attacks: John supports hybrid attacks, which combine

elements of dictionary attacks and brute-force attacks, making them
more efficient.



fDownloads/first task hashes
hashé.txt

fDownloads/first task hashes

hashé.txt




: e Cain & Abel, often referred to simply as "Cain," is a versatile and
Cain popular password recovery and hacking tool designed primarily for
Windows operating systems. It is widely known in the information
security community and can be used for various purposes, including
password cracking, network sniffing, and security assessments

Eln=

Cain and Abel




N k * Mimikatz is a powerful post-exploitation tool used for retrieving
Imikatz sensitive information from Windows-based systems, particularly
credentials and authentication tokens stored in memory.

* Credential Extraction: Mimikatz is primarily used to extract
credentials and related information from memory, including
passwords, NTLM hashes, Kerberos tickets, and plaintext
passwords, as well as cached and stored credentials.

* Most common — downloaded onto host target during pentest
 Remove after pentest!! Clean up process



Dirpbuster -« an open-source web application security tool designed to help
Dirb as WeH identify hidden directories and files on web servers.

* Directory and File Enumeration: DirBuster performs directory
and file brute-forcing or wordlist-based enumeration,
attempting to locate directories and files that are not explicitly
linked from a website's visible pages.

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options | About | Help

Target URL (eg http:/fexample.com:80/)
http://10.10.123.176f

Waork Method Use GET requests only (=) Auto Switch (HEAD and GET)
Number Of Threads 299 Thre.,,  [v] Go Faster
Select scanning type: ») List based brute force Pure Brute Force

File with list of dirs/files

fusrisharefwordlists/dirbuster/directory-list-lowercase-2. 3-medium. txt L4 Browse || &9 List Info
dirb <url base> [<wordlist file(s)

Select starting options: «) Standard start point URL Fuzz
¥| Brute Force Dirs v| Be Recursive Dir to start with |/
v| Brute Force Files Use Blank Extension File extension |php

<UTr | |::'."'|5:'-" H:'."-.E:

<wordlist file(s)> :

o | Exit [> Start

DirBuster Stopped fleonsinunet/






OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Help

http://10.10,124.7:80/

@ Scan Information ' Results - List View: Dirs: 1 Files: 1 | Results - Tree View | /\ Errors: 0

Type Found
File /index.php
Dir /
Dir /images/

Current speed: 8 requests/sec
Average speed: (T) 9, (C) 10 requests/sec

Parse Queue Size: 0
Total Requests: 316/882192

Time To Finish: 24:29:47
ol | 00 Pause | ] Stop

Starting dirffile list based brute forcing

| Response Size
301 275
200 1477
403 399

(Select and right click for more options,

Current number of running threads: 100

Change |

Jcrack



W3af * "Web Application Attack and Audit Framework," is an open-source and
widely used web application security testing tool.

* w3af combines automated scanning with manual testing capabilities,
making it a versatile tool for web application security assessments.

w.saf

Web Application Attack and Audit Framewark




waar=WebApplicationAttackand Add it Eramework

[ % @

Manual Request Fuzy Request Encode/Decode Compare  Proxy

<

allowedMethods

@

This plugin finds what HTTP methods are enabled for a URI.

Two configurable parameters exist:
- execOneTime
- reportDavOnly

If "execOneTime" is set to True, then only the methods in the webroot are enumerated.
_If "reportDavOnly” is set to True, this plugin will only report the enabled method list if DAY methods
|have been found.

The plugin will try to use the OPTIONS method to enumerate all available methods, if that fails, a manual

enumeration is done, when doing a manual enumerationy

Profiles Edit . =» Tools Configuration Help
Al [® > &
Wizards New Save Start Pause Multiple Exploit
Scan config | log l Results I Exploit l
T Target: lhttp:J’!IocaIhcstMBaflosCommandingNuInerable.php?command=foasg
OWASP_TOF10 -
diamantes Plugin Active e
fast_scan P audi -
full_audit [ bruteforce O
full_audit_manual_disc v c_iiscovery F|
test \:i? MSMSpider W . =
5t _mailer n
5 _web20Spider 0
afd O
51 allowedMethods @]
archivebotOrg ]
crossDomain [
detectReverseProxy O
detectTransparentProxy D
detectWAF OJ
Sdatsun [ -
Plugin Active
£ output [=]
S console [
gtkoutput [¥]
51 htmiFile ] .
5 textFile 0
weboutput [ ]

execOneTime O
reportDavonly
Sawve configuration ” Revert to previous values |

0o Ao o




OSINT



e gquerying and retrieving information about domain names, IP
WHOIS addresses, and network entities. It provides valuable information

about the ownership, registration, and contact details of domain
names and IP addresses.

* Does not touch the target itself. This is considered open source
intelligence

File Actions Edit View Help




Jn : ' Vo-22122:1a:2a+0000

Creation Date: 1993-04-28T07:00:00+0000

Registrar Reglstration Expilration Date: 2024-04-29T00:00:00+0000

Registrar: MarkMonitor, Inc.

Registrar IANA ID: 292

Registrar Abuse Contact Email: abusecomplaints@markmonitor.com

Registrar Abuse Contact Phone: +1.2086851750

Domain Status: clientUpdateProhibited ih‘ )s:// www . icann.org/epp#iclientUpdateProhibited)
Jomain Status: clientTransferProhibited )s://ww .1icann.org/epp#iclientTransferProhibited)
Jomain Status: clientDeleteProhibited {t : frmw.1cann.Dr%fepp#cllent391&teprmh1h1tedj
Jomalin Status: serverUpdateProhibited {fii.-:fowﬁ.ltﬁHH.DrgfeppﬁﬁerverupdgiEprﬂhlhliEﬂ;
Jomain Status: aeruer'ranaferprmhlhlted hii.-:fmeM.1C%HH.WerEHU#“Eruer*rﬁﬂﬁferprﬁhlhliedj
Domain Status: serverDeleteProhibitec :// waw .1cann.org/eppé#serverDeleteProhibited)
Registry Registrant ID:

Registrant Name: Domaln Admilnlstrator

Registrant Organization: Wells Fargo & Company

Registrant Street: 420 Montgomery S5St,

Registrant City: 5an Francisco

Registrant Et:‘eﬁPrﬂ“lnce: CA

Registrant Pl.hg _ode: 94104

Registrant Country: US

Registrant Phune. +1.4158083158

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: hostmasterawellsfargo.com

Registry Admin ID:

Admin Name: Domain Adminis C

Admin Organization: Wells Fargo & Company

Admin Street: 420 Montgomery S

Admin City: San Francisco

Admin Rt:'efprﬂ“lnce: CA

Admin Pl.hg —ode: 94104

Admin lunhr:. US

Admin Phune, +1.4158083158




NS'OO kU p * used to query Domain Name System (DNS) servers to obtain
domain name or IP address information

* is a versatile tool used for various purposes, including
diagnosing DNS-related issues, looking up DNS records, and
resolving domain names to IP addresses.

Does not touch target itself. Uses DNS servers to
gather info

File Actions Edit View Help

This is also considered Open source intelligence




» gather data from various public sources, primarily to perform

Th e H arvester reconnaissance and information-gathering during security
assessments.

* Does not touch the target itself. Only uses search engines to gather
information

e collect information about email addresses, subdomains, hosts,
employee names, and other data points related to a target
organization or domain.

ster A . ._f 3

hristian Martore




Does not touch the target itself. Only uses search engines to gather information

Missing API " bevigil.
Missing API " binaryedge.
Missing API bufferoverun.

Missing API ~ Censys ID and/or Secret.

Missing API r criminalip.



Shodan - asearch engine and online service that is focused on collecting and
indexing information about internet-connected devices and
systems.

* |OT devices / security cameras outside of building question!

’Q!_-Q*\Elvwzazz]-sofeA _ flhd ly o © & @uso|a

) Shodan Search Engine — Mozilla Firefox

® % ShodanSearchEngine x +

= » C @ O B https://www.shodan.io

KaliLinux #5 KaliTools « KaliDocs N KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

'. SHODAN Explore Pricing &2 |

Search Engine for the
Internet of Everything

Shodan is the world's first search engine for Internet-
connected devices. Discover how Internet intelligence can
help you ma tter decisions

// EXPLORE THE PLATFORM

@ Beyond the Web & Monitor Network Exposure 53 Internet Intelligence

Websites are just one part of the Internet. Use
Shodan to discover everything from power




Censys.io like shodan, but free

5

*» Censys Search — Mozilla Firefox

H

&« € g censys.io

KaliLinux # Kali Tools = KaliDocs % Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

censys

f Services: 3.1B G IPv4 Hosts: 241.7M  [J IPv6 Hosts: 144.3M &= Virtual Hosts: 1.0B

VIEW DOCUMENTATION LEARN MORE ABOUT CENSYS TRY CENSYSGPT (BETA)

Registe



Maltego

* Maltego is a popular and powerful open-source intelligence and
data visualization tool used for information gathering, link analysis,
and data mining.

* Maltego is designed to help users understand the relationships
between pieces of information and identify patterns or
connections.

9

MALTEGO



EmROCl| 2 34

ate ¢ ntities ect Transf Machines Collaboration
New Manage
Machine Machines Machine Machines

Software and Service Advisories

Maltego Desktop Client Version 4.5.0 Release

Update your Maltego to Version 4.5.0 and embrace the powerful graph-in and graph-out features

Using graphs as Tra ' inputs and recening graphs as outputs! Check out the up
Feature 1: Context-Based and Multi-input Transforms
The gra n ‘A\Ar.n-? alows nvestigators to run Transforms 13 Hl; o nterrelated Emtities in 2

Feature 2: Simplfied Process to Answer High-Level Questions

The new Transform Protocol makes it easier for investigators to find any common data between

Entities and identify their relationship with fewer Transform runs or custom automated Transforms

Feature 3: Mare Meaningful Results with Less Clicks

The graph-out feature of the V3 Transform Prot provides a more user-friendly way to interpret

complex data sets, |nvestigators will receive 3 whole graph instead of running 3 list of Trapsforms

New Learning Platform

Maltego Community Edition 4.4.1

Nindows

Maltego Transform Hub

Maitego Community Edibon - Not licensed

FILTER [RESET]) Q

Display:

Access Options

ALL

& Bring Your Own Key

¥ Click-and-Run Limited
& Click-and-Run Unlimited

Data Categories

ALL

¥ Breaches & Leaks

¥ Compary Data

& Cryptocurrency

' Deep and Dark Web

& Endpoint & Secunty Events

¥ Data Subscription

W Free (with AP| key)
W Infrastructure & Network information
v Malware

TRANSFORM HUB PARTNERS

Etherscan
f by Maltego Technologles

Track cryptocurrencies and NFTs based
on Ether tokens

45/84 shown

Dorking Transforms
1R by Maltego Technologles

Advanced search techniques using the
Google search engine

Abuse.ch URLhaus

by Maitego Technologles

AbuselPDB
by Maltego Technologles
e IP addresses

dentify malicious s and explore Find and report ab

underlying malware activity

Packets: 30 - Displayed: 4 (13.3%) - Dropped: 0 (0.0%)

| [NOT INSTALLED] | [INSTALLED]

CNSNEENE

i
=:ErX
@e
aca -+
[REFRESH]  [UPDATE] i)

84 Hub items total | 1 Hub tems installed {176 Transforms)

Sort by: | INEWEST] | [NAME]

Plans

[w] ALl

¥ Maltege Community

Pricing
] A

Bring your own

Others

Personal Identfiers
Phishing Maltego Enterprise
Recon Maltego Pro
Social Media

TTPs

Vulnerabilities

Web & Image Content

Maltego Regex Trar

OpenSanctions
RegEx by Maltego Technologles

by Maltego Technologies

Extract matching objects from web
pages using “Reguiar Expressions”

politicians

AlienVault OTX
EIVIE by Maltego Technologies

Data Subscription

alphaMountain
by alphaMountain. al

Transforms for the world's first truly
open threat intelligence community

Host/IP/URL nisk and categorization

| Featured |

Data Subscription

Profile: Default




Web Application
tools



OWASP ZAP

* OWASP ZAP, or the OWASP Zed Attack Proxy, is an open-source
security testing tool developed by the OWASP (Open Web Application
Security Project) community. ZAP is designed for finding security
vulnerabilities in web applications during development and testing

phases

RV

“OWASP ZAP

For Web Application Security




X Untitled Session - OWASP ZAP 2.13.0

File Edit ‘View Analyse Report Tools Import Export Online Help

Standard Mode ~ | ] L [ R 2D EEEa D @mEde8 Ve ¥% @@ e @ @ |
@ Sites ; 47 Quick Start #* = Reguest <= Response

7' Requester 4
@ QB3

J Contexts

_ Welcome to OWASP ZAP

ZAP is an easy to use integrated penetration testing tool for finding wulnerabilities in web
@ Sites applications.

If you are new to ZAP then it is best to start with one of the options below.

AR,

Automated Scan Manual Explore

Learn More
MNews

What should the ZAP developers focus on? | Learn More .

& History  ©, Search [ Alerts Output ==

@ @ 7 Filter: OFF @ Export <

D Sou... Req. Timestamp Met,.. LRL C... Reason . Size Resp. ... Highest ... M... Tags =)

Alerts U0 FU0 U0 [0 Main Proxy: localhost:B0B0 Current Scans 4 0 &4 ®0 20 @0 0 %0 %O



Burp Suite

* Burp Suite is a widely used web vulnerability scanner and security
testing tool developed by PortSwigger. It is designed for security
professionals, ethical hackers, and penetration testers to assess and
identify security vulnerabilities in web applications. Burp Suite

provides a comprehensive set of features for various aspects of web
application security testing

i

BURPSUITE




ime ot

*%
Burp Suite Community Edition v2023.9.3 - Tem

Intruder  Repeater View Help

*H = Login Test % F='ifl Curp Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Lc
&« - X @ O £ vbsca.ca tercept HTTP history WebSockets history {0} Proxy settings

ﬁ Request to http://vbsca.ca:80 [163.182.194.25]

Forward Drop Action Open browser

Raw Hex

POST flogin/legin_results.asp HTTR/L1.1

Host: wvhsca.ca

User-Agent: Mozilla/5.0 (¥11; Linux x86 64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept: text/html,application/xhtml+xml,applications/xml;:g=0.9,1imagesavif, image webp,* /¥ g=0,8
Accept-Language: en-Us, en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

2 Content-Length: S&

2 0Origin: http://vhsca.ca

10 Connection: close

11 Referer: http://vbsca.ca/login/Llogin.asp

12 Cookie: ASPSESSIONIDOCTRDOST=HMOHKPHAGHMOPHFMHMELEGMDPL

13 Upgrade-Insecure-Requests: 1

Kali Linux g8 KaliTools « KaliDocs & Ka

Login Test

[

Username: |c1,fbermedic |

PﬂSSWDTd: | *1 Il Ity |

| Login |

= LT L R

15 txtUsername=cybermedicétxtPassword=super+secret+password



* Gobuster is an open-source tool used for directory and file
Gobuster brute-forcing on web servers. It's primarily used by penetration
testers and security professionals to discover hidden or
unlinked resources on a web server or to identify potential
security vulnerabilities related to directory and file naming




/usr/share/wordlists/dirbuster/directory-list-2.3-m

edium.txt




Social engineering tool

* Phishings — email
* Vishing — voice
* Smishing — sms message



Social engineering toolkit SET

* The Social-Engineer Toolkit (SET) is an open-source penetration
testing framework designed for social engineering. SET has a number
of custom attack vectors that allow you to make a believable attack in

a fraction of time. These kind of tools use human behaviors to trick
them



The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://ww.trustedsec.com

https://github.com/trustedsec/ptf

Select from the menu:

2ar-Phishing Attack Vectors
] Attack Vectors
‘ectious Medla Genere
a Payload and Listener
Mass Maller Attack

Arduino-Based Attack Vector

Wireless
M =~ i " ArmAwWm=s S+ Aw A++ =L \lnr+nnr
QRCode Generator Attack Vector
Powershell Attack Vectors

Third Party Modules
Return back to the main menu.

g I




BekF

» "Beef" refers to the Browser
Exploitation Framework, which is an
open-source penetration testing tool
used by security professionals to test
the security of web applications




Remote access
tools



SSH Secure Shell

* SSH, which stands for Secure Shell, is a cryptographic network
protocol used for secure communication over an unsecured network.
It is commonly used for remote administration of network devices
and secure file transfers.

S PO 2 3 4 8 | &

22/tcp open ssh

~/pentest

-s\ T4 10.10.209.72
Starting Nmap 7.93 ( https://nmap.p»g" ) at 2023-09-13 17:24 UTC
Nmap scan report for ip-10-10-2¥9-72.eu-west-1.compute.internal (10.10.209.72)
Host is up (0.00044s latesCy).
Not shown: 998 closed tcp ports (reset)
PORT STATF SFRVICE VERSION
22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
MAC Address: 02:0A:6B:0F:5D:23 (Unknown)
No exact 0S matches for host (If you know what OS is running on it, see https://nmap.org/
submit/ ).
TCP/IP fingerprint:
0S:SCAN(V=7.93%E=4%D=9/13%0T=22%CT=1%CU=44499%PV=Y%DS=1%DC=D¥%G=Y%M=020A6B%T
OS:M=6501F058%P=x86_64-pc—1inux—gnu)SEQ(SP=109%GCD=1%15R=10A%TI=Z%CI=I%II=I




~/Documents
jessienl10.10.209.72 -1 id_rsa

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.15.0-45-generic 1686)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

8 packages can be updated.
8 updates are security updates.

jessieaCorpOne:~$ pwd
/home/jessie
jessiegCorpOne:~$ ls




Netcat

* Netcat, often abbreviated as "nc," is a versatile networking utility that
is sometimes referred to as the "Swiss Army knife" of networking
tools. It can be used for a wide range of network-related tasks,
including port scanning, banner grabbing, transferring files, creating
reverse shells, and much more

File Actions Edit View Help

~/Documents
-1 ) bbbb
listening on [any] 6666 ...




File Actions Edit View Help

~/Documents
-1 1 6666
listening on [any] 6666
connect to [10.10.29.64] from (UNKNOWN) [10.1©.209.72] 58894
POST / HTTP/1.1
User-Agent: Wget/1.17.1 (linux-gnu)
Accept: */%

Accept-Encoding: identity

Host: 18.10.29.64:6666

Connectlon: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 33

p1b! I1ldaat 3d

]




MISC
(important tools to
know)



searchsploit

* a command-line search tool for the Exploit Database, a
comprehensive collection of exploits, vulnerabilities, and related tools

~/Downloads




~/Downloads
searchsploit medic

Exploit Title

Path

Artmedic CMS 3.4 - 'index.php' Local File Inclusion

Artmedic Event - 'index.php' Remote File Inclusion

Artmedic Links 5.0 - 'index.php' Remote File Inclusion

Artmedic NewsLetter 4.1 - 'Log.php' Remote Script Execution

Artmedic Webdesign Kleinanzeigen Script - Remote File Inclusion

artmedic webdesign weblog - Multiple Local File Inclusions

artmedic weblog 1.0 - Multiple Local File Inclusions

Horos 2.1.0 DICOM Medical Image Viewer - Denial of Service

Medical Center Portal Management System 1.0 - 'id' SQL Injection

Medical Center Portal Management System 1.0 - 'login' SQL Injection
Medical Center Portal Management System 1.0 - Multiple Stored XSS

Medical Clinic Website Script - SQL Injection

Medicine Tracker System v1.0 - Sgl Injection

Mediconta 3.7.27 - 'servermedicontservice' Unquoted Service Path

OpenEMR Electronic Medical Record Software 3.2 - Multiple Vulnerabilities
Pharmacy Medical Store and Sale Point 1.0 - 'catid' SQL Injection
Pharmacy/Medical Store & Sale Point 1.0 - 'email' SQL Injection

Smiths Medical Medfusion 4000 - 'DHCP' Denial of Service

WordPress Theme Medic v1.0.0 - Weak Password Recovery Mechanism for Forgotten Password

ph pps/4538. txt
ph pps/27767.txt
php/webapps/28594. txt
php/webapps/27900.txt
ph pr
[
f

p/weba
p/weba
[

)

yhp/webapps/24289.c
bohp/webapps/31201. txt
yhp/webapps/5116. txt
osx/dos/40929.py
php/webapps/49274 . txt
php/webapps/49138.txt
php/webapps/49236.txt
php/webapps/41091. txt
php/webapps/51338. txt

windows/local/51064. txt

php/webapps/14011.txt
php/webapps/48752.txt
php/webapps/49132.py
hardware/dos/43776.py
php/webapps/51531.py

Shellcodes: No Results




powershell

* It is primarily used for system administration, configuration
management, and task automation in Windows environments.




2 Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C: ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

bytes=32 time=187ms TTL=113
bytes=32 time=241lms TTL=113
bytes=32 time=247ms TTL=113
bytes=32 time=61lms TTL=113

Reply from
Reply from
Reply from
Reply from

00 00 00 0D
® 00 00 0
® 0 o o




metasploit

* penetration testing and exploitation framework. Metasploit is
designed for security professionals, ethical hackers, and penetration
testers to test the security of systems and networks, identify
vulnerabilities, and validate security controls.

Metasploit




S omBP O

File Actions Edit View Help

METASPLOIT CYBER MISSILE COMMAND V5

I WAVE imiwimrmr 337 HEEHHHERRREEHRRRnatEsenannaaasaasi HIGH FFFFFFFF &




WireShark

e open-source network protocol analyzer and packet capture tool. It is
used for network troubleshooting, analysis, and security auditing.
Wireshark allows users to capture and inspect data traveling over a
network, providing detailed information about network packets and

their contents




M ti-netfliz-problems-2011-07-06.pcap — O >
File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Toels  Help

LR RE Re>=FT o5 Eaaan

[_.|Appl'-,'adispla'f filter ... <Ctrl-/= m = | Expression... | +
Ma. Time Source Destination Protocol Length Info

i 343 65.142415 192.168.8.21 174.129.249,228 TCP GG 48555 » 838 [ACK] Seq=1 Ack=1 Win=5838 Len=8 TSval=491519346 TSecr=551811827

i 344 55.142715 192,168.8,21 174.129,249,228 HTTP 253 GET fclients/netflix/flash/application.swf?flash_version=flash_lite 2.18w=1.5&nr

i 345 65.238738 174.129.249,228 192.168.8.21 TCP 66 BB » 48555 [ACK] Seq=1 Ack=183 Win=6864 Len=B TSval=551811858 TSecr=491519347

i 346 65.248742 174.129.249,228 192.168.8.21 HTTP 828 HTTP/1.1 282 Moved Temporarily —
i 347 65.241592 192.168.8.21 174.129.249,228 TCP 66 48555 » 88 [ACK] Seq=183 Ack=763 Win=7424 Len=8 TSval=49151944% TSecr=551811852 |

348 65.242532 192.168.8,21 192.168.8.1 DNS 77 Standard query 8x2188 A cdn-@.nflximg.com

jj 349 B5.27687@ 192,.168.8.1 192.168.8.21 DNS 489 Standard query response Bx2188 A cdn-8.nflximg.com CNAME images.netflix.com.edge_|
i 3568 65.277992 1592.168.8.21 £53.80.242.48 TCP 74 37863 -+ 838 [SYN] Seq=8 Win=5848 Len=8 M55=1468 SACK_PERM=1 T5val=491519482 TSecr—f
i 351 65.297757 63.86.242.48 192.168.8.21 TCP 74 3@ = 37863 [SYN, ACK] Seq=8 Ack=1 Win=5792 Len=8 M55=1468 SACK_PERM=1 TSval=329%3—%
i 352 65.298396 1592.168.8.21 £3.86.242.48 TCP 66 37863 - 88 [ACK] Seq=1 Ack=1 Win=5883 Len=8 T5val=491519582 TSecr=329553413@ =
i 353 65.298687 192.168.8.21 63.8@.242.48 HTTP 153 GET fus/nrd/clients/flash/814548.bun HTTP/1.1  —
i 354 55.31873@ 63.80.242.48 192.168.8.21 TCP 66 88 » 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=@ TS5val=3295534151 TSecr=491519583 ]
! 355 65.321733 63.808.242.48 192.168.8.21 TCP 1514 [TCP segment of a reassembled PDU]J W
€

> Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits) A
» Ethernet II, Src: Globalsc_e@:3b:@a (f@:ad:4e:88:3b:8a), Dst: Vizio 14:8a:el (B8:19:9d:14:8a:el)
» Internet Protocol Version 4, Src: 192.168.8.1, Dst: 192.163.8.21
»> User Datagram Protoccl, Src Port: 53 (53), Dst Port: 34836 (34836)
v Domain Name System (response)
Request In: 348
[Time: @.,@834338888 seconds]
Transaction ID: @x2188
» Flags: @xB188 Standard query response, No error
Questions: 1
Answer RRs: 4
Authority RRs: 9
Additional RRs: 9
¥ Queries
» cdn-B.nflximg.com: type A, class IN
* Answers
» Authoritative nameservers v
BB28 @0 15 08 35 84 f4 81 c7 83 3T [ABINS 81 58 @0 81  ...5.... .7H.... ~
BE32 B89 B4 BB 89 BB B9 B5 B3 64 6e 2d 38 B7 6e BB BC  ...... c dn-8.nfl
Be4e 78 69 Bd 67 83 B2 6f 6d B0 B8 Bl B8 Bl c8 Bc B8 ¥img.com ........
@858 @85 6@ 81 60 8@ B85S 29 @@ 22 86 69 6d 61 67 65 73 ...... ".images
e @/ 6e 65 74 BB Bc B9 78 83 63 6T 6d @9 65 64 67 .netflix .com.edg
@878 B5 73 75 69 74 65 B3 62 65 74 80 c@ 2T 88 85 B0 esuite.n et../... v

o ?  Identification of transaction {dns.id), 2 bytes

|| Packets: 10299 - Displayed: 10293 (100.0%) - Load tme: 0:0.182|| Profile: Default
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