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What Should You Do When You
Receive a Data Breach Notice?

Don't treat your data breach letter like junk mail. Do
this instead.

> Geoff Williams
SEF  Dec. 24, 2024 4:35 am. PT

3 min read ff)

Data breach notices tell us that our personal data was
compromised. In 2024 alone, major data breaches occurred at

National Public Data, Change Healthcare and Ticketmaster,

putting millions of consumers at risk of financial fraud and
identity theft.

"On average, we have seen eight to nine data breach
incidents every day," said Weiqing Sun, director of master's
programs in cybersecurity at the University of Toledo. "More
frequent and more significant data breaches will occur and
keep affecting every one of us."
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If you receive a data breach letter in the mail, don't ignore it. It
will inform you that an unauthorized party has gained access

to internal company data and may possess your personally
identifiable information like your name, phone number, Social

Security number and more.

Here's everything you should know about data breach

notices.

What's in a data breach notice?

Data breach notices usually include the following information:

« Details about how and when the breach occurred

« A list of your personal data that might have been leaked to

hackers

« An explanation of what the company is doing to protect

your data in the aftermath

« Tips to help you keep your identity safe

Companies will regularly pay for free identity theft or credit

monitoring services for affected customers. Activation codes

are provided in the letter, but you must create the account
yourself to take advantage of the offer. Depending on the

severity of the breach, the free coverage lasts up to two years
in most cases.

|dentity theft protection services help monitor your sensitive

data on the dark web. Sometimes, these services can alert
you that your data has been compromised before you even
receive a notice. Most importantly, they come with identity

restoration services if your identity is stolen.

"Try to take advantage of those services to get the protection,’

said Sun.

When and how will a company send
me a data breach notice?

All states, the District of Columbia, Puerto Rico, and the US
Virgin Islands have passed laws requiring companies to notify
customers of data breaches. The length of time varies by
state, but notices are usually sent within 60 days after the
data leak is discovered.
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Data breach notices come in the mail. If you receive a notice
by email, text or phone call, it's likely a scam. If you have any

doubts about the legitimacy of a notice claiming your

sensitive data has been compromised, contact the company
directly or search online for coverage of the breach, Sun said.

In addition to impacted customers, companies that suffer a
cyberattack may alert state attorney general's offices, law
enforcement, the three major credit bureaus, and the
Securities and Exchange Commission, depending on the

severity of the breach or state regulations.

What should | do if | receive a letter in
the mail?

If you receive notice of a data breach by mail, follow the
advice in the letter and take it seriously. You should be on the
lookout for phishing attacks and regularly check your
Experian, TransUnion and Equifax credit reports for

unauthorized accounts opened in your name.

If the company offers free identity theft protection, sign up for
it. After the membership expires, you'll need to decide whether
to pay to continue with the service or subscribe to another

provider.
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If your data is involved in another data breach in the future,
you may sign up for additional free services offered to you

later.

What are some steps | can take to

protect my data?

CNET

Even if you aren't using an ID theft protection service, here are
four things you can do for free to protect yourself:

1. Change your password on the breached account, along
with any other accounts with the same login credentials.

2. Review your credit card and debit card statements at least
once a month and look for any abnormalities

3. Freeze your credit so that nobody can apply for a line of

credit in your name (you'll have to unfreeze it yourself if you

want to open a new account)

4. Remain vigilant of phishing attacks by cybercriminals using
your leaked information to trick you into sharing financial
account information or other sensitive data

The editorial content on this page is based solely on
objective, independent assessments by our writers and is not
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provided or commissioned by any third party. However, we
may receive compensation when you click on links to
products or services offered by our partners.

Japan

© 2025 CNET, a Ziff Davis company. All rights reserved.

Korea

Deals

Reviews

Best Products

Gift Guide

Coupons

Videos

Software

Downloads

About CNET

Press Room

Newsletters

Licensing

Sitemap

Careers

Accessibility

Your Privacy
Rights

Privacy Policy

Terms of Use

Do Not Sell or

Share My
Personal

Information


https://www.cnet.com/deals/
https://www.cnet.com/reviews/
https://www.cnet.com/best-products/
https://www.cnet.com/gifts/
https://coupons.cnet.com/
https://www.cnet.com/videos/
https://download.cnet.com/
https://download.cnet.com/
https://www.cnet.com/about/
https://www.cnet.com/press-room/
https://www.cnet.com/newsletters/
mailto:brand_licensing@ziffdavis.com
https://www.cnet.com/sitemaps/
https://www.ziffdavis.com/careers/
https://www.ziffdavis.com/accessibility/
https://www.ziffdavis.com/ztg-privacy-policy
https://www.ziffdavis.com/terms-of-use
https://www.ziffdavis.com/ztg-privacy-policy
https://www.ziffdavis.com/ztg-privacy-policy
https://www.ziffdavis.com/ztg-privacy-policy
https://www.ziffdavis.com/ztg-privacy-policy
https://www.instagram.com/cnet/
https://www.youtube.com/user/CNETTV/
https://www.tiktok.com/@cnetdotcom?lang=en
https://www.facebook.com/cnet
https://www.x.com/cnet
https://flipboard.com/@cnet
https://www.cnet.com/
https://www.cnetfrance.fr/
https://www.cnet.de/
https://japan.cnet.com/
https://www.cnet.co.kr/
https://www.cnet.com/home/how-we-test-everything/
https://www.cnet.com/home/how-we-test-everything/
https://www.cnet.com/personal-finance/
https://www.cnet.com/personal-finance/identity-theft/5-signs-your-personal-data-is-on-the-dark-web-and-what-you-can-do-about-it/
https://www.cnet.com/personal-finance/identity-theft/5-signs-your-personal-data-is-on-the-dark-web-and-what-you-can-do-about-it/
https://www.cnet.com/personal-finance/identity-theft/billions-may-have-been-compromised-in-national-public-data-breach-heres-what-you-should-do-next/
https://www.cnet.com/personal-finance/massive-change-healthcare-data-breach-impacted-100-million-people-what-to-know/
https://www.cnet.com/tech/services-and-software/ticketmaster-breach-what-we-know-so-far/
https://www.utoledo.edu/engineering/engineering-technology/cset/sun.html
https://www.cnet.com/personal-finance/you-can-lock-your-social-security-number-after-a-data-breach-heres-how/
https://www.cnet.com/personal-finance/you-can-lock-your-social-security-number-after-a-data-breach-heres-how/
https://www.cnet.com/personal-finance/identity-theft/best-identity-theft-protection/
https://www.cnet.com/personal-finance/credit-cards/advice/best-credit-monitoring-services/
https://www.cnet.com/personal-finance/credit-cards/advice/best-credit-monitoring-services/
https://www.cnet.com/personal-finance/identity-theft/my-personal-data-was-exposed-after-the-att-breach-identity-theft-protection-saved-me-from-financial-ruin/
https://www.cnet.com/personal-finance/identity-theft/my-personal-data-was-exposed-after-the-att-breach-identity-theft-protection-saved-me-from-financial-ruin/
https://www.ncsl.org/technology-and-communication/security-breach-notification-laws
https://www.bitdefender.com/en-us/blog/hotforsecurity/fake-data-breach-notifications
https://www.sec.gov/edgar/search/#
https://www.cnet.com/personal-finance/credit-cards/how-to-read-your-free-credit-report/
https://www.cnet.com/personal-finance/heres-how-to-freeze-your-credit-after-the-change-healthcare-data-breach/
https://www.cnet.com/personal-finance/banking/is-that-text-message-from-your-bank-legit-how-to-detect-and-avoid-sms-phishing-scams/
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=DEALS+MODULE&element_label=H%26R+Block+Free+Simple+Tax+Returns+eFile&module=LINK&object_type=article-body&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=1&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Flinkto.hrblock.com%2Fc%2F159047%2F391260%2F5683%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26u%3Dhttps%253A%252F%252Fwww.hrblock.com%26subId1%3Dcm-__COM_CLICK_ID__-dtp&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=DEALS+MODULE&element_label=TurboTax+Deluxe+2024+%28Federal+and+State%2C+PC%2FMac+Download%29&module=LINK&object_type=article-body&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=2&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Fbuy.geni.us%2FProxy.ashx%3FTSID%3D365160%26GR_URL%3Dhttps%253A%252F%252Fwww.amazon.com%252Fdp%252FB0DHYGWYJ6%253Ftag%253Dcnet-buy-button-20%2526ascsubtag%253D__COM_CLICK_ID__%257Ce267a495-b794-43c6-8e8d-e12fe3172ca1%257Cdtp%257Ccm%26dtb%3D1&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=DEALS+MODULE&element_label=TurboTax+Deluxe+2024+%28Federal+and+State%2C+PC%2FMac+Download%29&module=LINK&object_type=article-body&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=2&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Fbuy.geni.us%2FProxy.ashx%3FTSID%3D365160%26GR_URL%3Dhttps%253A%252F%252Fwww.amazon.com%252Fdp%252FB0DHYGWYJ6%253Ftag%253Dcnet-buy-button-20%2526ascsubtag%253D__COM_CLICK_ID__%257Ce267a495-b794-43c6-8e8d-e12fe3172ca1%257Cdtp%257Ccm%26dtb%3D1&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=DEALS+MODULE&element_label=TurboTax+Premier+2024+%28Federal+and+State%2C+PC%2FMac+Download%29&module=LINK&object_type=article-body&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=3&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Fbuy.geni.us%2FProxy.ashx%3FTSID%3D365160%26GR_URL%3Dhttps%253A%252F%252Fwww.amazon.com%252Fdp%252FB0DHYH1R3N%253Ftag%253Dcnet-buy-button-20%2526ascsubtag%253D__COM_CLICK_ID__%257Ce267a495-b794-43c6-8e8d-e12fe3172ca1%257Cdtp%257Ccm%26dtb%3D1&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=DEALS+MODULE&element_label=TurboTax+Premier+2024+%28Federal+and+State%2C+PC%2FMac+Download%29&module=LINK&object_type=article-body&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=3&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Fbuy.geni.us%2FProxy.ashx%3FTSID%3D365160%26GR_URL%3Dhttps%253A%252F%252Fwww.amazon.com%252Fdp%252FB0DHYH1R3N%253Ftag%253Dcnet-buy-button-20%2526ascsubtag%253D__COM_CLICK_ID__%257Ce267a495-b794-43c6-8e8d-e12fe3172ca1%257Cdtp%257Ccm%26dtb%3D1&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=DEALS+MODULE&element_label=TaxSlayer+Classic+Plan&module=LINK&object_type=article-body&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=4&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Fwww.jdoqocy.com%2Fclick-100154929-13750421%3Fu%3Dhttps%253A%252F%252Fwww.taxslayer.com%26subId%3Dcm-__COM_CLICK_ID__-dtp&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=LIST&group_uuid=49816f40-844e-466d-beac-d04c9c8dcd16&module=IMAGE&object_type=article-body%7Clisticle%7Cimage&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Faurainc.sjv.io%2Fc%2F159047%2F2023495%2F12398%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26%26subId1%3Dcm&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=LIST&group_uuid=49816f40-844e-466d-beac-d04c9c8dcd16&module=IMAGE&object_type=article-body%7Clisticle%7Cimage&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Faurainc.sjv.io%2Fc%2F159047%2F2023495%2F12398%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26%26subId1%3Dcm&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=LIST&group_uuid=49816f40-844e-466d-beac-d04c9c8dcd16&module=IMAGE&object_type=article-body%7Clisticle%7Cimage&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Faurainc.sjv.io%2Fc%2F159047%2F2023495%2F12398%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26%26subId1%3Dcm&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=LIST&group_uuid=49816f40-844e-466d-beac-d04c9c8dcd16&module=IMAGE&object_type=article-body%7Clisticle%7Cimage&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Faurainc.sjv.io%2Fc%2F159047%2F2023495%2F12398%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26%26subId1%3Dcm&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=LIST&element_label=Aura&group_uuid=49816f40-844e-466d-beac-d04c9c8dcd16&module=LINK&object_type=article-body%7Clisticle%7Ched&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=1&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Faurainc.sjv.io%2Fc%2F159047%2F2023495%2F12398%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26%26subId1%3Dcm&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=LIST&element_label=CNET%27s+pick+for+the+best+identity+theft+protection+service&group_uuid=49816f40-844e-466d-beac-d04c9c8dcd16&module=LINK&object_type=article-body%7Clisticle%7Csubhed&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=1&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Faurainc.sjv.io%2Fc%2F159047%2F2023495%2F12398%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26%26subId1%3Dcm&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://cc.cnet.com/v1/otc/04Yxjj1rHOmYAxbnVDhvKNn?element=BODY&element_label=See+at+Aura&group_uuid=49816f40-844e-466d-beac-d04c9c8dcd16&module=BUTTON&object_type=article-body%7Clisticle%7Cbutton&object_uuid=9505b74b-2a0e-4190-806d-18f643402e07&position=1&template=article&track_code=__COM_CLICK_ID__&url=https%3A%2F%2Faurainc.sjv.io%2Fc%2F159047%2F2023495%2F12398%3F%26sharedid%3Dcnet%26partnerpropertyid%3D235399%26%26subId1%3Dcm&view_instance_uuid=e267a495-b794-43c6-8e8d-e12fe3172ca1
https://www.cnet.com/personal-finance/identity-theft/aura-review/
https://www.cnet.com/
https://www.cnet.com/ai-atlas/
https://www.cnet.com/tech/
https://www.cnet.com/personal-finance/
https://www.cnet.com/home/
https://www.cnet.com/health/
https://www.cnet.com/home/internet/
https://www.cnet.com/deals/
https://www.cnet.com/gifts/
https://www.cnet.com/feature/cover-stories

