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& HOUSEKEEPING

0

 Respect Others

 Distractions
 Participate

 Virtual Hand Raise

 Meeting Chat

 Ask questions
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& OBJECTIVES O

 Discuss fraud scam scenarios

» |dentify how to distinguish different
types of scams based on victim’s activity

* Recognize strategies scammers use to
steal information

» Explain the best practices for fraud
prevention



@TYPES OF SCAMS Q"
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These are the most common  types of Social Engineering Fraud Scams.
 
Are you familiar with any of these scams?

Have you or do you know of anyone who has fallen victim to a scam?

Think about different scenarios or stories you have heard about victims of scams.


'@ SCAMMER TACTICS

KNOW THE RED FLAGS AND TATICS OF SCAMMERS
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It is important to know the different types of scams. Now that you have joined the security division, it is even more important to understand the red flags and tactics associated with each type of scam.

Scammers start by investigating potential targets, once they have enough information, they will lure the victim in based on the scam type. They will gain the victim trust or interest by exploiting human emotions, typically through conversations. Once the victim takes the bate the scammer convinces them to provide their assets. Then the fraudster disappears. 

Do you know why is it important to have a comprehensive understanding of different red flags and tactics associated with different types of scams?

It is important to keep up with current trends and tactics because our job in Security is to Prepare, Prevent, and Protect our members and their assets from fraud. 

However, in this role we also need to protect Navy Fed from what we call first party fraudsters. 

Do you know or are you familiar with what First Part Fraud means?

First party fraud is when the scammer or fraudster opens an account with the sole intention of using it to commit fraud. 

In order to protect members and Navy Federal, we also have to be able to differentiate between scam victims and first party fraudsters. 

We do this by using fraud mitigation which is why every department and job role is important. We all work together to achieve our mission. 


@ FRAUD MITIGATION ,©

ESTABLISHING A RESPONSE TEAM:

Establish clear responsibilities:
o Assess the impact
o Contain the breach X
o Communicate effectively
o Prevent recurrence.

Include individuals skilled in:
o Technology
o Communications =
o System interfaces
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There are several fraud mitigation practices used by the security division. 

The first step for implementing fraud mitigation is to have a well established and knowledgeable response team. 

You may be wondering why, if the goal is to prevent fraud. Unfortunately, reality is fraud is always going to occur due to people falling victim to these scams. It is extremely important to have a robust frontline defense to help prevent victims from getting completely involved in a scam. 


@ FRAUD MITIGATION ,©

COMMUNICATION PROTOCOLS

FRAUD

PREVENTION
TIPS

Clear communication protocols during an incident
are critical.

Prompt information sharing within the team.

Timely accurate reporting to affected parties and
regulators.

Minimize damage and restore operations swiftly.
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Clear communication is important to provide prompt sharing of information. Provide timely accurate reporting to help minimize damage and restore operations. 


@ FRAUD MITIGATION ,©

POST INCIDENTS ANALYSIS:

Q9

Conduct a thorough analysis of how the
incident occurred:
« What was compromised?
 How was the response handled?

What are the necessary updates in:
 Policies
* Procedures
* Technologies.
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Once an incident occurs it is also important to conduct a thorough analysis of the incident to gather necessary data that can help guide future policies, procedures and software use to prevent similar incidents from occurring in the future. 


FRAUD

@ FRAUD MITIGATION ,©

CONINUOUS IMPROVEMENT STRATEGIES TIPS

Refining is key to improving the organization’s defensive
and reactive capabilities:

» Use incidents to continuously improve processes.
* Provide comprehensive training for employees.

« Upgrade systems.
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Fraud is inevitable. Learning from incidents to continuously improve processes, providing comprehensive training programs, and utilizing the best technology helps to reduce the number of incidents and secure more assets for both members and Navy Federal.


@ FRAUD MITIGATION

REPORTING AND DOCUMENTING

It's essential to report the incident appropriate
agencies:
e Track down the perpetrators

» Potentially recover stolen data or assets

Importance of Response Documentation:
 |[nforms post-incident analysis
» Adhere to compliance and regulations
» |dentify areas strengths and weaknesses
» |dentify new Social Engineering fraud tactics.
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Documentation is the final most important aspect for fraud mitigation. There are number of reasons this is important. Having good documentation helps agencies locate and prosecute perpetrators so that they are not able to commit future fraud. 


@ FRAUD MITIGATION ,©

» Team to identify patterns for prompt
responses.

* Trace and determine source of
Incident

* Analyze and document anlytical data
of suspect activity

» |dentify strengths and weaknesses for
continuous improvement

e Enhance seamless collaboration
among security systems
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Here is a list of the core components for effective fraud mitigation. Different departments within the division are responsible for caring out these procedures. 

Take a look at the list and see if you know or can determine where your department and job role fits within the division’s fraud mitigation plan and how you will help with out mission for preparing, preventing and protecting assets from fraud.  


Questlons’? =

KYOU FOR ATTENDING THIS COURSE
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Thank you for attending this course. 
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