Dito Security

Harness the full power of Google Cloud
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A chainis only

as strong as
Its weakest link

Security must be viewed holistically and be assessed across
every technical and operational layer.

Security is no longer about just preventing breaches. It
includes preparing a company for all possible threats to the
business, including external and internal threats, regulatory
requirements (GDPR, CCPA, HIPAA, FedRAMP), and reputational
risks.

@ At Dito, we help customers achieve the most
restrictive implementation of the Google Cloud to realize

their business objectives.
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Company Overview

A Google Exclusive Premier partner, Dito
closes the technology gap for organizations
of all sizes. We work in partnership with
teams to rapidly set up, develop, and launch
Cloud solutions to solve business needs in
workflow transformation, collaboration, data
management and analytics, security and

maps all under one personalized relationship.

2022 Targets

Cloud Migration Services Specialization

MSP Specialization

Data Analytics Services Specialization
Location-Based Services Specialition
Infrastructure Services Specialization

Work Transformation Services Specialization
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2018

Data Analytics Services Specialization
1600+ customers
32Minrevenue

2015

1000+ customers
16M in revenue

2011

Launched Chrome Services

2009

Became a Premier Partner

2007
Founded

2022

Google Cloud Security Partner of the Year

2021

Security Services Specialization
2 additional specializations under review

2019
Location-Based Services Specialization

2017
Launched GCP Services

2014
Launched GMP Services

2010
Google Partner Advisory Board

500+ customers
T10M in revenue

2008
First 30 Google Apps Partners



dito

What We Do

Dito is an international, full-service Google Cloud enabler that makes
transformations as close to perfect as possible.

We drive innovation. We enable change. Most importantly, we transform
organizations.

Since 2008, we’ve helped thousands of organizations change the way they do
business by employing smart cloud technologies.

What we can do for you.

We dream in data. Focus on security. Solve problems. We obsess over details -
all 100 of us.

From the east to the west, we have the end-to-end expertise to find solutions.
Reimagine every process. Reinvent workflows. Compel change. Because we
know how rethinking processes and tools will change your business for the
better.

Wherever you are going, we have the expertise to get you there. You focus on
business. We focus on your data, your security, and your technology - so you
don’t have to. From onsite labs to security assessments, from cloud
deployments to app development, we work to create bold, lasting solutions.



What We Bring

How we helped Google PSO

The New York State Department of Motor Vehicles
cloud environment had not been updated or assessed
in some time. Being a government entity, their cloud
environment needed to be secured with a
comprehensive security audit and implementation for
Senior Subject Matter Expertise to solve complex problems SO PESUSIMACHEMET: MelyE (B EEes
Transform, Load) jobs for data transferring and
processing between the Cloud SQL database and
BigQuery data warehouse were not well architected

e We hire only Seasoned Talent with relevant experience
e We understand that Google Cloud does not live in a vacuum and neededto be updated.

o Proper Integrations are key success criterias for Operations
o Compliance to regulatory and cybersecurity frameworks required

S\ ° Food is perishable. The logistics of distributing it are
/S co complex and mistakes are more than costly - they're
wasteful.

Our Focus Areas

e ENndtoend solutions for Security and Governance

An international food distribution company had a

multi-cloud environment. They were using Amazon,

Microsoft, and Google, and they contracted with

e Data Ana |YtiCS another company to build a cloud foundation to expand
into the Google Cloud Platform.

o Database migrations

The new configuration had serious issues - it had
notable missing elements.

Until they could unify multi-cloud practices and fix
some of these problems, they weren’t ready to move
completely to Google. Dito took over and introduced
key tools and processes.
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We have been and will continue to be Google centric
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cloud solutions

The best tools to drive your essential initiatives

GCP Secure Foundations Google Workspace Compliance Automation

Chrome Enterprise Google Maps Google BMS Data Analytics
DevSecOps Assessments Data Mgmt ML/ Al Google Drive
BeyondCorp Data Visualization App Modernization Healthcare API
regulated industries
Focused on securing highly regulated industries
Healthcare Government Financial/Banking 1ISO 27001 CSACCM
GDPR/CCPA PCIDSS FedRAMP NIST 800-53 HIPAA/HITRUST
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kubernetes
CERTIFIED

Dito inaBOX
accelerators

inaBOX | BigQuery

inaBOX | BMS


https://enrichgcp.com
https://enrichgcp.com
https://bmsinabox.com/
https://bmsinabox.com/

Cloud services group

People turn to us when they need:

1. Aone-stop 100% Google shop that provides solutions and support across GCP,
Maps, Workspace, and Chrome.

2. Company Compliance Area of Distinction: CNCF K8 (Kubernetes)
Container/Security Certification

3. Deeply experienced, specialized Security team as accredited by highest Google
honor of distinction.

Security Services including: Data Services including:
v/ Cloud Security Assessments & v/ Data Analytics and ML
Implementations > Differentiator Repeatable solution:
v/ Service Enablement / Certification inaBOX® for BigQuery
v Compliance and Data Privacy v DataManagement
> Special Capability Focus: FedRamp/ATO, > Special Capability Focus: Oracle - GCP

GDPR/CCPA, HIPAA/HITRUST, NIST
800-53, ISO 27001, CSA CMM

4. A managed service provider for increased support, training, and engagements in
security, IAM, migrations, and industry best practices.

dito


https://www.ditoweb.com/security-services/
https://www.ditoweb.com/security-services/
https://www.ditoweb.com/data-analytics-services/
http://www.enrichgcp.com/
https://www.ditoweb.com/data-analytics-services/

Harness the full power of Google Cloud

Securing your
organization from Day 1

Google Technology Enablement Governance
Google Cloud Best Practices 3" Party Integrations with Google

Enterprise Enablement Cloud



Google Technology Enablement

JuUdu

Compliance Modernization

Service Enablement / Certification
VM Manager

GCP DevOps Security Best Practices
Labelling and ITSM integration

Security Operations & Analytics

Organizational Policies

Cloud Operations Suite

Security Command Center Premium

Cloud Security Monitoring and Investigation
Chronicle

Zero Trust & Workspace Security

Cloud Identity and Cloud IAM
BeyondCorp Enterprise
VPC Service Control

Application Security

GKE Security

Web Application & API Protection (WAAP)
o Apigee
o Load Balancer / Cloud Armor / CDN
o ReCaptcha Enterprise

Data Protection & Privacy

Cloud DLP

Key Management and Secret Management
Labelling and Classification

VPC Service Control

dito Google Cloud



Google Cloud Best Practices

Secure Cloud Foundations

Cloud Foundations built around CyberSecurity
Framework requirements

o Document control mappings

o Service Enablement / Certification

Extended Cloud Foundation Fabric laC
(Terraform)

Follows Google Cloud Security Foundation
Blueprint

Ensure compliance to regulatory requirements

Juodmed

o Review existing Enterprise Security Policies

Cloud Security Posture Reviews

Assessment of GCP implementation and
operations w.r.t. GCP and industry best practices

Reviews end to end security, including
Governance of Enterprise IT

Review application development practices

Scan application code and configurations for
common insecure patterns

dito Google Cloud



Enterprise Enablement

Jueud

Security Operations Center

SIEM Enablement
o Chronicle

o Splunk

o QRadar

Google Cloud Cloud Operations Suite
o Logging
o Monitoring
o APM
o SRE Best Practices

Policy and Security Monitoring

o Security Command Center Premium
o Prisma Cloud
o Laceworks

Operation Practices

o RedTeam /Blue Team
o Pen Testing

Multi Cloud Best Practices

Itsio

Cloud Inter-Networking

©)

©)

©)

©)

DNS

VPC Best Practices

Active Directory

Bastion Host / IAP

Routing

Microsegmentation

Cloud interconnect / Cloud VPN
Next Generation Firewalls

WAFs

Anthos

CA Management

©)

Traffic Director

dito

Google Cloud



Governance

CyberSecurity Frameworks
NIST 800-53
SO 27001
CSACCM
HIPAA/HITRUST

Change Management

@ Uud

Regulatory
FedRAMP

o GCP ATO Assessments & Accelerators

o Criminal Justice Information Services (CJIS) Security

GDPR/CCPA

o GDPR/CCPA Assessments and Accelerators

PCIDSS

dito Google Cloud



3"d Party Integrations with Google Cloud

Change Management Enablement Hashicorp Terraform
ServiceNow Extending Cloud Foundation Fabric to align with
Zendesk Google Cloud Security Foundation Blueprint

Integrated with 3rd party ITSMs

Policy and Security Management Hashicorp Vault Integration

Prisma Cloud

|0 UJuUU

Cloud Custodian Network Security Appliances
Styra Palo Alto Firewalls
Laceworks CheckPoint Firewalls
Tenable.io F5 & Avi Network WAFs
SIEM VDI
IBM QRadar Citrix
Splunk Cameyo
Configuration Management Storage
Ansible NetApp
Chef

dito Google Cloud



Google Cloud

Future Proof

Transform how you connect and collaborate with Google Cloud. All the features you know (Gmail, chat,

search, and more) but in hyperspace. And with Dito’s brain trust right there with you along the way.

All the apps you know - wherever you want them
Google Cloud is open source, multi-cloud, and hybrid - so,
there’s never any vendor ‘lock-in’. You can run your apps on
any cloud and in any environment.

Supported by Google’s full suite of apps, from your company’s
own branded Gmail to Docs and Sheets with unlimited data.

It’s not magic - it is close though

Serverless analytics and machine learning so you can
automate processes, make more accurate predictions, and
seriously streamline operations and management.

Insights into your data = smart decisions

White Cloud
Net carbon-neutral. 100-percent renewable energy. All
operations.

The ONLY cloud provider focused on sustainability - harness
the power of the cloud and sleep at night.

So secure, it’s nearly impossible

Work seamlessly and securely. Your data, apps, infrastructure,
and more protected from fraud and scams by the same
network and security Google uses.

At rest, in transit, and in use - it’s all safe.

It’s just better
A whopping 86-percent of Google Cloud customers report
saving money, improving efficiency, and optimizing workfiows.

It’s just a better way of doing business.

Specialized performance

Google’s Cloud is easily customizable for unique sectors and
flexible to be suitable for the unique needs of a variety of
users. Whether your a tech firm or a milk farm, Google’s Cloud
has smart solutions for your business.

Harness the power of Google. Keep it all safe and secure.
Check off those sustainability initiatives. Improve productivity
and energize your teams. And, save lots of money.

Google Cloud

Your data. Your systems.

Your technology. Your security.
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Let Dito’s experts transition you
to the perfect Cloud experience.

LET’S GET STARTED


https://www.ditoweb.com/contact/
https://www.ditoweb.com/contact/
https://www.ditoweb.com/contact/

Contact Dito’s Cloud
enablement experts for a

FREE assessment]!

Start Your Transformation



https://www.ditoweb.com/contact/
https://www.ditoweb.com/contact/

Thankyou % 42

d ’t transformation
I o happens here



