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nthe middle ofaonce-in-a-century

pandemic, it’s difficult for Can-

adians, our families, businesses,

and governments to look beyond
confronting theimmediate effects of the
COVID-19 pandemic. However, even as
Canadians continue supporting each
other today, we must also begin looking
over the horizon to the post-COVID-19
world to start planning how our country
and economy can emerge stronger.

While no one can predict with any
certainty the economic, political, and
cultural changes this crisis will have on
Canada and the rest of the world, we
know these changes will be significant.
The high level of collaboration among
governments, businesses, and members
of civil society managing this pandemic
should give Canadians confidence about
our collective ability to deal with the
long-lasting changes it will bring.

We find ourselves in a transitional
phase where we’ll have to live with the
virus in our midst, without any abso-
lute guarantees, but managing the
risks involved carefully and respon-
sibly while increasing our economic
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and social activities.

Full recovery is a long way off, but
recovery starts with resilience. The
government’s response spared millions
of Canadians from economic disaster.
Measures like the Canada Emergency
Wage Subsidy and the Canada Emer-
gency Business Account have provided
urgently-needed assistance to Can-
adian workers and businesses, helping
to ensure they’ll be there to propel our
economic recovery.

Asprovinces and territories begin to
reopen, Canada must prepare to transi-
tion away from a subsidy-based crisis
response toward economic stimuli and
getting Canadians back to work while
ensuring their health and safety. We’ll
need to encourage private investment
and business activities that will create
jobs and generate the revenue needed to
offset the extraordinarily high levels of
public spending during the emergency.

Canada, and the world, have deep
economic wounds that require a dedi-
cated plan to make sure we get out of
this crisis. Governments must be as agile
and determined in pursuing economic

How can we minimize the impact

of the COVID-19 pandemic on our
economy? What’s the importance of
business resilience in doing so?
Communities with more resilient
economies experience less shock.
And economies that are both resilient
and high-growth experience shorter
recovery periods. This pandemic has
provided us with an opportunity to
take measure of our regional and city
economies and to better understand
the fundamental drivers. A key to
our future resiliency is the continued
growth and development of diverse,
export-driven economies across
Canada. Surprisingly, some clusters
across Canada have an opportunity for
expansion during this time — trans-
portation, e-commerce, and health
sciences — while others will need sup-

growth asthey have been in responding
to the virus. Our response must rise to
the measure of the challenge before it.

That’s why the Canadian Chamber
of Commerce developed the Roadmap
to Recovery, a substantive document
that examines nine key challenges
and identifies 51 specific recommen-
dations governments should adopt to
overcome them.

The Roadmap reflects the perspec-
tives of Canada’s business community.
It was developed in consultation with
a vast network of over 450 chambers
of commerce and boards of trade, and
more than 100 of Canada’s leading
business and industry associations.

Therecovery starts with addressing
the following challenges with decisive-
ness and urgency:

QP Getting Canadians back to work
& Keeping supply chains and people
moving
©® Managing debt and deficits
Navigating global fragmentation
Q Adoptingtechnology and innovation
Ensuring a resilient resource sector

port. Economic development officials
across Canada must assess the sectors
that are most vulnerable in the short to
medium run, evaluate the impacts this
will have for their labour markets and
communities, and plan accordingly to
make their economies more resilient
and robust.

What actions need to be taken to
ensure the well-being of small- to
medium-sized businesses?

The small businesses that add charac-
ter to our cities are at severe economic
risk right now. Loan programs from
governments, foundations, and the
private sector as well as support
from small business and technical
organizations will be essential for
ensuring these businesses survive.
But economic development and small
business organizations will also need
to provide technical assistance to these
vital small businesses so they can
safely reopen and weather the storm

Take advantage of direct interaction with provincial,
municipal, and federal leaders on topics related to
digital transformation and modernization goals

GovConnect BC

Participate in driving digital maturity
through organizational

and technological change

Victoria,BC / December1

& Planning for small- to medium-
sized enterprises’ (SMESs) business
continuity

Strengthening our public health
infrastructure

fm Rethinking government’s role and
priorities

Thiswillbe noeasy task. For Canada’s
recovery plan to succeed, our policy-
makers will need a singular focus on
economic fundamentals and promoting
growth. Agrowth-focused plan willunlock
economic capacity, fuel job creation, and
promote new business investment. By
working together, we can forge a path to
recovery that’sinclusive, environmentally
responsible, and innovative.

We mustbe bold and innovative, and
we must avoid the temptation of seeking
comfortable solutionsin anincreasingly
uncomfortable world. We need to start
planning how we can come out of this
stronger than ever.

Unexpected or not, the COVID-19
pandemic is changing our world. We
must put plans in place now to make
surewe’lllike where thatchange leads. B

of any future lockdowns. For example,
restaurants and cafes will need advice
on proper spacing for social distan-
cingand on required compliance with
health and safety provisions. We can’t
just provide financial support; we also
have to help our businesses navigate
the challenges that social distancing
and increased health protections bring
as we start to reopen.

What do you think the outcome of
the pandemic will be and what will

it mean for the future Canadian
economy?

If Canada moves forward with a
commitment to a more resilient and
inclusive approach to development,
it will strengthen its global position.
Cities like Toronto and Vancouver are
already critically important global,
innovation cities. Let’s build upon
their strengths and capabilities, posi-
tioning our cities as leaders developing
inclusive, innovative ecosystems. W

Dr. Trevin
Stratton

Chief Economist &
Vice President,
Policy & Advocacy,
Canadian
Chamber of
Commerce
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Chloe
Demrovsky
President & CEO,
Disaster
Recovery Institute
International (DRI)

John Yamniuk
President,
Disaster Recovery
Institute Canada
(DRI Canada)

Janice Tober

ntheeraofthe COVID-19 pandemic, one
thingis clear: a worldwide disaster can
happen at any time and businesses need
to prepare for worst-case scenarios.

While many companies and governments
employ risk specialists — those who work
to avoid potential crises — on their teams,
many also include resiliency experts. These
forecasters play important roles in predicting
potential disasters that can’t be avoided and
in evaluating how to best manage these
events. They focus on preparedness, disas-
ter recovery, and business continuity when
times are tough.

“Whether managing through COVID-19
or any other type of disaster, resilient organ-
izations need to be prepared to adapt and
respond in a complex and changing environ-
ment in order to continue to provide products
and services and to survive. Business con-
tinuity, or continuity of operations, plans
are a key component to have in place — par-
ticularly as we manage through COVID-19
and move into a new normal,” says John
Yamniuk, President of the Disaster Recov-
ery Institute Canada.

The key is planning

The Disaster Recovery Institute International
(DRI)isthe leading global non-profit organ-
ization that trains and certifies resilience
professionals around the world in order to
help businesses prepare for, and recover
from, disasters. DRI Canadaisthe governing
body that delivers training and oversees
certification in Canada. Each year, the DRI
consults with certified members before pub-
lishing its annual predictions report, which
incorporates feedback from 15,000 thought
leaders in over 100 countries.

“Our members are valuable resources for
determining what keeps organizations up at
night. The report highlights projected threats
organizations could face, allowing them to
identify areas of deficiency in preparedness,”
says Chloe Demrovsky, President and CEO
of DRI.

Although pandemics are difficult to pre-

dict, they’re not unprecedented and, by late

Technology Risks
Record number of
ransomware attacks

Financial Crisis
Financial downturn similar
t0 2008

To be prepared and forfurther information,
analysis, and to'see the-full report, visit dri.ca.

February of this year, most resilience experts
already had a plan in place for the pandemic.
“In the early days, we were thinking that
this would be like SARS. We expected supply
chain disruptions and we were looking at
how companies could operate with 35 to 40
percent of their workforces out sick,” says
Demrovsky.

As the virus spread, continuity plans had

to evolve. As Demrovsky says, “The necessary
public health response
to controlling COVID-
19 has impacted
organizations by
impeding their ability
to operate.”

While some organ-
izations — even entire
cities — ‘had good
resiliency strategies
in place, others are
not faring as well.

Demrovsky believes
that every organiza-
tion needs to have a
business continuity
plan in place. “The
pandemic is affecting
every organization in
a different way, but
resilience planning
means looking at the
risks that could affect you and the poten-
tial impact on your organizations, and then
having a set of tools that you can apply when
something happens. It gives you a head start
because you’ve been thinking about it in
advance. That’s what business continuity
planning is all about.”

Tips to help companies reopen during

the COVID-19 pandemic

As organizations look at reopening, Dem-
rovsky has some advice on crisis recovery.
“To get back up and running, organizations
need tolook at operational components and
to figure out what their responsibilities are
in terms of health and safety for employ-
ees and customers with regards to testing,

3=i7-— = Prepare.
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a G8 institution events
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in developing world activism

Extreme Weather
Several extreme weather

Increasing social media

contact tracing, temperature checks, and
personal protective equipment,” she says.
“Next, organizations need to think about
human resources issues, such as health care,
worker anxiety, and childcare, particularly as
schools will remain closed for the remainder
of the school year.”

The final step is to communicate with all
stakeholders. “People want to go back out
into the world and re-engage, but they’re

nervous. Organiza-
tions need to actively
tell stakeholders
the safety measures
they’ve put in place
to reassure them that
safety is a priority,”
says Demrovsky. In
addition to follow-
ing requirements of
federal, provincial,
territorial, and local
governing bodies,
some safety measures
might include shut-
ting common spaces,
enforcing social
distancing, stagger-
ing shifts, limiting
numbers of people
on the premises, and
having staff visibly
disinfecting surfaces.

“Ultimately, leaders need to be decisive,”
says Demrovsky. “They have to be empathetic
and make quick decisions in the beginning of
acrisis. And then they have to communicate
and over-communicate: ‘We understand.
We see what’s happening. This is what we’re
doing. This is what we know. This is what we
don’t know. And I'm here.I'm here to help. I'm
here to listen. Let me know what you need.
And let’s talk about it.””

Demrovsky continues, “The good news
is that this can be planned and tested in
advance. It’simportant to always be planning
for uncertainty. And those organizations
that respond well will thrive and continue
to provide products and services.” m

Civil Unrest
Increasing global civil unrest
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Resource Shortages
Electricity and water
shortages globally
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Being prepared is
the key to mitigating
the damage of —
and recovering
from — a crisis.
For resources to
help your business
with disaster
recovery planning
and continuity
management, visit
drii.org and dri.ca.

This article
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by DRI Canada.
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Brought to you by Environmental Consulting Occupational Health (ECOH)
and the Disaster Recovery Information Exchange Toronto (DRIE)

ithsome ofthe COVID-19 pan-
demicrestrictions startingto
be lifted, many workplaces
are faced with difficult deci-
sions about how to re-start operations without
jeopardizing the health of their employees,
clients, or customers. This requires some
systematic thinking about how to institute a
workplace infection control program.

It’s important to start by assessing the
risks your operations pose to spreading infec-
tion. To conduct your risk assessment, think
about all the processes in your workplace
that could lead to infection through airborne
droplets or aerosols (small particles) or con-
tact with infected surfaces.

Then, develop a program to prevent
those risks. Om Malik, CEO of Environ-
mental Consulting Occupational Health
(ECOH), an Ontario environmental and
health and safety consulting firm, uses the
acronym DOT — Design, Oversight, Test
— to describe what’s needed. The Design

What’s the current state of Canada’s
business environment?

The pandemic has caused a lot of disruption.
Many small- and medium-sized businesses
don’t have access to financial relief, so they’ll
have to plan to run their operations with less
cash and more inventory as supply chains
move from “just in time” to “just in case.”

How should businesses react in general?
Alot of owners are worried about being resili-
ent in the short term — they’re focused on
gross margins, but they would be better
served by focusing on other issues, such as
return on investment in terms of cost and
time commitment.

What are a few of the specific steps a small
business should take to adapt?

First, companies should get employees
back to work. A majority of companies will
experience a significant change, so they should
look at ways to adjust their business models
and sales channels. Some customers who
were historically uncomfortable operating in
a digital world may be changing their prefer-

Christopher Horne

lobally, the COVID-19 pandemic

may be the most significant dis-

ruption facing organizations

of all sizes. In order to provide

insight and guidance on potential incident
responses, the Business Continuity Institute
(BCI) has been gathering details on a regular
basis about real actions taken by organizations
across diverse industries through its inter-
national survey, Coronavirus: Organizational
Preparedness, available online at thebci.org.
In its most recent report, the BCI high-
lighted the following trends, among others:

Mental healthis akey consideration. 75
percent of organizations are now including
mental health in their response plans.

Organizations are expanding their
supply chain reviews. 60 percent have
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process can involve re-arranging work
to promote physical distancing and low-
touch processes. For example, continue
remote work where possible to reduce the
number of people in the workplace. This
will make it easier to space workstations
and people in such away so as to maintain a
two-metre physical distance. Marking two-
metre distances and designating corridors
and stairways as one-way will help. Avoid
shared equipment as much as possible.
Plexiglass barriers, face shields, and masks
will also help prevent infection spread. You
will need special protocols for lunchrooms,
elevators, and washrooms. Plan for emer-
gencies like someone getting sick while at
work. Train your staffin all requirements.

You’'ll need to screen visitors and staff and
prevent entry to anyone who has COVID-19
symptoms or has travelled outside Canadain
the last 14 days. If possible, inform visitors,
customers, and clients about your proced-
ures before they arrive to streamline entry.

ences. This is creating new business dynamics
going forward.

Companies should prepare weekly cash
flow forecasts for at least the next three to
eight months to understand your cash flow
needs and to determine how long your busi-
ness can continue without burning through
your working capital.

Small businesses should also identify all
their critical accounts. Reach out to all the
customers who represent critical accounts
to understand how their needs have shifted
and how to best meet those needs.

Another step is to manage your payables
carefully. Prioritize important vendors when
timing payments. For other vendors, discuss
flexible or extended payment options.

Also, building many relationships and
partnerships is a key aspect of resilience. If
you're a business owner who'’s been relying
on one supplier, change that.

What lies ahead?

We’ve yet to see the full economic impact of
the pandemic. It will affect every aspect of
industry, including supply chains. Compan-

reviewed the business continuity plans of
tier one suppliers and beyond.

Organizations are looking at the sus-
tainability of their plans. 61 percent
have revised their business impact analy-
sis to reflect changing priorities given the
sustained impact of the pandemic. Addi-
tionally, 65 percent have evaluated their
plans to ensure they can maintain the
required level of support over the long haul.

Amajority of respondents are conducting
scenario analyses, financial modelling, or
both. 55 percent have now undertaken scen-
ario analysis to identify a range of potential
outcomes and estimated impacts and 61 per-
cent have undertaken financial modelling
to determine how the organizations will be
affected post-pandemic.

You may want to use a visitor management
system with COVID-19 screening.

Changes to ventilation systems and
cleaning procedures may also be necessary.
While infection control programs have typ-
ically been found in health care facilities,
“With the onset of the novel coronavirus,
infection control programs will now be the
new normal for all commercial building
environments,” says Matt Johnson, Presi-
dent and CEO of Commercial Loss Experts
and Member of the Board of Directors of the
Disaster Recovery Information Exchange
Toronto (DRIE). “It’s important that you
have a pre-established relationship with
service providers that are equipped and
skilled at decontamination and disinfec-
tion,” he adds.

Finally, don’t forget the Oversight and
Test components of DOT. As Malik says,
“You need to oversee your program to make
sure it’s done right, and test to make sure
you got it right.” m

ies will have to invest in risk management
planning to identify the challenges and
employ solutions to meet them. All this can
prove costly, so smaller companies will go
out of business unless their value propos-
itions aren’t based on price.

However, this disruption is also creating
new opportunities. Successful companies will
adapt to the change.

Small- and medium-sized businesses
and entrepreneurs are encouraged to make
MNP, aleading chartered accountancy and
business advisory firm, their partner in busi-
ness recovery. |

Even so, planning for the next phase is
limited. Only 55 percent have considered their
plansintheeventuality ofasecond or third wave.

In Coronavirus — A Pandemic Response,
the BCI reports that 25 percent of organiza-
tions plan to return to the “old normal.” To
plan for the “new normal,” progressive organ-
izations are looking at investing in resilience,
which is a more strategic and proactive focus
on long-term viability.

Business continuity principles and
practices are an essential contribution for
an organization seeking to develop and
enhance effective resilience capabilities to
ensure that they can continue to support
employees and meet customer public ser-
vice expectations during the next inevitable
incident. m
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Create a Secure Network
for Your Remote Employees

Companies dealing with a remote workforce in difficult circumstances
have tools to make it easier and more secure for employees.

Ted Kritsonis

he COVID-19 pandemic forced

a mass migration of the work-

force from the office to the

home, putting cybersecurity at

the forefront for organizations managing
employees remotely.

Statistics Canada reported that about 40

This way, an organization would be able to
see and control all application traffic to ward
off threats and protect all data.

This is done on a per-user basis, rather
than only per IP address. A next-genera-
tion firewall can filter in good connections,
though it would still look for anything out

A SPECIAL INTEREST SECTION BY MEDIAPLANET

Cybersecurity
Tipsinthe Face
of aPandemic

Asmany companies adopt work-from-home
policies in response to the COVID-19 pan-
demic, cybersecurity is a growing issue.

In this critical time, business leaders
have a heightened responsibility to set clear
expectations about how their organizations
are managing security risk in the new work

percent of Canadian employees began work- | of the ordinary to prevent data loss. environments, leveraging new policies and  Ivan Orsanic
. L. « . . . s . . R . Regional Vice
ing from home because of the pandemic in Organizations can still utilize their technologies and empowering their employees. Prosident &
late March, amounting to 6.7 million workers | existing networking infrastructure, like Additionally, individual employees have  gountry Manager
when you include the 1.8 million who were public or private clouds, and virtual or critical roles in securing their organization  (Canada),
already working from home. physical firewalls, for and in ensuring that cyberattacksdon’t fur-  Palo Alto

The cumulative number instance,” says Orsanic. ther compound the already-disrupted work ~ Networks
is a big chunk of the coun- “This flexibility doesn’t environment.
try’s working population. restrict organizations to Here are Palo Alto Networks’ recommen-
With close to five million adhere to what we think dations for business leaders and individuals.
suddenly setting up shop at is best but allows for them
home because of shelter-in- to utilize our products to
place orders, IT personnel Visibility and optimize their network
have had to ensure theitr  gontrol become and security posture as How Businesses Can Respond
cor.porajlte networks can factors with re- they expanii their remote ‘
maintain the same level of workforces. Understand the threats to your
security with employees’ mote workforces, organization
personal devices. SO having endpoint Maintaining visibility to

“Visibility and con- protection, cloud ensure security . @ Provide c:leal: guidance and encourage
trol become factors with managem ent for With access ar.ld exl?answn communication
remote workforces, so . done, Orsanic points to
having endpoint protec- both pUbllc clouds Palo Alto Networks Cortex Provide the right security capabilities
tion, cloud management ~and applications, XSOAR product as a way
for both public cloudsand  gnd the right po|i. to set up a virtual security L
applications, and the right ciesinplace to pro- operation centre, giving a How Individuals Can Respond
policies in place to protect company complete visibility
data and users is import- tectdataandusers into all key security metrics. Users must be empowered to follow the
ant,” says Ivan Orsanic, 1S important. “It empowers your team to guidance provided to them by organiz-
Regional Vice President virtually collaborate on ations and take preventative measures
and Country Manager at Palo Alto Networks. investigations in real-time and to automate

and standardize any security processes to save

Enabling access from anywhere time and reduce human error,” he says. @ Maintain good password hygiene
To adapt to a remote workforce and make Along with scouring for outside threats,
the transition feel seamless for employees it can also let IT personnel know if those
— and to have minimal impact on users | within the organization are following best Update systems and software
— companies need to approach the issue practices. Orsanic cites a hypothetical
from a few different angles. Orsanic points example of users who might disconnect
to Palo Alto Networks Prisma Access as from VPNs to improve bandwidth as one @ Secure your WiFi access point
a good start — a cloud-delivered secure form of outright avoidance.
access service edge (SASE) platform that “If user activity is low and there’s limited
allows users to securely access the internet | visibility on the activities, then chances are @ Use a VPN
from anywhere. the user is finding ways around the processes

Such a tool works well with the company’s that have been put in place,” he says. “End- This article
GlobalProtect “Always On” virtual private | pointmanagementand securitytoolsalsoshed @ Be wary of COVID-19 scams was sponsored
network (VPN) connection to enable secure light on user activities, while data loss preven- :2:‘::'2 to
and direct access for mobile users connecting | tion (DLP) services can inform and manage
with their personal devices, Orsanic adds. user behaviour around critical data.” m @ Don’t mix personal and work %# paloalto’

There’s a shift happening in mobile workforce remote access. Before, mobile users would
connect to the internal data centre using a remote access VPN, which acted as a gateway.
This allowed users located beyond the perimeter firewall to access resources within the
data centre. Now that applications have shifted to the cloud, remote access VPN no longer

makes sense for network optimization.

A Better Solution:
It’s All in the Cloud

Traditional Approach to Remote
Access VPN Has Challenges
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Scott Jones

hisisachallengingtime for Can-
adians and Canadian businesses.
For many people, the phrase
“work from home” has become
synonymous with the COVID-19 pandemic.
Unfortunately, new COVID-19 work arrange-
ments combined with online threats related

without compromising information tech-
nology security. As we continue working in
an unpredictable environment, there are
important tips we must follow.

A few key actions can make a big difference:

f'°°;t Jones tothecrisis areincreasing theneed topractise | () Practise good password etiquette

ea . . .

’ . (8] ,
Ganadian Gentre good cybersecurity. . . Accept updates to y0}1r n.loblle devices
for Cyber Security When you work in an office setting, you computers, and applications

benefit from the security measures that your
organization has in place to protect its net-
works, systems, devices, and information
from cyber threats. Working remotely gener-
ally provides employees with flexibility and
convenience. However, remote work can raise
risks if employees are using personal laptops,

X Secure your social media and email
accounts

Be on guard for phishing (and
spear-phishing) messages

@ Store your data securely and know your
back-up procedures

Before you determine if you would like to
set up a virtual private network (VPN), host
video teleconferences, or allow your employ-
ees to work remotely, you should understand
the threats and set yourself up for success.
Visit cyber.gc.ca for a list of alerts and

tablets, and phones that aren’t subject to the The Canadian Centre for Cyber Security is advisories, including those regarding critical | Thisarticle

same good security measures. Canada’s authority on cybersecurity. It pub- | vulnerability patches. n’ai::;"::;:;n
The good news is that even basic cyber lishes advice and guidance, including about The Canadian Centre for Cyber Security c‘;ntre for Cyber

hygiene can be effective in mitigating some the importance of security awareness train- is here to help protect you and your organ- | gecurity.

oftoday’s nastiest cyber threats. Canadians
should feel secure working from home,

ing for employees, and how to create robust
incident response plans for organizations.

ization from cyber threats. Canadians need
to be on top of their cybersecurity. m
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Ted Kritsonis

BEHIND
THIS MASK,
YOUR TALENT

TALENT-POMERLEAU.CA/WELCOME

POMERLEAU

$600,000 to organizations serving commun- the industry pushing back before, it was the welcome.
_ ities affected by the pandemic. clients. Now, they’re getting on board. We ®
Above all, the brothers sought to deliver need to bring the whole industry to where Headshot
on the culture they believe makes the con- | everything will be mobilized and digitized photos copyright of

he COVID-19 pandemic has had

a profound effect on construc-

tion projectsin Canada, casting

a spotlight on the culture that
helps keep workers employed.

In responding to the crisis, provinces
were mixed on whether or not to deem con-
struction sites as essential. Statistics Canada
found the total value of building permits
issued by Canadian municipalities fell by
13.2 percent in March, driven largely by Brit-
ish Columbia, Ontario, and Quebec. With
unemployment rates also reaching highs
unseen for decades, firms were forced to act.

Montreal-based company Pomerleau chose
tokeepitsstaffonthejob during the pandemic
by first sending employees to work from home.

Despite being a large company with 30,000
total workers on sites nationwide, they
describe their namesake firm as “like a family
business” and strove to affirm employees
“were important and necessary for the con-
tinuation of our business.”

“Their resilience, effort, and adaptabil-
ity have us looking at the future in a very
favourable way, especially when it wasn’t
that clear at the beginning, but we now see
that construction will rebound,” says Francis.
“It’snot just abulldozer that will change the
world, it’s people with great ideas that make
the difference on a project at all levels, so the
more respect and training you have, the more
your investment in them pays off.

Pierre Pomerleau
President & CEO,
Pomerleau

“We had a plan to start with 40 people Building consensus Francis
working from home on a trial basis only two Technology is also building consistency for Pomerleau
months before we sent 1,500 people home | off-site construction, they add. Along with | Chief Executive,
for their safety,” says Pierre Pomerleau, the maintaining work-from-home options in a I:f;;’rg:gure &
company’s President and CEO. “It accelerated post-COVID-19 scenario, there’s what they Pomerleau’
everything, from our business plan to the call “industrialization.” The information
change in the mindset of the client. The new modelling and surveying technologies,
way to build with the technology available isto among others done off-site, contribute to Z.

have more collaboration and cooperation that
involves the stakeholders talking together.”

Giving back

Pomerleau and his brother Francis, who runs
the firm’s talent, culture, and leadership
policies, have redoubled efforts to assuage
workers’ fears and improve efficiency at
buildingsites. That included a philanthropic
approach through the company’s Love is
an essential service initiative by donating

struction firm what it is — and can become.

faster and less wasteful building practices
on job sites, they say. As an example, Pom-
erleau is constructing eight specialty health
clinics ranging between $10 to $30 million
apiece in four months.

“The only way to achieve that is with
a great team of architects, engineers,
and clients, and us making sure we have
prefabricated or off-site communication
builders,” says Pierre. “Everything will be
collaborative in the future, and it wasn’t

within the next 5 to 10 years.” m

To discover more
on how your
talent can shape
Pomerleau’s
story and how
you can push
your limits in an
environment fuelled
by adaptability,
innovation, and
love, visit talent-
pomerleau.ca/

Andréanne Gauthier
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Joe Ozorio

herearetwotypesoforganizations

when it comes to cyber breaches:

those that have been hacked,

and those that don’t know yet
they’ve been hacked.” Of all the cute quotes
by cybersecurity evangelists, I like this one
best, because to me it reflects the all-pervasive
nature of cyber breaches today. I truly doubt
that there’s any commercial, private, or public
organization where a hacking attempt hasn’t
been made, whether successful or not. Today’s
cyber criminals have too many resources, tech-
nologies, motives, incentives, and insidious
purposes for us to be able to avoid.

At the Disaster Recovery Information
Exchange (DRIE), we’ve seen the rapid evolution
of cyber attacks that now impact every facet of
our profession. The Business Continuity Insti-
tute’s (BCI) 2019 Horizon Scan Report, drawing
input from 569 global professionals, shows that
“cyber attack and data breach” is considered
to be the primary global threat over the next
year. And justifiably so, as you've likely read in
this special issue. It’s for this reason that cyber
resiliency has been a recurring theme at DRIE
Toronto’s regular symposiums in recent years.
We believe business continuity management
(BCM) and organizations resiliency profession-

als must be vigilant in understanding the threat
and incorporating appropriate planning and
response to meet the ever-changing nature of
cyber attacks.

At our Sept. 12, 2019 symposium, the
theme “Testing and Exercises — Why You
Should Be Including Cyber in Your Exercises”
brought to the forefront compelling issues
centered around cyber resiliency. Two of
our presenters came from the cybersecurity
departments of two of Canada’s major banks.
You might imagine they have a tall order in
protecting the bank’s assets from the claws
of cyber criminals around the world! They
spoke about the current cyber threat land-
scape including cyber fraud, supply chain
attacks, phishing, and insider threats; and
risks to businesses ranging from loss of cus-
tomer, client, or employee information to
electronic channel fraud. They demonstrated
how the advantage is clearly and deeply on
the side of the cyber attacker. These attackers
consider what they do simply as a business.
They have patience, great skill, and no rules
of engagement. Their funding is unlimited
because they steal what they need.

Above all, both banks agreed that cyber
attacks are not solely an IT problem. To think

A SPECIAL INTEREST SECTION BY MEDIAPLANET

so is extremely short-sighted and places the
organization at huge risk. Cybersecurity is a
business problem, and everyone needs to be a
cyber risk manager.

From a BCM professional’s perspective,
regular business continuity exercises must
incorporate cyber attacks in their scenarios, or
craft entire scenarios around cyber attacks. To
not do this is to ignore what is now considered
to be the foremost global threat.

If you're a BCM or resiliency professional,
whether at the practitioner or management
level, you’re in a unique and pivotal position
to bring together many different parts of your
organization together to plan, prepare, and
practice responses to what’s now inevitable.

Cyber attacks have changed the very fabric
of organizational resiliency. So too, we as BCM
professionals must change with it, or be left
in the cyber dust. m

The Disaster Recovery Information Exchange is a
non-profit, member-funded association of BCM and

resiliency professionals dedicated to the exchange of
[d
information on all aspects of BCM, from emergency | g

response to the resumption of business as normal. Please visit

DRIE has chapters and affiliates across Canada and

in the Caribbean. information.

Nicole Kenny
Vice President,

Virox
Technologies

Nicole Kenny

he COVID-19 pandemic caught
many of us off guard. There’s
been panic, uncertainty, and
fear. The pandemic has meant
a crash course on the subjects of germs,
their transmission, and how to deal with
an outbreak. As we begin the slow journey
of opening up once more, businesses need
to focus on doing their part to protect their
staff and clients. As a society, we have a
heightened sense of social vigilance with our
newfound knowledge of zoonotic diseases,
hand hygiene, physical distancing, and keep-
ing our environment safe via disinfection.

Must be wet to disinfect

Many of today’s disinfectants evaporate
before they have a chance to completely
kill pathogens.It’s essential that businesses
and the general public understand that dis-
infectants must reach the wet dwell time
(the length of time the surface needs to stay
wet) as listed on the product label in order to
achieve disinfection. If the label indicates
a contact time of 10 minutes, the surface
needs to stay wet for 10 minutes. For this
reason, the best disinfectant products must
be capable of staying wet throughout the
length of the contact time listed on the label.

Avoid poison control
Many of today’s disinfectant chemicals
are a threat to human and animal health.
Accidental poisonings associated with dis-
infectants have more than doubled due to
the COVID-19 pandemic. The safety profile
and the potential health risks of a disinfect-
ant must be assessed. Some disinfectants
can cause permanent eye, skin, and mucous
membrane damage, some are potentially
carcinogenic, and some have been shown
to induce asthma.

Business owners are required to provide
a safe work environment. When providing
disinfectants for staff to use, training and
access to personal protective equipment also
need to be considered.

Whether at work or at home, focus on
the areas that are most frequently touched:
this might include doorknobs, faucets, light
switches, TV remotes, cell phones, and key-
boards. These surfaces are often highly
contaminated with pathogens and we may not
think to wash our hands after touching them.

Good, but not good enough

In the post-pandemic era, people are going to
question the things they had previously taken
for granted. Companies that communicate
what they’re doing to make a positive impact
on the world will attract people, providing a
sense of community that staff and clients can
be proud to stand behind. The pandemic pro-
vides a unique opportunity for businesses to
show how responsible they are.

In cases of emerging viral pathogens like
SARS-CoV-2 (the virus causing COVID-19),
Health Canada uses the broad-spectrum
virucide concept to determine whether a dis-
infectant is expected to Kill it.

Strategic businesses plan for the future.
Choosing to use a hospital-grade disinfectant
that kills more than 99.9 percent of bacteria
and carries a broad-spectrum virucidal claim
shows you're thinking about future outbreaks
and investing in the long-term health of its
staff and clients.

The war against pathogens

As disinfection is one of the key tenets for
breaking the chain of infection, at Virox®
Technologies our focus is on educating and
developing disinfectant technologies to combat
the shortcomings of legacy disinfectants cur-
rently used around the globe.

Accelerated Hydrogen Peroxide® (AHP®)
provides the perfect balance between safety
and efficacy. The patented technology uses
the power of oxidation to clean and disinfect
surfaces as it dries slowly to ensure disinfec-
tion has occurred. From SARS and norovirus
to pandemic influenza and now COVID-19,
AHP® has been on the front lines, fighting
outbreaks and helping to save lives. m

Dwell Time
Disease

Many disinfectants evaporate before achieving
disinfection. Using disinfectants that stay
wet for required contact time will increase
product effectiveness.
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Some disinfectants have labels that are

ambiguous. Due diligence is required to

effectively select disinfectants to meet
regulatory compliance.
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This article was

Safety Indifference
| Syndrome

Some disinfectants may pose a health risk to @

users, patients, clients, and the environment.

Technologies.

Using a disinfectant with a preferred safety
profile will increase user safety.

drie.org for more

sponsored by Virox



