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ne of the most critical se-
curity issues is connectivity.
How will employees connect
to the organization’s informa-
tion systems?

There are various options
and each type of connection
has its own set of risks.

Access via the Internet
means that every Internet user
could potentially gain access if
precautions are not taken.
How do we really know the
user on the system is autho-
rized?

Token devices provide the
additional security necessary.

A “token” is a device such as
a credit card-sized computer
that displays a new password
every minute, This password is
also simultaneously generated
in the organization’s system.
Users enters the password dis-
played on the face of the token
into their PCs and it is
matched by the company sys-
tem somewhere on the other
side of the Internet. Each time
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£ es serious secu-
rity risks, which can be re-
duced through the use of en-
cryption. If someone inter-
cepts the transmission, deci-
phering the text will prove al-
most impossible. ~

Telecommuting or not, back-
ing up important files is alwa
critical. o

Most organizations have
policies and procedures re-
garding backing up material on
their information systems. On-
site employees can back up
their important files on to the
office network. These are then
backed up again and stored
off-site. Such a system is es-
sential.

Another crucial issue is em-
ployee termination. If telecom-
muting employees or contrac-
tors leave or are terminated,
how will corporate data and
assets be retrieved? How does
an organization ensure that all
confidential documents are re-
turned?

Procedures to address this
should be established in con-
junction with the human re-
so;xrces group and legal coun-
se

Confidential information on
raper is usually kept in locked
locations in offices or business
premises.

"Telecommuting raises

Employees with a “home of-
fice” should have a device in
which they can store secure in-
formation until it can be re-
turned to the office. A fire-

roof filing cabinet with a

ocking mechanism should be
sufficient.

At the office, only authorized
individuals are permitted to
access corporate computers
and information systems.
When the computer is at
home, children and spouses’
may make use of the comput-
er.

Employees need to under-
stand they are responsible for
all activity on business com-

uters seven days a week, 24
ours a dag.. :

Home offices usually have a
low level of security. An orga-
nization may have an elaborate
intrusion-detection system
whereas many homes are sim-
ply secured by lock and key.
These risks must be assessed
before telecommuting is per-
mitted.

The demand for telecom-
muting will only continue to
increase. To meet this chal-
lenge, organizations must care-
fully assess the risks that
telecommuting will introduce
and d;velo% solutions to mthua‘t.

te them. tions
g?) this succesrsgafurill;;l will thrive
in the new millennium.
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