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Single layer of security not enough

he Internet is growing at a phe-

nomenal rate and along with it

are growing security risks 1o
business information systems.

Ina recent test conducted
U.S. defence department, 7,860 of
8,932 random attacks launched on
systems on the Internet were success-
ful. What's more frightening is that
only 390 attacks were detected and
only 19 eventually reported.

Ina survey published in the October
1996 issue of Information Week, near-
ly 70 per cent of respondents felt the
increase in security risks to informa-
tion and data matched or exceeded
the growth in computing resources.
Yelmoﬂoompmesconnnue(omke

too frequently delegated to junior
staff members who don't have the au-
thority to implement or enforce secu-
rity p&l:ms Thr:ls sends a clear mes-
sage that not ol yusecuntyununﬂ:t
tant, it is not a serious concern of t
organization.

ne of the most important steps in
establishing a security infrastructure
is to establish a security policy. Only
50 per cent of the businesses respond-
ing to the Information Week survey
said they had one.

Senior management must establish
asolid information-security policy
that leaves no doubt as to what is re-
quired and expected and who is re-
spoms:bk:me ey for

Acomplete security pol a
company connected to the Internet
should address access control and au-
umdu.n;t. monitoring, incident re-
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This will not only the com-
pany, but also establish the rights of
the employees.

When moving to the Internet, com-
panies must be aware that the con-
trol techniques used with their cur-
rent systems will need to be en-
hanced. A single layer of security is-
n'tenough.

The traditional ID and password ap-

ch with rds expiring after
60 days is no longer sufficient, Pass-
words can be stolen and distributed
over the Internet within minutes.
With l little help from technology,

malicious eavesdroppers can pick upa

user's ID and password, so there isa
much greater requirement for en-
crypted communications once an In-
ternet connection is made.

Regular monitoring of the system is

critical. Often, system administrators
only discover a security breach from
their counterparts at other sites, by
which time the intruder may have
been on the system for an extended
period

Never assume you know what's hap-
pening on your system. Tools that im-
mediately notify appropriate person-
nel of intruders on the system are crit:
ical for the early detection of prob-
lems

Stronger authentication is also nec-
essary. Computers are configured to
accept certain types of connections
from other external or internal com-
puters or servers. An individual bent
on mischief could impersonate anoth-
er server or n with privileged ac-
cess—a ique known as “spoof-

ing.

Technology changes quickly and it
is important to remain up to date. In-
house staff or hired consultants who
et Byl g o

profe cer-
tified by an appropriate information-
system security organization.

Ongoing training is also a necessity
to ensure that new security trends,
tools, and techniques are understood.
If in-house staff are implementing
new technology, you may want to
consider including an experienced se-
curity professional in the project
team. Thn will enable potential weak-
nesses to be identified at the planning

It's important to remember that se-
curity is only as strong as the weakest
link. Potential disaster is brewing for
the many business connected to the
Internet without appropriate security
controls,
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