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Computer-information confidentiality essential

nsuring privacy of information in

the age of computers and the In-

ternet concerns us all as the abuse
of access to information systems be-
comes increasingly prevalent.

By abuse, | mean the use of data for
purposes for which it was not originally
collected. Almost 50 per cent of organi-
zations responding to the 1997 Com-
puter Security Institute/FBI Computer
Crime and Security Survey identified
some form of unau use of their

in the last year.

Both in Canada and the U.S,, there
have been numerous cases in which in-
dividuals have used information avail-
able to them in the workplace for per-
sonal gain,

Every day, we share our addresses,

numbers and other de-
tails with organizations ranging from
the corner store to all levels of govern-
ment. The combination of this informa-
tion exchange and the ability to use
computers to merge multiple databas-
es means extensive personal histories

canbed ;
The concerns about information sys-
tems and centre on the amount

of information collected; the kind of in-
formation kept; the methods used to
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store it; and the
record of who has
access toit.
Management
must deal with
these issues by im-
plementing appro-
priate security poli-
cies and appoint-
ing information se-
curity officers, These ofﬁcers can estab-
lish practices to meet policy objectives
by managing the length of time that
sensitive data is kept and designing
techniques for storing the information.
They would control access to the infor-
mation and ensure it is effectively dis-
posed of when it is no longer required.
Information security professionals
can determine the access each individ-
ual needs to carry out their responsibil-
ities. For example, everyone with access
to a client database may not need to see
the address and telephone fields. Alter-
natively, the information collection pro-
cess can be re-engineered to capture

“yes” or “no"” answers rather than com-
plete personal data.

As organizations design security poli-
cies, the need to meet security goals and
employees’ right to privacy appear to
conflict. Some feel the privacy of indi-
viduals is threatened by the need to
monitor e-mail and other online activity
for security reasons. An appropriately
designed security policies and practices
can strengthen both individual privacy
and organizational security.

Maintaining an activity audit trail is
essential to ensure breaches of security
and privacy are traceable.

Such a process is a strong deterrent to
misuse, and protects employees who
need to access information, the organi-
zations which need the information for
their business, and the person whose in-
formation itis.

Companies that collect information
will be increasingly held accountable as
the demand for individual privacy
grows. Organizations that ensure secu-
rity and privacy will probably be the
preferred places of business for con-
sumers in the 21st century.

Here's a checklist to help conduct a
privacy-oriented audit of your organi-
zation:

3 Do you question the unnecessary
collection and retention of data?

3 Do you ensure all private/confi-
dential data is disposed of appropriately
and that no authorized or unauthorized
person can gain access to it during the
destruction process to use it to the detri-
ment of the individuals involved?

J Do you ensure databases are linked
only after the source has been verified?

Q Can the integrity of connected
databases be preserved?

(J Are there access controls to protect
against unauthorized access?

 Are adequate audit controls in
place to determine ity leading to an
incident and assist in identifying the
perpetrator?

'.l Do you have a security-awareness

to ensure all users understand
theu' role in security and confidentiality
of the information entrusted to them?

Only through appropriate security
practices can organizations earn the
right to collect personal information
and the confidence of society to release
this information into their care.
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