D2

IHE VANCOUVER SUN, WEDNESDAY, DECEMBER 17, 1997

HIGH TECH

Thousands of new informa-
tion systems are implemented
every year. These systems will
provide more information on
a more timely basis — critical
for making management deci-
sions in today's business envi-
ronment.

Billions of dollars worth of
corporate information will be
stored in these new systems,
$0 it is imperative that securi-
ty not be an after-thought.

Effective security and con-
trol processes are critical to
the success and long-term sur-
vival of the organization,

As with all specialized activ-
ities, it is obvious that you
should turn to a professional
for advice. Many don't, at their
peril.Implementing a new sys-
tem has three key areas in
which information security
needs to be considered:

eConversion of information
from the existing system to the
new one,

elnformation travelling
across interfaces between the
new and incumbent systems.

eoThe configuration of secu-
rity for the new information
system.

Data conversion is required
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IN MY OPINION

Systems should be as carefully
designed as the new informa-
tion systems they're aimed at
protecting.

when the new system is unable
to read information stored in
the format of the existing sys-
tem. To solve this problem, the
most common approach is to
develop a program to rewrite
the data into a format accept-
able by the new system.

There are several problems
with this process. Is the con-
verted data accurate? Has it
been converted? Have we sim-
ply converted incorrect infor-
mation from one system to an-
other?

Many new systems project
failures have been blamed on
the software when it was the
result of transferring incorrect
information.

Every industry needs to con-
sider the potential issues they
face. Retailers will need to en-

-

sure converted prices are cor-
rect. Manufacturers need to
ensure all inventories are con-
verted. Financial institutions
need to ensure account infor-
mation is correct before con-
version.

There are many automated
tools available to assist the se-
curity professional in the con-
version process.

Often a new information sys-
tem will replace only a subset
of the existing, or “legacy,” sys-
tems. There may still be signif-
icant information sharing be-

tween the two systems,
The interface between the
new system and the | Sys-

tem needs to be designed to
ensure there is no loss of infor-
mation accuracy or confiden-
tiality during the transfer.

The security professional
will always look to ensure in-
terfaces work effectively dur-
ing the design phase of a new
systems project, rather than
waiting until the system has
been installed to find out they
do not work.

The existing system will con-
tain security and control
processes ensuring the accura-
cy of information generated by
the system. The new system
will likely provide much
stronger security and internal
control, so this could be an op-
portunity to improve the secu-
rity of the whole organization.

The new system may also in-
troduce vulnerabilities. At a
minimum, however, you will
require controls that provide at
least the same level of security
provided by the current sys-

tem,

Finally, all access points to
the legacy and new systems
must be reviewed and secured.

How can information be ac-
cessed? What information is
considered confidential? How
much damage could be caused,
either deliberately or in error?
Is it possible to recover key in-
formation after such a security

breach and how long will it
take to recover it?

These questions must be
asked of all areas of the new
system, including the net-
works, applications, databases
and microcomputers.

The information security
professional will focus on mak-
ing the most effective use of
technology to support the se-
curity policies, confidentiality
needs and integrity require-
ments of the organization.

Security and control
processes must be considered
throughout the life cycle of a
new systems project. Most im-
portantly, professionals who
understand information secu-
rity and control processes
should be consulted during the
design stage.

Too often the responsibility
for security is assigned to the
project team as an additional
task. This sends a clear mes-
sage that security is not a high
priority. Information securit
should be a key priority wit
today’s systems.
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