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HIGH TECH

Educating staft best way to fight software piracy

Software piracy is the illegal
distribution or copying of com-
puter software

This aclh-itz costs the soft-
ware industry billions of dollars
cach year, and the rapid growth
of the Internet has further in-
creased these losses, since it is
now much easier to distribute
illegai copies of software,

Web sites are being shut
down by enforcement agencles
due to the sharing of illegal soft-
ware.

Why do people who would
not dream of stealing from a
store do this? The most com-
mon justification is that they
think large organizations wlII
never feel the loss.

These people fail to recognize
that the loss of sales does not
just affect an organization's bot-
tom line, it also affects the de-
velopers and the programmers.
Jobs are not created when ille-
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Organizations need to be
much more proactive in ad-
dressing the risks associated
with violating copyrights.

zal copies of software are made.
k:bs are lost.

The software industry has
used various mechanisms to
fight piracy, such as requiring
users to authenticate them-
selves by providing a serial
number at installation. These
methods, however, are quick.y
clreumvented and have never
been viewed favourably by
users.

The software industry is
fighting back. Organizations
such as the Software Publisher's

Association ( www.npa.or‘)
and the Business Software Al
liance (wwwil ) have de-
veloped strong advertising
campaigns to encourage people
to monitor each other and re-
port violators,

Recent advertisements have
targeted unhappy employees,
inviting them to “nail their
bosses” by anonymously re-

orting software copyright vio-
ations to a 1-800 number.

Other groups of software de-
velopers, such as Computer Al-

| liance Against

Software Theft have worked

with enforcement uf‘cncin to

hnm‘ulc offenders throughout
orth America,

In many cases, smaller orga-
nizations are the ones prose-
cuted.

In my opinion, organizations
need to be much more proac-
tive in addressing the risks as-
sociated with violating software
copyright.

ny organization that does
not take steps to address soft-
ware piracy is taking unneces-
sary risks.

Strict policies supported by
an awareness campaign are the
best bet. Begin by ensuring all
employees sign an agreement
not to install unlicensed soft-
Wilre On Corporate computers.

As part of an ongoing cam-
paign, employees should be re-

inded of the requi nt to
comply with software copyright
laws and the organization's soft-

ware usage policy.

On an um'\‘:ul zmsls. conduct
self-audits, Check resource
records to ensure compliance
with software licenses. Any
software for which a licence
does not exist should be re-
moved immediately.

Ensure employees are famil-
sar with the software that canbe
installed on multiple machines,

Many believe that software on
& colleague’s machine is owned
by the organization and can be
copied to other machines, but
this is not always true.

Purchasing software is simi-
lar to leasing or renting a vehi-
cle: only the drivers registered
wt the time of the agreement ire
entitled to drive the car.

Additional drivers can be
added to an agreement at an ad-
ditional cost, and the software
industry provides a similar
arrangement through network
and site licenses,

Keep in mind that software
copyright is not just copying
disks or anpllcutlunm Software
copyright laws also protect soft-
ware and images found on the
Internet.

It is not acceptable to copy
images from web sites, nor is it
acceptable to paste copyright
images onto a web sit., without
proper authorization from the
owners,

At the moment, there are few
technical solutions for protect-
ing a developer's rights, Senior
management must develop po-
lices and awareness campaigns
to ensure unlicensed software is
not stored on corporate com-
puters.

Educated employees are the
best countermeasure to soft-
ware piracy.
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