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Secure and private by
design, from day one

Hive was built with security in mind from the
beginning. Independent firm Kudelski Security
confirms that our products are completely safe
for customers. Protecting customers’ devices
and data remains our highest priority.

Zero access to your content

Hive cannot view your video content and captures
only network and playback metadata. Hive's storage

of Pl is minimal and fully protected, meeting the

standards of GDPR. Customers have the choice to
obfuscate that information if necessary or prevent
the capture of such data.

‘ Hardened software

Hive follows industry standards for the entire secure
software development life cycle, including threat
modeling, security code review, security scanning
and dependency vulnerability checking tools.

What sets Hive apart

B Hive has no access to your video content
B Only minimal Pll and video data pass through our backend

B Secure development with threat modeling, pre-release code reviews, and
secure deployment

B 24/7 production monitoring to detect and eradicate potential attacks
B Dedicated in-house security team

B Dual European data centers keep the Hive backend physically safe on
Microsoft Azure cloud servers

B Hive is the only European provider with full legal liability under EU law, and
complies with all US regulations
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Defense in depth

Sensitive assets are protected by multiple security
mechanisms and controls, so that data remains secure
even if a single security layer becomes compromized.

Backed up in two
secure facilities

Our backend is secured in two physically separate
data centers in Europe run by Microsoft Azure to
eliminate the possibility of data loss. Azure carries
90+ industry-leading compliance offerings.

PRODUCT & ORGANIZATIONAL SECURITY

No known security

incidents
Hive has an excellent track record and works with trusted
external firms to ensure continuous improvement. 4 million
Hive Agents are installed across multiple security-sensitive

. . customer organizations, with no incidents recorded to date.
installed Hive Agents

PRODUCT & ORGANIZATIONAL SECURITY Hive works with external security firms to ensure product and organizational

security. EY has performed an audit according to International Assurance

Proven secu ritg Standard ISAE 3000, focusing on the operational parts of the SOC2 framework.
,
b k d b Every year, Hive conducts a thorough external assessment of all relevant systems.
ac e U In 2020, the reputable Swiss security firm Kudelski conducted an in-depth review
t of twenty focus areas within Hive, including the Hive Agent, P2P distribution, Hive
exper s Analytics, Silent Testing, data collection and privacy, endorsing Hive's security.

“We rate the technical information security risk of the Hive product suite as low
and found that Hive demonstrated high maturity in their security practices,
development practices, privacy practices, and overall security by design
methodology.”

Affirmed by Kudelski Security.

H Iive Comphed Wlth We built Hive to protect enterprise and end-viewer information from the very
GDPR before it existed beginning, making us GDPR-compliant long before the regulation went into effect.
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